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DATA PROTECTION ACT 2018

REVISED
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An Act to establish a body to be known as An Coimisiún umChosaint Sonraí or, in the English language,
the Data Protection Commission; to give further effect to Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 20161 on the protection of natural persons with regard to
the processing of personal data and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation); to give effect to Directive (EU) 2016/680 of the
European Parliament and of the Council of 27 April 20162 on the protection of natural persons with
regard to the processing of personal data by competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal penalties,
and on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA;
to give further effect to the Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data done at Strasbourg on the 28th day of January 1981 and for those and
other purposes to amend the Data Protection Act 1988; to provide for the consequential amendment
of certain other enactments; and to provide for related matters.

[24th May , 2018]

Be it enacted by the Oireachtas as follows:

PART 1

PRELIMINARY AND GENERAL

Short title, citation and commencement

1. (1) This Act may be cited as the Data Protection Act 2018.

(2) This Act and the Data Protection Acts 1988 and 2003 may be cited together as the Data Protection
Acts 1988 to 2018.

(3) This Act shall come into operation on such day or days as theMinister may by order or orders appoint
either generally or with reference to any particular purpose or provision and different days may be
so appointed for different purposes or different provisions, and for the repeal of different enactments
or provisions of enactments effected by section 7.

1 OJ No. L 119, 4.5.2016, p.1
2 OJ No. L 119, 4.5.2016, p.89
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Interpretation

2. (1) In this Act—

“Act of 1988” means the Data Protection Act 1988;

“Act of 2014” means the Companies Act 2014;

“authorised officer” means a person appointed, or deemed to be appointed, to be an authorised
officer under section 129;

“chairperson” means the chairperson of the Commission;

“civil servant” has the meaning assigned to it by the Civil Service Regulation Act 1956;

“Commission” has the meaning assigned to it by section 10;

“Commissioner”has themeaningassigned to itby section15and includesamemberof staff authorised
to act in place of a Commissioner under section 18;

“Data Protection Regulation”means Regulation (EU) 2016/679 of the European Parliament and of the
Council of 27April 20163on the protection of natural personswith regard to the processing of personal
data and on the free movement of such data, and repealing Directive 95/46/EC (General Data
Protection Regulation);

“Directive” means Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April
20164 on the protection of natural persons with regard to the processing of personal data by
competent authorities for the purposes of the prevention, investigation, detection or prosecution of
criminal offences or the execution of criminal penalties, and on the free movement of such data, and
repealing Council Framework Decision 2008/977/JHA;

“enactment” has the same meaning as it has in the Interpretation Act 2005;

“local authority” means a local authority within the meaning of section 2 of the Local Government
Act 2001;

F1[“Mayor of Limerick” has the meaning assigned to it by section 9 of the Local Government (Mayor
of Limerick) and Miscellaneous Provisions Act 2024;]

“Minister” means the Minister for Justice and Equality;

“political party” means a political party registered in the Register of Political Parties in accordance
with section 25 of the Electoral Act 1992;

“prescribe” means prescribe by regulations;

“public authority” means—

(a) a Department of State,

(b) a regional assembly,

(c) a local authority,

(d) the office of the Director of Corporate Enforcement,

(e) the Irish Auditing and Accounting Supervisory Authority,

3 OJ No. L 119, 4.5.2016, p.1
4 OJ No. L 119, 4.5.2016, p.89
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(f) any other person established by or under an enactment (other than the Act of 2014 or a former
enactment relating to companies within the meaning of section 5 of that Act) other than—

(i) a recognised school or board within the meaning of section 2 of the Education Act 1998 but
including a recognised school established and maintained by an education and training board
and a board of a school so established and maintained, and

(ii) a management committee established under section 37(3) of the Education Act 1998,

(g) a person with whom the Health Service Executive has, under section 38(1) of the Health Act 2004,
entered into an arrangement for the provision of a health or personal social service by that person
on behalf of the Executive,

(h) the Garda Síochána;

“public body” means—

(a) a company (within the meaning of the Act of 2014 or a former enactment relating to companies
within the meaning of section 5 of that Act) a majority of the shares in which are held by or on
behalf of a Minister of the Government,

(b) a subsidiary (within the meaning of section 7 of the Act of 2014) of a company referred to in
paragraph (a);

“special categories of personal data”, other than in Part 5, means—

(a) personal data revealing—

(i) the racial or ethnic origin of the data subject,

(ii) the political opinions or the religious or philosophical beliefs of the data subject, or

(iii) whether the data subject is a member of a trade union,

(b) genetic data,

(c) biometric data for the purposes of uniquely identifying an individual,

(d) data concerning health, or

(e) personal data concerning an individual’s sex life or sexual orientation.

(2) Subject to subsection (1), a word or expression used in this Act, other than in Part 5, that is also used
in the Data Protection Regulation has, unless the context otherwise requires, the same meaning in
this Act as it has in that Regulation.

(3) Unless the context otherwise requires, a reference in this Act (other than in Part 5) to a numbered
Article is a reference to the Article so numbered of the Data Protection Regulation.

Designation by appropriate authority

3. (1) An appropriate authority (within the meaning of the Civil Service Regulation Act 1956) may, as
respects all or part of the personal data kept by the authority, designate a civil servant in relation to
whom it is the appropriate authority to be a controller and while the designation is in force the civil
servant so designated shall, other than for the purposes of sections 105(3) and 141(2) and (3), be
deemed, for the purposes of this Act and theData ProtectionRegulation, to be the controller in respect
of the data concerned.
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(2)Withoutprejudice to subsection (1), theMinister forDefencemay, as respects all or part of thepersonal
data kept by him in relation to the Defence Forces, designate an officer of the Permanent Defence
Force who holds a commissioned rank therein to be a controller and while the designation is in force
the officer so designated shall, other than for the purposes of sections 105(3) and 141(2) and (3), be
deemed, for the purposes of this Act and theData ProtectionRegulation, to be the controller in respect
of the data concerned.

(3) For the purposes of this Act and the Data Protection Regulation—

(a) where a designation by the relevant appropriate authority under subsection (1) is not in force, a
civil servant in relation to whom that authority is the appropriate authority shall be deemed to be
its employee and, where such a designation is in force, such a civil servant (other than the civil
servant the subject of the designation) shall be deemed to be an employee of the last mentioned
civil servant,

(b) where a designation under subsection (2) is not in force, a member of the Defence Forces shall be
deemed to be an employee of the Minister for Defence and, where such a designation is in force,
such a member (other than the officer the subject of the designation) shall be deemed to be an
employee of that officer, and

(c) a member of the Garda Síochána (other than the Commissioner of the Garda Síochána) shall be
deemed to be an employee of the Commissioner of the Garda Síochána.

Obligation not to require data subject to exercise right of access under Data Protection Regulation and
Directive in certain circumstances

4. (1) A person shall not, in connection with—

(a) the recruitment of an individual as an employee,

(b) the continued employment of the individual, or

(c) a contract for the provision of services to the person by an individual,

require that individual to—

(i) make a request under Article 15 or under section 91, or

(ii) supply the person with data relating to that individual obtained as a result of such a request.

(2) A person who contravenes subsection (1) shall be guilty of an offence and shall be liable—

(a) on summary conviction, to a class A fine or imprisonment for a term not exceeding 12 months or
both, or

(b) on conviction on indictment, to a fine not exceeding €50,000 or imprisonment for a term not
exceeding 5 years or both.

Expenses

5. The expenses incurred by the Commission and any Minister of the Government in the administration
of this Act shall, to such an extent as may be sanctioned by the Minister for Public Expenditure and
Reform, be paid out of moneys provided by the Oireachtas.
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Regulations

6. (1) Regulations made under this Act may contain such incidental, supplementary and consequential
provisionsasappear tothepersonmakingtheregulations tobenecessaryorexpedient for thepurposes
of the regulations.

(2) Every regulation made under this Act, other than under section 51, 60 or 73, shall be laid before each
House of the Oireachtas as soon as may be after it is made.

(3) Either House of the Oireachtas may, by a resolution passed within 21 sitting days after the day on
which a regulation is laid before it under subsection (2), annul the regulation.

(4) The annulment of a regulation under subsection (3) takes effect immediately on the passing of the
resolution concerned but does not affect the validity of anything done under the regulation before
the passing of the resolution.

(5) Regulations may be made under section 51, 60 or 73 only if—

(a) a draft of the proposed regulations has been laid before each House of the Oireachtas, and

(b) a resolution approving the draft has been passed by each House.

Repeals and revocations

7. (1) Subject to subsection (4), the following provisions of the Act of 1988 are repealed:

(a) in section 1—

(i) subsection (1), the definition of “direct marketing”, “financial institution” and “the register”,
and

(ii) subsection (5);

(b) section 2(7) and (8);

(c) section 4(2), (6), (8) and (13);

(d) section 5(1)(d);

(e) section 9 and the Second Schedule;

(f) section 11(3) and (4)(b);

(g) sections 13, 14, 16, 17, 18, 19, 20, 22A and 33.

(2) Subject to subsection (4), section 14(2) of the Data Protection (Amendment) Act 2003 is repealed.

(3) Subject to subsection (4), the enactments specified in column (3) of Schedule 1 are revoked to the
extent specified in column (4) of that Schedule.

(4) The repeals and revocations effected by this section shall not apply for the purposes of subsections
(1)(b), (2) and (3) of section 8.

Application of Data Protection Act 1988

8. (1) Subject to this section, the Act of 1988 shall, on and from the date on which this section comes into
operation, cease to apply to the processing of personal data (within the meaning of that Act) other
than—
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(a) the processing of such data for the purposes of safeguarding the security of the State, the defence
of the State or the international relations of the State, or

(b) the processing of such data under the Criminal Justice (Forensic Evidence and DNA Database
System) Act 2014 or the Vehicle Registration Data (Automated Searching and Exchange) Act 2018
to the extent that the Act of 1988 is applied in those Acts.

(2) The Act of 1988 shall apply to—

(a) a complaint by an individual under section 10 of that Act made before the commencement of this
section, and

(b) a contravention of that Act that occurred before such commencement.

(3) An investigation under section 10 of the Act of 1988 that was begun but not completed before the
commencement of this section shall be completed in accordancewith that Act and that Act shall apply
to such an investigation.

PART 2

DATA PROTECTION COMMISSION

Establishment day

9. The Minister shall, by order, appoint a day to be the establishment day for the purposes of this Act.

Establishment of Data Protection Commission

10. (1) On the establishment day there shall stand established a body to be known as An Coimisiún um
Chosaint Sonraí or, in the English language, the Data Protection Commission (in this Act referred to
as the “Commission”).

(2) Schedule 2 shall have effect in relation to the Commission.

Supervisory authority for Data Protection Regulation and Directive

11. The Commission shall be the supervisory authority within the meaning of, and for the purposes
specified in—

(a) the Data Protection Regulation, and

(b) the Directive.

Functions of Commission

12. (1) In addition to the functions assigned to the Commission by virtue of its being the supervisory
authority for the purposes of the Data Protection Regulation and the Directive, the general functions
of the Commission shall include—

(a) any functions assigned to it by or under this Act,

(b) functions transferred to the Commission under section 14, and

(c) such other functions as may be assigned to it from time to time by or under any other enactment.
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(2) The Commission shall monitor the lawfulness of processing of personal data in accordance with—

(a) Regulation (EU) No 603/2013 of the European Parliament and of the Council of 26 June 20135 on
the establishment of ‘Eurodac’ for the comparison of fingerprints for the effective application of
Regulation (EU)No604/2013establishing thecriteriaandmechanisms fordetermining theMember
State responsible for examining an application for international protection lodged in one of the
Member States by a third-country national or a stateless person and on requests for comparison
withEurodacdatabyMemberStates’ lawenforcementauthoritiesandEuropol for lawenforcement
purposes, and amending Regulation (EU) No 1077/2011 establishing a European Agency for the
operational management of large-scale IT systems in the area of freedom, security and justice
(recast), and

(b) Regulation (EU) No 604/2013 of the European Parliament and of the Council of 26 June 20136

establishing the criteria and mechanisms for determining the Member State responsible for
examining an application for international protection lodged in one of the Member States by a
third-country national or a stateless person (recast).

(3) The Commission is designated for the purposes of Chapter IV (Mutual assistance) of the Convention
for the Protection of Individuals with regard to Automatic Processing of Personal Data done at Stras-
bourg on the 28th day of January 1981.

(4) The Minister may, following consultation with the Commission, make any regulations that he or she
considers necessary or expedient for the purpose of enabling Chapter IV (as referred to in subsection
(3)) to have full effect.

(5) The Commission shall have all such powers as are necessary or expedient for the performance of its
functions.

(6) The Commission shall disseminate, to such extent and in such manner as it considers appropriate,
information in relation to the functions performed by it.

(7) The Commission shall be independent in the performance of its functions.

(8) Subject to this Act, the Commission shall regulate its own procedures.

Performance of functions of Commission by Commissioner or member of staff

13. (1) Where more than one Commissioner stands appointed under section 15, the functions of the
Commission, other than the functions specified in subsection (3), may be performed through or by a
Commissioner where he or she is authorised in that behalf by the Commission.

(2)Thefunctionsof theCommission,otherthanthefunctionsspecified insubsection(3),maybeperformed
through or by any member of staff of the Commission where he or she is authorised in that behalf by
the Commission.

(3) The functions referred to in subsections (1) and (2) are the functions of the Commission under sections
12(8), 21, 28, 43, 84(9) and (10), 129, 134(1) and (4), 135(1), 149 (other than subsection (1)),paragraph
1 of Schedule 2 and its function, as supervisory authority, under Article 35(4) and (5) of the Data
Protection Regulation.

(4) A Commissioner or member of staff of the Commission who performs any of the functions of the
Commission is presumed in any proceedings to have been authorised to do so on its behalf unless the
contrary is shown.

5 OJ No. L 180, 29.06.2013, p.1
6 OJ No. L 180, 29.06.2013, p.31
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Transfer of functions of Data Protection Commissioner to Commission

14. (1) All functions that, immediately before the establishment day, were vested in the Data Protection
Commissioner are transferred to the Commission.

(2) A reference in any enactment or instrument under an enactment to theData Protection Commissioner
or to the Office of the Data Protection Commissioner shall be construed as a reference to the
Commission.

(3) A reference in the Act of 1988 (other than in section 1(3)(c)(iii) in so far as it refers to to the Commis-
sionerof theGardaSíochána) to theCommissionershallbeconstruedasareferencetotheCommission.

(4) This section shall come into operation on the establishment day.

Membership of Commission

15. (1) The Commission shall consist of such and so many members (not being more than 3) as the
Government determines.

(2) Each member of the Commission shall be known as a Commissioner for Data Protection (in this Act
referred to as a “Commissioner”).

(3) Subject to subsections (4), (8) and (9) and section 18, a Commissioner shall be appointed by the
Government on the recommendation of the Public Appointments Service and the appointment shall
be for a period of not less than 4 and not more than 5 years from the date of his or her appointment.

(4) If, immediately before the establishment day, there is a person holding office as the Data Protection
Commissioner, he or she shall, on the establishment day, be a Commissioner for the remainder of the
term of office, and upon the same terms and conditions, for which he or she was appointed as the
Data Protection Commissioner.

(5) Subject to subsection (7), the Public Appointments Service shall recommend a person for appointment
as Commissioner following an open selection competition held by the Service for that purpose.

(6) The Public Appointments Service shall appoint a selection panel to assist it in holding an open selection
competition.

(7) The Public Appointments Service shall ensure that a person is recommended under subsection (5) for
appointment only if it is satisfied that the person has the qualifications, experience and skills necessary
to enable the Commission to effectively perform its functions.

(8) A Commissioner to whom subsection (3) applies andwhose term of office expires by the efflux of time
may be reappointed to the Commission by the Government for one further period of not less than 4
andnotmore than5 yearswithout theneed for a further recommendationby thePublic Appointments
Service.

(9) A Commissioner to whom subsection (4) applies andwhose term of office expires by the efflux of time
may be reappointed to the Commission by the Government for one further period of not less than 4
and not more than 5 years.

(10) A Commissioner shall—

(a) act on a full-time basis subject to such terms and conditions (other than the payment of remuner-
ation and allowances for expenses) as the Government may determine,
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(b) be paid by the Commission such remuneration and allowances for expenses (if any) as theMinister
may, with the consent of the Minister for Public Expenditure and Reform, from time to time
determine,

(c) not hold any other office or occupy any other position in respect of which emoluments are payable
or carry on any business, and

F2[(d) cease to be a Commissioner on attaining the age of 70 years or, where a higher age is prescribed
by order under section 3A(2) of the Public Service Superannuation (Miscellaneous Provisions) Act
2004 for the purposes of that Act, that age but, where the person is a new entrant (within the
meaning of that Act) appointed on or after 1 April 2004, the requirement to cease to be a
Commissioner on grounds of age shall not apply.]

Appointment of chairperson of Commission

16. (1) The Minister shall, where the Commission consists of more than one Commissioner, appoint one
of the Commissioners to be chairperson and such allowance (if any) may be paid by the Commission
to the chairperson as the Minister may, with the consent of the Minister for Public Expenditure and
Reform, from time to time determine.

(2) The chairperson shall have a casting vote in the case of decisions to be taken by the Commission in
the event of a tied vote.

(3) Where a chairperson stands appointed under subsection (1), and is unavailable to perform his or her
duties due to absence or incapacity, the Minister shall appoint another existing Commissioner to act
as chairperson for the duration of the period of absence or incapacity.

Resignation, removal, disqualification of Commissioner, ineligibility to become Commissioner

17. (1) A Commissioner may resign from office by giving notice in writing to the Government of his or her
resignation and the resignation shall take effect from such date as is specified in the notice which date
shall be at least 90 days after the giving of the notice to the Government.

(2) The Government may remove a Commissioner from office if they are satisfied that one or more of
the grounds referred to in subsection (3) apply to the Commissioner.

(3) The grounds referred to in subsection (2) are that a Commissioner—

(a) has become incapable through ill health or otherwise of effectively performing the functions of
the office, or

(b) has engaged in serious misconduct.

(4) Where the Government propose to remove a Commissioner under subsection (2), they shall notify
the Commissioner concerned in writing of their proposal.

(5) A notification under subsection (4) shall include a statement—

(a) of the reasons for the proposed removal,

(b) that the Commissionermay, within a period of 30working days from the sending of the notification
or such other period as the Government may, having regard to the requirements of natural justice,
specify in the notice, make representations to the Government in such form and manner as may
be specified by the Government, as to why the Commissioner should not be removed from office,
and
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(c) that where no representations are received within the period referred to in paragraph (b) the
Government will, without further notice to the Commissioner, proceed with the removal of the
Commissioner from office in accordance with this section.

(6) In considering whether to remove a Commissioner from office under subsection (2), the Government
shall take into account—

(a) any representations made by the Commissioner under subsection (5)(b)within the period referred
to in that subsection, and

(b) any other matter the Government consider relevant for the purpose of their decision.

(7) Where, having taken into account the matters referred to in subsection (6), the Government decide
the Commissioner should be removed from office in accordance with this section, they shall notify
the Commissioner in writing of their decision and the reasons for their decision.

(8)Where the Government decide to remove a Commissioner from office in accordancewith this section,
they shall prepare a statement of the reason or reasons for such removal and cause that statement
to be laid before each House of the Oireachtas as soon as practicable after the decision is made.

(9) A Commissioner shall cease to hold office if he or she—

(a) is convicted on indictment of an offence,

(b) is convicted of an offence involving fraud or dishonesty,

(c) has a declaration made against him or her under section 819 of the Act of 2014 or is deemed to
be subject to such a declaration by virtue of Chapter 5 of Part 14 of that Act, or

(d) is subject to, or is deemed to be subject to, a disqualification order within the meaning of Chapter
4 of Part 14 of the Act of 2014 whether by virtue of that Chapter or of any other provision of that
Act.

(10) A person shall not be eligible for appointment as a Commissioner if any of paragraphs (a) to (d) of
subsection (9) are applicable in respect of the person.

Acting Commissioner

18. (1) Where one Commissioner only stands appointed for the time being under section 15, theMinister
may authorise a member of staff of the Commission to perform the functions of a Commissioner
during any period when that Commissioner is absent from duty or absent from the State or is, for any
other reason, unable to perform the functions of a Commissioner.

(2) Where a vacancy occurs in the office of Commissioner and no Commissioner stands appointed for the
time being under section 15, the Minister may authorise a member of staff of the Commission to
perform the functions of a Commissioner during the period of that vacancy, but an authorisation
under this subsection shall cease upon the appointment of a Commissioner under section 15whether
or not such appointment was made for the purpose of filling that vacancy.

(3) An authorisation under subsection (2) shall not remain in force for a period of more than 6 months
unless the Minister is satisfied that it is not reasonably practicable for an appointment under section
15 to be made within that period, in which case he or she may extend that period by such further
period as he or she is satisfied is a period within which it is reasonably practicable for an appointment
to be made under that section.

(4) The Minister may at any time terminate an authorisation under this section.
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(5) A member of staff of the Commission in respect of whom an authorisation under this section is in
force may perform the functions of a Commissioner under this Act, and, for that purpose, references
to a Commissioner in this Act (other than in sections 15(3), 17(2) to (8) and 22) shall be construed as
including references to such member of staff.

Accountability of Commissioner to Oireachtas Committees

19. (1) In this section, “Committee” means a Committee appointed by either House of the Oireachtas or
jointly by both Houses of the Oireachtas (other than a committee referred to in section 19(1) of the
Comptroller and Auditor General (Amendment) Act 1993 or the Committee on Members’ Interests
of Dáil Éireann or the Committee on Members’ Interests of Seanad Éireann) or a sub-committee of
such a Committee.

(2) Subject to subsection (3), a Commissioner shall, at the request inwriting of a Committee, attend before
it to give account for the general administration of the Commission.

(3) The Commissioner shall not be required to give account before a Committee for any matter which is
or has been or may at a future time be the subject of proceedings before a court or tribunal.

(4) Where the Commissioner is of the opinion that a matter in respect of which he or she is requested to
give an account before a Committee is a matter to which subsection (3) applies, he or she shall inform
the Committee of that opinion and the reasons for the opinion and, unless the information is conveyed
to the Committee at a time when the Commissioner is before it, the information shall be so conveyed
in writing.

(5) Where the Commissioner has informed a Committee of his or her opinion in accordance with
subsection (4) and the Committee does not withdraw the request referred to in subsection (2) in so
far as it relates to a matter the subject of that opinion—

(a) the Commissionermay, not later than 21days after being informedby the Committee of its decision
not to do so, apply to the High Court in a summary manner for determination of the question
whether the matter is one to which subsection (3) applies, or

(b) the Chairperson of the Committee may, on behalf of the Committee, make such an application,

and the High Court shall determine the matter.

(6) Pending the determination of an application under subsection (5), the Commissioner shall not attend
before the Committee to give account for the matter the subject of the application.

(7) If the High Court determines that the matter concerned is one to which subsection (3) applies, the
Committee shall withdraw the request referred to in subsection (2), but if the High Court determines
that subsection (3) does not apply, the Commissioner shall attend before the Committee and give
account for the matter.

(8) In this section, a reference to “Commissioner” shall, where more than one Commissioner has been
appointed under section 15, be taken to be a reference to the chairperson.

Assignment and transfer of staff to Commission

20. (1) Every civil servant who, immediately before the establishment day, stands assigned to act as a
member of staff of the Data Protection Commissioner shall, on the establishment day, stand assigned
to act as a member of staff of the Commission.
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(2) The Minister may, as he or she considers appropriate, designate in writing such and so many persons
who stand assigned under subsection (1) to act as members of staff of the Commission to become
and be members of staff of the Commission on and from such date as the Minister may specify in the
designation (in this section referred to as the “effective date”).

(3) A member of staff designated in accordance with subsection (2) shall become and be a member of
staff of the Commission on and from the effective date.

Staff of Commission

21. (1) The Commission may, subject to the approval of the Minister given with the consent of the
Minister for Public Expenditure and Reform, appoint such number of persons to be members of its
staff as it may determine.

(2) The Commission shall, subject to the approval of the Minister given with the consent of the Minister
for Public Expenditure and Reform, determine the grades of members of its staff and the numbers in
each grade.

(3) Members of staff of the Commission shall be civil servants.

Superannuation of Commissioners

22. (1) The Minister may, with the consent of the Minister for Public Expenditure and Reform, make a
scheme or schemes for—

(a) the granting of superannuation benefits to or in respect of a Commissioner ceasing to hold office,
or

(b) the making of contributions to a pension scheme approved of by the Minister with the consent of
theMinister for Public Expenditure and Reformwhich has been entered into by the Commissioner.

(2) TheMinistermay, with the consent of theMinister for Public Expenditure and Reform,make a scheme
amending or revoking a scheme made under subsection (1), including a scheme amended under this
subsection.

(3) If any dispute arises as to the claim of a Commissioner to, or the amount of, any superannuation
benefit payable in pursuance of a schememade under subsection (1), such dispute shall be submitted
to the Minister who shall refer it to the Minister for Public Expenditure and Reform for determination
by him or her.

(4) A schememade under subsection (1) shall be carried out by theMinister in accordance with its terms.

(5) No superannuation benefit shall be granted by the Minister to or in respect of any Commissioner
ceasing to hold office otherwise than—

(a) in accordance with a scheme under subsection (1), or

(b) with the consent of the Minister for Public Expenditure and Reform.

(6) A schememade under subsection (1) shall be laid before each House of the Oireachtas as soon as may
be after it is made and, if a resolution annulling the scheme is passed by either such House within the
next 21 days on which that House has sat after the scheme is laid before it, the scheme shall be
annulled accordingly but without prejudice to the validity of anything previously done under that
scheme prior to the resolution.
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(7) In this section, “superannuation benefits” means pensions, gratuities and other allowances payable
on resignation, retirement or death.

Accounts of Commission

23. (1) The Commission shall keep, in such form as may be approved by the Minister with the consent of
the Minister for Public Expenditure and Reform, all proper and usual accounts of all money received
or expended by it and, in particular, shall keep in such form as aforesaid all such special accounts as
the Minister may, with the consent of the Minister for Public Expenditure and Reform, from time to
time direct.

(2) Accounts kept in accordance with this section shall be submitted, not later than 1 April in the year
immediately following the financial year to which they relate or on such earlier date as the Minister
may from time to time specify, by the Commission to the Comptroller and Auditor General for audit
and, immediately after the audit, a copy of the accounts, and of such other special accounts (if any)
kept in accordance with this section as the Minister, after consultation with the Minister for Public
Expenditure and Reform, may direct and a copy of the Comptroller and Auditor General’s report on
theaccounts shall bepresented to theMinister and theCommission shall, as soonasmaybe thereafter,
cause copies thereof to be laid before each House of the Oireachtas.

(3) Subject to subsections (4) and (5), subsections (1) and (2) shall cease to have effect on the date of the
coming into operation of section 176(b).

(4) Accounts kept in accordance with this section that relate to the period specified under subsection (5)
shall be submitted by the Commission to the Comptroller and Auditor General for audit not later than
3 months after the date of the coming into operation of section 176(b).

(5) The Minister may, for the purposes of subsection (4), specify a period which—

(a) shall end on the date immediately preceding the date of the coming into operation of section
176(b), and

(b) may be longer or shorter than a financial year of the Commission.

Annual report

24. (1) The Commission shall, not later than 30 June in each year—

(a) prepare a report on its activities in the immediately preceding year, and

(b) cause copies of the report to be laid before each House of the Oireachtas.

(2) Notwithstanding subsection (1), if but for this subsection, the first report under this section would
relate to a period of less than 6 months, the report shall relate to that period and to the year immedi-
ately following that period and shall be made as soon as may be, but not later than 6 months after
the end of that year.

(3) The Commission may, at any time after subsection (1)(b) has been complied with, publish its annual
report in such form and manner as it considers appropriate.

(4) For the purposes of the law of defamation, a report under subsection (1) shall be absolutely privileged.
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Accountability for accounts of Commission

25. (1) The Commissioner, or where more than one Commissioner has been appointed under section 15,
the chairperson, is the accounting officer in relation to the appropriation accounts of the Commission
for the purpose of the Comptroller and Auditor General Acts 1866 to 1998.

(2) Section 19(2) of the Comptroller and Auditor General (Amendment) Act 1993 shall, in so far as it
relates to data protection matters, not apply to the Commissioner or chairperson who is the
accounting officer pursuant to subsection (1).

Prohibition on disclosure of confidential information

26. (1) A relevant person shall not disclose confidential information obtained by him or her while
performing functions under this Act or the Data Protection Regulation unless he or she is required or
permitted by law, or duly authorised by the Commission, to do so.

(2) Subsection (1) shall not operate to prevent the disclosure by a relevant person of information—

(a) in a report to the Commission or a Commissioner,

(b) to a Minister of the Government, and

(c) to a public authority, whether in the State or otherwise, for the purposes of facilitating cooperation
between the Commission and such authority in the performance of their respective functions.

(3) Subject to section 154, a person who contravenes subsection (1) commits an offence and is liable on
summary conviction to a class A fine.

(4) In this section—

“confidential information” includes information that is expressedby theCommission tobe confidential
either as regards particular information or as regards information of a particular class or description;

“relevant person” means—

(a) a Commissioner,

(b) a member of staff of the Commission,

(c) an authorised officer,

(d) any other person engaged under a contract for services by the Commission or a member of the
staff of such a person, or

(e) a person who has acted in a capacity referred to in any of paragraphs (a) to (d).

F3[Prohibition on disclosure of confidential information by persons engaging with Commission in
connection with relevant function

26A. (1) TheCommissionmay,where it or anauthorisedofficer is authorisedby law toprovide information
to a person (in this section referred to as a "relevant person") in connection with the performance of
a relevant function, by notice in writing given to the person—

(a) identify information that is provided, or to be provided, to the person by the Commission or an
authorised officer, as the case may be, in connection with the performance of a relevant function
by the Commission, an authorised officer, or both, as confidential information,

[2018.]Data Protection Act 2018[No. 7.]PART 2 S. 25

26

https://www.irishstatutebook.ie/eli/1993/act/8/section/19
https://www.irishstatutebook.ie/eli/1993/act/8


(b) specify, by reference to paragraph (a), (b) or (c) of the definition of "confidential information", the
reason the information so identified is confidential, and

(c) direct that the person shall, subject to subsection (2), not disclose that confidential information.

(2) A relevant person who receives a notice under subsection (1) may disclose confidential information
referred to in the notice where such disclosure is—

(a) required or permitted by law, or

(b) authorised by the Commission in writing.

(3) A relevant person who fails to comply with a direction under subsection (1)(c) commits an offence
and is liable on summary conviction to a class A fine.

(4)Where information, specified in anoticeunder subsection (1), is confidential by reference toparagraph
(c) only of the definition of "confidential information", the information shall cease to be confidential
and the direction under subsection (1)(c) shall cease to apply to the relevant person concerned—

(a) subject to paragraph (b), where the information is confidential by reason of the fact disclosure
could reasonably be expected to prejudice the effectiveness of the performance by an authorised
officer of a relevant function, upon the completion of the performance by the authorised officer
of the function, or

(b)where the information is confidential by reason of the fact disclosure could reasonably be expected
to prejudice the effectiveness of the performance by the Commission of a relevant function or the
effectiveness of the performance by the Commission of a relevant function and an authorised
officer of a relevant function, upon the completion of the performance by the Commission of its
relevant function.

(5) In this section—

"confidential information" means—

(a) commercially sensitive information within the meaning of section 149(7),

(b) information given in confidence and on the understanding that it will be treated by the Commission
or an authorised officer, as the case may be, as confidential and where, in the opinion of the
Commission—

(i) the disclosure of such information would be likely to prejudice the giving to the Commission or
an authorised officer of further information by the person or information by another person,
and

(ii) it is important that the Commission or an authorised officer, as the case may be, continues to
receive such information for the purpose of the performance of a relevant function,

or

(c) information the disclosure of which could, in the opinion of the Commission, reasonably be
expected to prejudice the effectiveness of the performance of a relevant function by it, an
authorised officer, or both, as the case may be;

"relevant function" means a function—

(a) of the Commission in relation to—

(i) carrying out an investigation within the meaning of section 105,
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(ii) handling a complaint within the meaning of section 107,

(iii) conducting an inquiry within the meaning of section 107,

(iv) handling a complaint within the meaning of section 118,

(v) conducting an inquiry within the meaning of section 118,

(vi) carrying out an audit under section 136(1), or

(vii) carrying out a data protection audit within the meaning of section 136(4),

or

(b) of an authorised officer under section 137(5) or 139(1).]

Civil proceedings for contravention of section 26

27. (1) A person who suffers loss or harm as a result of a contravention of section 26(1) may, subject to
section 154, bring proceedings against the person specified in subsection (2) seeking relief by way of—

(a) an injunction or declaration, or

(b) damages,

or both.

(2) The person specified for the purposes of subsection (1) is—

(a) where it is alleged that the contravention was committed by a Commissioner, member of staff of
the Commission or an authorised officer and the applicant under that subsection is seeking an
injunction or declaration, the Commissioner, member of staff or authorised officer concerned,

(b) where it is alleged that the contravention was committed by a Commissioner, member of staff of
theCommissionoranauthorisedofficerandtheapplicantunderthatsubsectionisseekingdamages,
the Commission, and

(c) where it is alleged that the contravention was committed by a person other than a Commissioner,
member of staff of the Commission or an authorised officer, that person.

(3) Proceedings under subsection (1), in so far as they seek the relief referred to in paragraph (b) of that
subsection, shall be founded on tort.

PART 3

DATA PROTECTION REGULATION

CHAPTER 1

General

Fees

28. The Commission may, with the consent of the Minister, prescribe the fees to be paid to it—
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(a) for the performance of its functions under Article 57(1)(r) and (s), and

(b) in relation to requests that aremanifestly unfounded or excessive in accordance with Article 57(4).

Child for purposes of application of Data Protection Regulation

29. For the purposes of the application of the Data Protection Regulation in the State, a reference to
“child” in the Regulation shall be taken to be a reference to a person under the age of 18 years.

Micro-targeting and profiling of children

30. It shall be an offence under this Act for any company or corporate body to process the personal data
of a child as defined by section 29 for the purposes of direct marketing, profiling or micro-targeting.
Such an offence shall be punishable by an administrative fine under section 141.

Consent of child in relation to information society services

31. (1) The age of a child specified for the purposes of Article 8 is 16 years of age.

(2) For the purposes of the application of Article 8 in the State, the reference in that Article to “information
society services” does not include a reference to preventative or counselling services.

(3) The Minister shall—

(a) not later than 3 years after the coming into operation of this section, commence a review of the
operation of subsection (1), and

(b) complete that review not later than one year after its commencement.

Codes of conduct: children

32. (1) Without prejudice to the generality of Article 40, the Commission shall encourage the drawing up
of codes of conduct intended to contribute to the proper application of the Data Protection Regulation
with regard to—

(a) the protection of children,

(b) the information to be provided by a controller to children,

(c) the manner in which the consent of the holders of parental responsibility over a child is to be
obtained for the purposes of Article 8,

(d) integrating the necessary safeguards into processing in order to protect the rights of children in
an age-appropriate manner for the purpose of Article 25, and

(e) the processing of the personal data of children for the purposes of direct marketing and creating
personality and user profiles.

(2) For the purpose of considering whether a draft code of conduct or an extension or amendment to an
existing code of conduct referred to in Article 40 provides sufficient appropriate safeguards referred
to in that Article, the Commission may, where the draft, extension or amendment, as the case may
be, concerns the application of the Data Protection Regulation to children, consult with such persons
as it considers appropriate including—

(a) children and bodies who appear to the Commission to represent the interests of children,
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(b) the holders of parental responsibility over children, and

(c) the Ombudsman for Children.

Right to be forgotten: children

33. (1) Subject to subsection (3), in accordance with Article 17, a controller shall, at the request of a data
subject, without undue delay erase personal data of the data subject where the data have been
collected in relation to the offer to that data subject of information society services referred to in
Article 8(1).

(2) Subject to subsection (3), where a controller has disclosed the personal data which are the subject of
a request under subsection (1) to another controller or controllers, the first-mentioned controller
shall, taking account of available technology and the cost of implementation, take all reasonable steps,
including technical measures, to inform the other controller or controllers which are processing that
personal data that the data subject has requested the erasure by such controllers of any links to, or
copy or replication of, that personal data.

(3) Subsections (1) and (2) shall not apply to the extent that the processing of the personal data concerned
is necessary for the purposes set out in Article 17(3).

Designation of data protection officer

34. (1) The Minister may, following consultation with such other Minister of the Government as he or
she considers appropriate and the Commission, make regulations requiring controllers, processors,
associations or other bodies representing categories of controllers or processors to designate a data
protection officer in accordance with Article 37(4).

(2) Regulations under subsection (1)may apply to—

(a) one or more than one class of controller,

(b) one or more than one class of processor, or

(c) one or more than one class of association or other body representing categories of controllers or
processors.

(3) Inmaking regulations under subsection (1) theMinister shall have regard to theneed for theprotection
of individuals with regard to the processing of their personal data and, without prejudice to the
generality of the foregoing, shall have regard in particular to—

(a) the nature, scope, context and purposes of the processing,

(b) risks arising for the rights and freedoms of individuals,

(c) the likelihood and the severity of such risk for the individuals concerned, and

(d) the costs of implementation of any requirement if it were imposed under that subsection.

Accreditation of certification bodies by Irish National Accreditation Board

35. The Irish National Accreditation Board is the accreditation body for the purposes of Article 43(1).
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Suitable and specific measures for processing

36. (1) Where a requirement that suitable and specific measures be taken to safeguard the fundamental
rights and freedoms of data subjects in processing personal data of those subjects is imposed by this
Act or regulations made under this Act, those measures may include in particular the following—

(a) explicit consent of the data subject for the processing of his or her personal data for one or more
specified purposes,

(b) limitations on access to the personal data undergoing processing within a workplace in order to
prevent unauthorised consultation, alteration, disclosure or erasure of personal data,

(c) strict time limits for the erasure of personal data and mechanisms to ensure that such limits are
observed,

(d) specific targeted training for those involved in processing operations, and

(e) having regard to the state of the art, the context, nature, scope and purposes of data processing
and the likelihood of risk to, and the severity of any risk to, the rights and freedoms of data
subjects—

(i) logging mechanisms to permit verification of whether and by whom the personal data have
been consulted, altered, disclosed or erased,

(ii) in cases in which it is not mandatory under the Data Protection Regulation, designation of a
data protection officer,

(iii) where the processing involves data relating to the health of a data subject, a requirement that
the processing is undertaken by a person referred to in section 52(2),

(iv) pseudonymisation of the personal data, and

(v) encryption of the personal data.

(2) Regulations may be made for either or both of the following purposes—

(a) to identify additional suitable and specific measures (to those referred to in paragraphs (a) to (e)
of subsection (1)) that may be taken to safeguard the fundamental rights and freedoms of data
subjects in the processing of personal data of those subjects for the purposes of the requirement
referred to in subsection (1),

(b) to specify that a measure or measures referred to in paragraphs (a) to (e) of subsection (1) or an
additional measure or measures identified under paragraph (a), or both, is or are mandatory in
respect of the processing to which they are stated to apply.

(3) Without prejudice to the generality of subsection (2)(a), additional suitable and specific measures
identified in regulations made under that subsection may relate to—

(a) governance structures,

(b) processes or procedures for risk assessment purposes,

(c) processes or procedures for the management and conduct of research projects, and

(d) other technical and organisational measures designed to ensure that the processing is carried out
in accordance with the Data Protection Regulation and processes for testing and evaluating the
effectiveness of such measures.
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(4) Regulations under subsection (2)may—

(a) identify different measures for different categories of personal data, different categories of
controllers, different types of processing or categories of processing, and

(b) specify that a measure or measures referred to in subsection (2)(b) is or are mandatory in respect
of the processing of different categories of personal data, processing by different categories of
controllers and in respect of different types of processing or categories of processing.

(5) Subject to subsection (6), regulations may be made under subsection (2)—

(a) by the Minister following consultation with such other Minister of the Government as he or she
considers appropriate, or

(b) by any other Minister of the Government following consultation with the Minister and such other
Minister of the Government as he or she considers appropriate.

(6) The Minister or any other Minister of the Government shall consult with the Commission before
making regulations under subsection (2).

(7) The Commission may, on being consulted under subsection (6), make observations in writing on any
matter which is of significant concern to it in relation to the proposed regulations and, if the Minister
or anyotherMinisterof theGovernmentproposes toproceed tomake the regulationsnotwithstanding
that concern, that Minister shall, before making the regulations, give a written explanation as to why
he or she is so proceeding to—

(a) the Committee established jointly by Dáil Éireann and Seanad Éireann known as the Committee
on Justice and Equality or any Committee established to replace that Committee, and

(b) any other Committee (within the meaning of section 19(1)) which that Minister considers appro-
priate having regard to the subject matter of the regulations.

(8) In making regulations under subsection (2), the Minister or any other Minister of the Government, as
the case may be, shall have regard to the public interest and the need for protection of individuals
with regard to the processing of their personal data and, without prejudice to the generality of the
foregoing shall have regard to—

(a) the nature, scope, context and purposes of the processing,

(b) risks arising for the rights and freedoms of individuals, and

(c) the likelihood and the severity of the risks for the individuals concerned.

Limitation on transfers of personal data outside the European Union

37. (1) TheMinister may, in the absence of an adequacy decision under Article 45, following consultation
with such other Minister of the Government as he or she considers appropriate and the Commission,
make regulations restricting the transfer of categories of personal data to a third country or an inter-
national organisation for important reasons of public policy.

(2) Regulations under subsection (1) shall specify the important reasons of public policy for restricting
the transfer concerned andmay be expressed to apply by reference to one or more of the following—

(a) a category or categories of personal data,

(b) a third country or classes of third country, or
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(c) an international organisation.

(3) In making regulations under subsection (1), the Minister shall have regard to the public interest and
the need for protection of individualswith regard to the processing of their personal data and, without
prejudice to the generality of the foregoing, shall in particular have regard to—

(a) the nature, scope, context and purposes of the processing,

(b) the desirability of facilitating international transfers of data,

(c) risks arising for the rights and freedoms of individuals, and

(d) the likelihood and the severity of such risks for individuals concerned.

Processing for a task carried out in the public interest or in the exercise of official authority

38. (1) The processing of personal data shall be lawful to the extent that such processing is necessary and
proportionate for—

(a) the performance of a function of a controller conferred by or under an enactment or by the
Constitution, or

(b) the administration by or on behalf of a controller of any non-statutory scheme, programme or
funds where the legal basis for such administration is a function of a controller conferred by or
under an enactment or by the Constitution.

(2) Subject to subsection (3), the processing of personal data and disclosure of that data to a person for
the purposes of preserving the Common Travel Area, or any part of that Area, shall be lawful where
the controller is an Irish air carrier, an air carrier or a sea carrier.

(3) The Minister shall, following consultation with such other Minister of the Government as he or she
considers appropriate and the Commission, make regulations for the purposes of subsection (2)
specifying—

(a) the part of the Common Travel Area to which the regulations apply,

(b) the personal data that may be processed,

(c) the circumstances in which the personal data may be disclosed, including specifying the person to
whom the data may be disclosed, and

(d) such other conditions (if any) as the Minister considers appropriate to impose on such processing.

(4) Subject to subsection (5), the processing of personal data which is necessary for the performance of
a task carried out in the public interest by a controller or which is necessary in the exercise of official
authority vested in a controller may be specified in regulations made—

(a) by the Minister following consultation with such other Minister of the Government as he or she
considers appropriate, or

(b) by any other Minister of the Government following consultation with the Minister and such other
Minister of the Government as he or she considers appropriate.

(5) The Minister or any other Minister of the Government shall consult with the Commission before
making regulations under subsection (4).
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(6) The Commission may, on being consulted under subsection (5), make observations in writing on any
matter which is of significant concern to it in relation to the proposed regulations and, if the Minister
or anyotherMinisterof theGovernmentproposes toproceed tomake the regulationsnotwithstanding
that concern, that Minister shall, before making the regulations, give a written explanation as to why
he or she is so proceeding to—

(a) the Committee established jointly by Dáil Éireann and Seanad Éireann known as the Committee
on Justice and Equality or any Committee established to replace that Committee, and

(b) any other Committee (within the meaning of section 19(1)) which that Minister considers appro-
priate having regard to the subject matter of the regulations.

(7) Regulations made under subsection (4) shall specify—

(a) the personal data that may be processed,

(b) the circumstances in which the personal data may be processed, including specifying the persons
to whom the data may be disclosed, and

(c) such other conditions (if any) as theMinister or any other Minister of the Government, as the case
may be, considers appropriate to impose on such processing.

(8) In this section—

“air carrier” means an undertaking established in the State that provides air services;

“air service” has themeaning it has in Regulation (EC) No. 1008/2008 of the European Parliament and
of the Council of 24 September 20087 on common rules for the operation of air services in the
Community (Recast);

“Common Travel Area” means the State, the United Kingdom of Great Britain and Northern Ireland,
the Channel Islands and the Isle of Man;

“Irishair carrier”meansanundertakingwithavalidoperating licence,within themeaningofRegulation
(EC) No. 1008/2008 of the European Parliament and of the Council of 24 September 20088, granted
by the Commission for Aviation Regulation;

“passenger”means a person carried by an air carrier on an aircraft, or as the casemay be, a sea carrier
in a passenger ship, other than a member of the crew of the aircraft or passenger ship concerned;

“passenger ship” means a sea-going ship that carries more than 12 passengers;

“sea carrier”means an undertaking established in the State that, for remuneration, carries passengers
by sea in a passenger ship.

Communication with data subjects by political parties, candidates for and holders of certain elective
political offices

39. (1) A specified person may, in the course of that person’s electoral activities in the State, use the
personal data of a data subject for the purpose of communicating in writing (including by way of
newsletter or circular) with the data subject.

(2)Communicating inaccordancewithsubsection(1)shall, forthepurposesofArticle6(1)(e),beconsidered
to be the performance of a task carried out in the public interest.

7 OJ No. L 293, 31. 10. 2008, p.3
8 OJ No. L 293, 31.10.2008, p.3
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(3) In this section, “specified person” means—

(a) a political party,

(b) a member of either House of the Oireachtas, the European Parliament or a local authority, or

F4[(c) a candidate for election to the office of President of Ireland, or Mayor of Limerick, or for
membership of either House of the Oireachtas, the European Parliament or a local authority.]

(4) In this section and in sections 48, 58 and 59, “electoral activities” includes the dissemination of
information, including information as to a person’s activities and policies, that might reasonably be
of interest to electors.

Processing of personal data and special categories of personal data by elected representatives

40. (1) For the purpose of enabling an elected representative to perform his or her functions as such a
representative, the processing of personal data and special categories of personal data of a data
subject by or on behalf of that representative shall be lawful where he or she receives a request or
representation from the data subject or where, in accordance with subsection (2), he or she receives
a request or representation from another person on behalf of the data subject.

(2) A person may make a request or representation on behalf of a data subject where the data subject—

(a) has given his or her consent to the making of the request or representation, as the case may be,
or

(b) is, by reason of his or her physical or mental incapacity or age, unable to make a request or
representation on his or her own behalf.

(3) In processing special categories of personal data under subsection (1), an elected representative shall
impose limitations on access to that data to prevent unauthorised consultation, alteration, disclosure
or erasure of that data.

(4) For the purpose referred to in subsection (1) and to the extent that disclosure is necessary and
proportionate to enable an elected representative to deal with a request or representation referred
to in that subsection, subject to suitable and specific measures being taken to safeguard the funda-
mental rights and freedoms of the data subject, it shall be lawful for a person to disclose to the
representative or a person acting on his or her behalf personal data and special categories of personal
data of a data subject who makes the request or representation, or on whose behalf the request or
representation is made, as the case may be, to enable that representative respond to that request or
representation.

(5) In this section, “elected representative” means—

(a) a member of either House of the Oireachtas,

(b) a member of the European Parliament,

(c) a member of a local authority.

Processing for purpose other than purpose for which data collected

41.Without prejudice to the processing of personal data for a purpose other than the purpose for which
the data has been collected which is lawful under the Data Protection Regulation, the processing of
personal data and special categories of personal data for a purpose other than the purpose for which
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the data has been collected shall be lawful to the extent that such processing is necessary and
proportionate for the purposes—

(a) of preventing a threat to national security, defence or public security,

(b) of preventing, detecting, investigating or prosecuting criminal offences, or

(c) set out in paragraph (a) or (b) of section 47.

Processing for archiving purposes in the public interest, scientific or historical research purposes or
statistical purposes

42. (1) Subject to suitable and specific measures being taken to safeguard the fundamental rights and
freedoms of data subjects, personal data may be processed, in accordance with Article 89, for—

(a) archiving purposes in the public interest,

(b) scientific or historical research purposes, or

(c) statistical purposes.

(2) Processing of personal data for the purposes referred to in subsection (1) shall respect the principle
of data minimisation.

(3)Where thepurposes referred to inparagraph (a), (b)or (c)of subsection (1)canbe fulfilledbyprocessing
which does not permit, or no longer permits, identification of data subjects, the processing of
information for such purposes shall be fulfilled in that manner.

Data processing and freedom of expression and information

43. (1) The processing of personal data for the purpose of exercising the right to freedom of expression
and information, includingprocessing for journalistic purposesor for thepurposesof academic, artistic
or literary expression, shall be exempt from compliance with a provision of the Data Protection
Regulation specified in subsection (2)where, having regard to the importance of the right of freedom
of expression and information in a democratic society, compliance with the provision would be
incompatible with such purposes.

(2) The provisions of the Data Protection Regulation specified for the purposes of subsection (1) are
Chapter II (principles), other than Article 5(1)(f), Chapter III (rights of the data subject), Chapter IV
(controller and processor), Chapter V (transfer of personal data to third countries and international
organisations), Chapter VI (independent supervisory authorities) and Chapter VII (cooperation and
consistency).

(3) The Commission may, on its own initiative, refer any question of law which involves consideration of
whether processing of personal data is exempt in accordance with subsection (1) to the High Court
for its determination.

(4) An appeal shall, by leave of the High Court, lie from a determination of that Court on a question of
law under subsection (3) to the Court of Appeal.

(5) In order to take account of the importance of the right to freedom of expression and information in
a democratic society that right shall be interpreted in a broad manner.
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Data processing and public access to official documents

44. (1) For the purposes of Article 86, personal data contained in a record may be disclosed where a
request for access to the record is granted under and in accordance with the Act of 2014 pursuant to
an FOI request.

(2) For the purposes of Article 86, personal data contained in environmental informationmay be disclosed
where the information is made available under and in accordance with the Access to Information on
the Environment Regulations pursuant to a request within the meaning of those Regulations.

(3) In this section—

“Access to Information on the Environment Regulations” means the European Communities (Access
to Information on the Environment) Regulations 2007 (S.I. No. 133 of 2007);

“Act of 2014” means the Freedom of Information Act 2014;

“environmental information” has the same meaning as it has in the Access to Information on the
Environment Regulations;

“FOI request” has the same meaning as it has in the Act of 2014;

“record” has the same meaning as it has in the Act of 2014.

CHAPTER 2

Processing of special categories of personal data and processing of personal data relating to criminal
convictions and offences

Processing of special categories of personal data

45. Subject to compliance with the Data Protection Regulation and any other relevant enactment or rule
of law, the processing of special categories of personal data shall be lawful to the extent the processing
is—

(a) authorised by section 41 and sections 46 to 54, or

(b) otherwise authorised by Article 9.

Processing of special categories of personal data for purposes of employment and social welfare law

46. Subject to suitable and specific measures being taken to safeguard the fundamental rights and
freedoms of data subjects, the processing of special categories of personal data shall be lawful where
the processing is necessary for the purposes of exercising or performing any right or obligation which
is conferred or imposed by law on the controller or the data subject in connection with employment
or social welfare law.

Processing of special categories of personal data for purpose of legal advice and legal proceedings

47. The processing of special categories of personal data shall be lawful where the processing—

(a) is necessary for the purposes of providing or obtaining legal advice or for the purposes of, or in
connection with, legal claims, prospective legal claims, legal proceedings or prospective legal
proceedings, or

[2018.]Data Protection Act 2018[No. 7.]PART 3 S. 44

37

https://www.irishstatutebook.ie/eli/2007/si/133
https://www.irishstatutebook.ie/eli/2014/act/30


(b) is otherwise necessary for the purposes of establishing, exercising or defending legal rights.

Processing of personal data revealing political opinions for electoral activities and functions of Refer-
endum Commission

48. Subject to suitable and specific measures being taken to safeguard the fundamental rights and
freedoms of data subjects, the processing of personal data revealing political opinions shall be lawful
where the processing is carried out—

(a) in the course of electoral activities in the State for the purpose of compiling data on peoples’
political opinions by—

(i) a political party, or

(ii) a candidate for election to, or a holder of, elective political office in the State,

and

F5[(b) by An Coimisiún Toghcháin in the performance of its functions.]

Processing of special categories of personal data for purposes of administration of justice and
performance of functions

49. Subject to suitable and specific measures being taken to safeguard the fundamental rights and
freedoms of data subjects, the processing of special categories of personal data shall be lawful where
the processing respects the essence of the right to data protection and is necessary and proportionate
for—

(a) the administration of justice, or

(b) the performance of a function conferred on a person by or under an enactment or by the Consti-
tution.

Processing of special categories of personal data for insurance and pension purposes

50. Subject to suitable and specific measures being taken to safeguard the fundamental rights and
freedomsofdatasubjects, theprocessingofdataconcerninghealthshallbe lawfulwheretheprocessing
is necessary and proportionate for the purposes of the following:

(a) a policy of insurance or life assurance,

(b) a policy of health insurance or health-related insurance,

(c) an occupational pension, a retirement annuity contract or any other pension arrangement, or

(d) the mortgaging of property.

Processing of special categories of personal data and Article 10 data for reasons of substantial public
interest

51. (1) Processing of special categories of personal data shall be lawful where the processing is carried
out in accordance with regulations made under subsection (3).

(2) Article 10 data may be processed where the processing is carried out in accordance with regulations
made under subsection (3).
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(3) Regulations may be made authorising the processing, where necessary for reasons of substantial
public interest, of either or both of the following—

(a) special categories of personal data, and

(b) without prejudice to the Criminal Justice (Spent Convictions and Certain Disclosures) Act 2016,
Article 10 data.

(4) Without prejudice to the generality of subsection (3), regulations made under that subsection shall
identify—

(a) the substantial public interest concerned, and

(b) the suitable and specific measures to be taken to safeguard the fundamental rights and freedoms
of data subjects in processing the personal data which is authorised by the regulations.

(5) For the purposes of subsection (4)(b), subsections (2) to (8) of section 36 shall apply in like manner to
regulations made under subsection (3) as they apply to regulations made under section 36.

(6) Regulations may be made under subsection (3) by—

(a) the Minister, following consultation with such other Minister of the Government as he or she
considers appropriate and the Commission, or

(b) any other Minister of the Government following consultation with the Minister, such other
Minister of the Government as he or she considers appropriate and the Commission.

(7) The Minister or any other Minister of the Government, as the case may be, making regulations under
subsection (3) shall have regard to the need for the protection of individuals with regard to the
processing of their personal data, and without prejudice to the generality of that need, have regard
to—

(a) the nature, scope and purposes of the processing,

(b) the nature of the substantial public interest concerned,

(c) any benefits likely to arise for the data subjects concerned,

(d) any risks arising for the rights and freedoms of such subjects, and

(e) the likelihood of any such risks arising and the severity of such risks.

(8) Regulations made under subsection (3) shall—

(a) respect the essence of the right to data protection, and

(b) enable processing of such data only in so far as is necessary and proportionate to the aim sought
to be achieved.

(9) In this section, “Article 10 data” has the meaning assigned to it by section 55.

Processing of special categories of personal data for purposes of Article 9(2)(h)

52. (1) Subject to subsection (2) and to suitable and specific measures being taken to safeguard the
fundamental rights and freedoms of data subjects, the processing of special categories of personal
data shall be lawful where it is necessary—

(a) for the purposes of preventative or occupational medicine,
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(b) for the assessment of the working capacity of an employee,

(c) for medical diagnosis,

(d) for the provision of medical care, treatment or social care,

(e) for the management of health or social care systems and services, or

(f) pursuant to a contract with a health practitioner.

(2) Processing shall be lawful in accordance with subsection (1) where it is undertaken by or under the
responsibility of—

(a) a health practitioner, or

(b) a person who in the circumstances owes a duty of confidentiality to the data subject that is equi-
valent to that which would exist if that person were a health practitioner.

(3) In this section, “health practitioner” has the samemeaning as it has in the Health Identifiers Act 2014.

Processing of special categories of personal data for purposes of public interest in the area of public
health

53. Subject to suitable and specific measures to safeguard the fundamental rights and freedoms of data
subjects, the processing of special categories of personal data shall be lawful where it is necessary for
public interest reasons in the area of public health including—

(a) protecting against serious cross-border threats to health, and

(b) ensuring high standards of quality and safety of health care and of medicinal products andmedical
devices.

Processing of special categories of personal data for archiving purposes in the public interest, scientific
or historical research purposes or statistical purposes

54. Subject to compliance with section 42, the processing of special categories of personal data is lawful
where such processing is necessary and proportionate for—

(a) archiving purposes in the public interest,

(b) scientific or historical research purposes, or

(c) statistical purposes.

Processing of personal data relating to criminal convictions and offences

55. (1) Without prejudice to the Criminal Justice (Spent Convictions and Certain Disclosures) Act 2016
and subject to compliance with Article 6(1) and to suitable and specific measures being taken to
safeguard the fundamental rights and freedomsof the data subject, personal data referred to in Article
10 (in this section referred to as “Article 10 data”) may be processed—

(a) under the control of official authority, or

(b) where—
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(i) the data subject has given explicit consent to the processing for one or more specified purposes
except where the law of the European Union or the law of the State prohibits such processing,

(ii) processing is necessary and proportionate for the performance of a contract to which the data
subject is a party or in order to take steps at the request of the data subject prior to entering
into a contract,

(iii) processing is—

(I) necessary for the purpose of providing or obtaining legal advice or for the purposes of, or in
connectionwith, legal claims, prospective legal claims, legal proceedings or prospective legal
proceedings, or

(II) otherwise necessary for the purposes of establishing, exercising or defending legal rights,

(iv) processing is necessary to prevent injury or other damage to the data subject or another person
or loss in respect of, or damage to, property or otherwise to protect the vital interests of the
data subject or another person, or

(v) processing is permitted in regulations made under subsection (3) or is otherwise authorised by
the law of the State.

(2) Processing under the control of official authority referred to in subsection (1)(a) includes processing
required for the following purposes:

(a) the administration of justice;

(b) the exercise of a regulatory, authorising or licensing function or determination of eligibility for
benefits or services;

(c) protection of the public against harm arising from dishonesty, malpractice, breaches of ethics or
other improper conduct by, or the unfitness or incompetence of, persons who are or were
authorised to carry on a profession or other activity;

(d) enforcement actions aimed at preventing, detecting or investigating breaches of the law of the
European Union or the law of the State that are subject to civil or administrative sanctions;

(e) archiving in the public interest, scientific or historical research purposes or statistical purposes
where the processing is carried out in accordance with section 42 for those purposes by or on
behalf of a public authority or public body.

(3) Without prejudice to the Criminal Justice (Spent Convictions and Certain Disclosures) Act 2016 and
subject tosuitableandspecificmeasuresbeingtakentosafeguardthefundamental rightsandfreedoms
of the data subject and subject to subsection (7), regulations may be made permitting the processing
of Article 10 data where the processing is necessary and proportionate to—

(a) assess the risk of fraud or prevent fraud,

(b) assess the risk of bribery or corruption, or both, or to prevent bribery or corruption, or both, or

(c) ensure network and information systems security, and prevent attacks on and damage to computer
and electronic communications systems.

(4) Subject to subsection (5), regulations may be made under subsection (3)—

(a) by the Minister following consultation with such other Minister of the Government as he or she
considers appropriate, or
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(b) by any other Minister of the Government following consultation with the Minister and such other
Minister of the Government as he or she considers appropriate.

(5) The Minister or any other Minister of the Government shall consult with the Commission before
making regulations under subsection (3).

(6) The Commission may, on being consulted under subsection (5), make observations in writing on any
matter which is of significant concern to it in relation to the proposed regulations and, if the Minister
or anyotherMinisterof theGovernmentproposes toproceed tomake the regulationsnotwithstanding
that concern, that Minister shall, before making the regulations, give a written explanation as to why
he or she is so proceeding to—

(a) the Committee established jointly by Dáil Éireann and Seanad Éireann known as the Committee
on Justice and Equality or any Committee established to replace that Committee, and

(b) any other Committee (within the meaning of section 19(1)) which that Minister considers appro-
priate having regard to the subject matter of the regulations.

(7) The Minister or any other Minister of the Government, as the case may be, making regulations under
subsection (3) shall have regard to the need for the protection of individuals with regard to the
processing of their personal data and without prejudice to the generality of that need, have regard
to—

(a) the nature, scope and purposes of the processing,

(b) any risks arising for the rights and freedoms of individuals, and

(c) the likelihood of any such risks arising and the severity of such risks.

(8) A person who knowingly or recklessly contravenes this section or any regulations made under
subsection (3) shall be guilty of an offence and shall be liable—

(a) on summary conviction to a class A fine or imprisonment for a term not exceeding 12 months or
both, or

(b) on conviction on indictment, to a fine not exceeding €50,000 or imprisonment for a term not
exceeding 5 years or both.

(9) In this section, “Article 10 data” shall include personal data relating to the alleged commission of an
offence and any proceedings in relation to such an offence.

CHAPTER 3

Rights, and restrictions of rights, of data subject and restrictions on obligations of controllers

Right of access to results and scripts of examination and results of appeal

56. (1) Subject to subsection (3), a request by a data subject under Article 15 in relation to the result of
an examination at which he or she was a candidate, or in relation to a script completed by him or her
in the course of such an examination shall, for the purposes of that Article, be taken to have been
made on the later of—

(a) the date of the first publication of the results of the examination, or

(b) the date of the request.
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(2) A request by a data subject under Article 15 in relation to the result of an appeal by the data subject
against the result of an examination at which he or she was a candidate shall, for the purposes of that
Article, be taken to have been made on the later of—

(a) the date of the first publication of the results of the appeal, or

(b) the date of the request.

(3) Where—

(a) a request by a data subject referred to in subsection (1) relates to a script completed by him or her
in the course of an examination in the Leaving Certificate Examinations conducted by the State
Examinations Commission, and

(b) the data subject, whether before or after the making of that request, appeals the result of the
examination referred to in paragraph (a),

that request shall be taken to have been made on the date of the first publication of the results of
the appeal referred to in paragraph (b).

(4) In this section—

“appeal” means any formal process to enable a candidate to request a recheck of an examination
result which is specified by a person who operates the examination;

“examination” means any process for determining the knowledge, intelligence, skill or ability of a
person by reference to his or her performance in any test, work or other activity;

“script”means anywork produced by a candidate as part of an examination including any examination
answer-book(whether inwrittenordigital form), journal,portfolio,audioandvisual recording,practical
piece or artefact and, for the purposes of this definition, shall be deemed to include—

(a) an audio or visual recording, produced in the course of an examination, of the performance of the
candidate in the examination, and

(b) any marks or comments added to the script, or made in relation to the script, by an examiner in
the course of his or her marking of the script.

Rights in relation to automated decision making

57. (1) Subject to Article 22(4) and to suitable and specific measures to safeguard the fundamental rights
and freedoms of the data subject, for the purposes of Article 22(2)(b), the right of a data subject not
to be subject to a decision based solely on automated processing, including profiling, which produces
legal effects concerning him or her or similarly significantly affects him or her shall, in addition to the
grounds identified in Article 22(2)(a) and (c), not apply where—

(a) the decision is authorised or required by or under an enactment, and

(b) either—

(i) the effect of that decision is to grant a request of the data subject, or

(ii) in all other cases (where subparagraph (i) is not applicable), adequate steps have been taken
by the controller to safeguard the legitimate interests of the data subject which steps shall
include the making of arrangements to enable him or her to—

(I) make representations to the controller in relation to the decision,
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(II) request human intervention in the decision-making process,

(III) request to appeal the decision.

(2) In the case of requests made under subsection (1)(b)(ii)(II) or (III) the controller shall—

(a) comply with the request, and

(b) notify the data subject in writing of—

(i) the steps taken to comply with the request, and

(ii) in the case of an appeal under subsection (1)(b)(ii)(III), the outcome of the appeal.

Direct marketing for purposes of Article 21

58. For the purposes of the application of Article 21 in the State, the reference to “direct marketing”
includes a reference to direct mailing other than direct mailing carried out—

(a) in the course of electoral activities in the State by—

(i) a political party or its members, or

(ii) a candidate for election to, or a holder of, elective political office in the State,

and

F6[(b) by An Coimisiún Toghcháin in the performance of its functions.]

Restriction on right of data subject to object to processing for election purposes and processing by
Referendum Commission

59. The right of a data subject to object at any time to the processing of personal data concerning him
or her under Article 21 shall not apply to processing carried out—

(a) in the course of electoral activities in the State by—

(i) a political party, or

(ii) a candidate for election to, or a holder of, elective political office in the State,

and

F7[(b) by An Coimisiún Toghcháin in the performance of its functions.]

Restrictions on obligations of controllers and rights of data subjects for important objectives of general
public interest

60. (1) The rights and obligations provided for in Articles 12 to 22 and Article 34, and Article 5 in so far
as any of its provisions correspond to the rights and obligations in Articles 12 to 22—

(a) are restricted to the extent specified in subsection (3), and

(b) may be restricted in regulations made under subsections (5) or (6).

(2) Subsection (1) is without prejudice to any other enactment or rule of law which restricts the rights
and obligations referred to in that subsection.
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(3) Subject to subsection (4), the rights and obligations referred to in subsection (1) are restricted to the
extent that—

(a) the restrictions are necessary and proportionate—

(i) to safeguard cabinet confidentiality, parliamentary privilege, national security, defence and the
international relations of the State,

(ii) for the prevention, detection, investigation and prosecution of criminal offences and the
execution of criminal penalties,

(iii) for the administration of any tax, duty or other money due or owing to the State or a local
authority in any case in which the non-application of the restrictions concerned would be likely
to prejudice the aforementioned administration,

(iv) in contemplation of or for the establishment, exercise or defence of, a legal claim, prospective
legal claim, legal proceedings or prospective legal proceedingswhether before a court, statutory
tribunal, statutory body or an administrative or out-of-court procedure,

(v) for the enforcement of civil law claims, including matters relating to any liability of a controller
or processor in respect of damages, compensation or other liabilities or debts related to the
claim, or

(vi) for the purposes of estimating the amount of the liability of a controller on foot of a claim for
the payment of a sum of money, whether in respect of damages or compensation, in any case
in which the application of those rights or obligations would be likely to prejudice the
commercial interests of the controller in relation to the claim,

(b) the personal data relating to the data subject consist of an expression of opinion about the data
subject by another person given in confidence or on the understanding that it would be treated
as confidential to a person who has a legitimate interest in receiving the information, or

F8[(c) the restrictions are, having regard to the matters specified in subsection (3A), necessary and
proportionate to safeguard the performance—

(i) by the Commission of its functions,

(ii) by the Information Commissioner of his or her functions, or

(iii) by the Comptroller and Auditor General of his or her functions.]

F9[(3A) In determining, for the purposes of subsection (3)(c), whether the restriction of a right or an
obligation is necessary andproportionate to safeguard theperformanceof a function, theCommission,
Information Commissioner or Comptroller and Auditor General, as the case may be, shall have regard
to—

(i) the extent to which the exercise of the right or compliance with the obligation concerned would
prejudice the performance of the function, including by—

(I) disclosing that a particular function is being performed, in a case in which such disclosure may
prejudice the performance of the function concerned,

or

(II) preventing theprocessingof personal data for aperiodof timewhereanydelay to theprocessing
may prejudice the performance of that function,

(ii) the need to respect the essence of the right to data protection of a data subject,
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and

(iii) the risks to the rights and freedoms of a data subject which may result from such a restriction.]

(4) TheMinistermay prescribe requirements to be compliedwithwhen the rights and obligations referred
to in subsection (1) are restricted in accordance with subsection (3).

(5) Subject to subsection (9), regulations may be made by a Minister of the Government where he or she
considers it necessary for the protection of a data subject or the rights and freedoms of others
restricting the rights and obligations referred to in subsection (1)—

(a) (i) if the application of those rights and obligations would be likely to cause serious harm to the
physical or mental health of the data subject, and

(ii) to the extent to which, and for as long as, such application would be likely to cause such serious
harm,

and

(b) in relation to personal data kept for, or obtained in the course of, the carrying out of social work
by a public authority, public body, a voluntary organisation or other body.

(6) Subject to subsection (9), regulations may be made restricting the rights and obligations referred to
in subsection (1) where such restrictions are necessary for the purposes of safeguarding important
objectives of general public interest and such regulations shall include, where appropriate, specific
provisions required by Article 23(2).

(7) Important objectives of general public interest referred to in subsection (6) include:

(a) preventing threats to public security and public safety;

(b) avoiding obstructions to any official or legal inquiry, investigation or process, including any out-of-
court redress procedure, proceedings pending or due before a court, tribunal of inquiry or
commission of investigation;

(c) preventing, detecting, investigating and prosecuting breaches of discipline by, or the unfitness or
incompetence of, persons who are or were authorised by law to carry on a profession or any other
regulated activity and the imposition of sanctions for same;

(d) preventing, detecting, investigating or prosecuting breaches of ethics for regulated professions;

(e) taking any action for thepurposes of considering and investigating a complaintmade to a regulatory
body in respect of a person carrying out a profession or other regulated activity where the
profession or activity is regulated by that body and the imposition of sanctions on foot of such a
complaint;

(f) preventing, detecting, investigating or prosecuting, whether in the State or elsewhere, breaches
of the law which are subject to civil or administrative sanctions and enforcing such sanctions;

(g) the identification of assets which are derived from, or are suspected to derive from, criminal
conduct and the taking of appropriate action to deprive or deny persons of those assets or the
benefits of those assets and any investigation or preparatory work in relation to any related
proceedings;

(h) ensuring the effective operation of the immigration system, the system for granting persons
internationalprotection in theStateandthesystemfor theacquisitionbypersonsof Irishcitizenship,
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including by preventing, detecting and investigating abuses of those systems or breaches of the
law relating to those systems;

(i) safeguarding the economic or financial interests of the European Union or the State, including on
monetary, budgetary and taxation matters;

(j) safeguardingmonetarypolicy, thesmoothoperationofpaymentsystems, theresolutionof regulated
financial service providers (within the meaning of the Central Bank Act 1942), the operation of
deposit-guarantee schemes, the protection of consumers and the effective regulation of financial
service providers (within the meaning of the Central Bank Act 1942);

(k) protecting members of the public against—

(i) financial loss or detriment due to the dishonesty, malpractice or other improper conduct of, or
the unfitness or incompetence of, persons concerned in the provision of banking, insurance,
investment or other financial services or in the management of bodies corporate or other
entities,

(ii) financial lossordetrimentduetotheconductof individualswhohavebeenadjudicatedbankrupt,
or

(iii) financial loss or detriment due to the conduct of individuals who have been involved in the
management of a body corporate which has been the subject of a receivership, examinership
or liquidation under the Act of 2014;

(l) protecting—

(i) the health, safety, dignity, well-being of individuals at work against risks arising out of or in
connection with their employment, and

(ii) members of the public against discrimination or unfair treatment in the provision of goods or
services to them;

(m) the keeping of public registers for reasons of general public interest, whether the registers are
accessible to the public on a general or restricted basis;

(n) safeguarding the integrity and security of examinations systems;

(o) safeguarding public health, social security, social protection and humanitarian activities.

(8)Where the rights and obligations referred to in subsection (1) are restricted in regulationsmade under
subsection (6) on the basis of important objectives of general public interest of the State, other than
the objectives referred to in subsection (7), the important objective or objectives of general public
interest shall be identified in those regulations.

(9) Subject to subsection (10), regulations may be made under subsection (5) or (6)—

(a) by the Minister following consultation with such other Minister of the Government as he or she
considers appropriate, or

(b) by any other Minister of the Government following consultation with the Minister and such other
Minister of the Government as he or she considers appropriate.

(10) The Minister or any other Minister of the Government shall consult with the Commission before
making regulations under subsection (5) or (6).

(11) The Commission may, on being consulted under subsection (10), make observations in writing on
any matter which is of significant concern to it in relation to the proposed regulations and, if the
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Minister or any other Minister of the Government proposes to proceed to make the regulations
notwithstanding that concern, that Minister shall, before making the regulations, give a written
explanation as to why he or she is so proceeding to—

(a) the Committee established jointly by Dáil Éireann and Seanad Éireann known as the Committee
on Justice and Equality or any Committee established to replace that Committee, and

(b) any other Committee (within the meaning of section 19(1)) which that Minister considers appro-
priate having regard to the subject matter of the regulations.

(12) Regulations made under this section shall—

(a) respect the essence of the right to data protection and protect the interests of the data subject,
and

(b) restrict the exercise of data subjects’ rights only in so far as is necessary and proportionate to the
aim sought to be achieved.

Restriction on exercise of data subjects’ rights: archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes

61. (1) Subject to subsection (3), where processing of data is for archiving purposes in the public interest,
the rights of a data subject set out in Articles 15, 16, 18, 19, 20 and 21 are restricted to the extent
that—

(a) the exercise of any of those rights would be likely to render impossible, or seriously impair, the
achievement of those purposes, and

(b) such restriction is necessary for the fulfilment of those purposes.

(2) Subject to subsection (4), where processing of data is for scientific or historical research purposes or
statistical purposes, the rights of a data subject set out in Articles 15, 16, 18 and 21 are restricted to
the extent that—

(a) the exercise of any of those rights would be likely to render impossible, or seriously impair, the
achievement of those purposes, and

(b) such restriction is necessary for the fulfilment of those purposes.

(3) Where data is being processed for purposes referred to in subsection (1) and the processing serves
another purpose at the same time, that subsection applies only to the extent that the processing
relates to the purposes referred to in that subsection.

(4) Where data is being processed for purposes referred to in subsection (2) and the processing serves
another purpose at the same time, that subsection applies only to the extent that the processing
relates to the purposes referred to in that subsection.

PART 4

PROVISIONS CONSEQUENT ON REPEAL OF CERTAIN PROVISIONS OF DATA PROTECTION ACT 1988
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Transfer of property of Data Protection Commissioner to Commission

62. (1) On the establishment day, all property (other than land), including choses-in-action, that immedi-
ately before that day was vested in the Data Protection Commissioner shall stand vested in the
Commission.

(2) Every chose-in-action vested in the Commission by virtue of subsection (1) may, on and from the
establishment day, be sued on, recovered or enforced by the Commission in its own name, and it shall
not be necessary for the Commission to give notice to any person bound by the chose-in-action of
the vesting effected by that subsection.

(3) On the establishment day all records that, immediately before that day, were records of the Data
Protection Commissioner shall be records of the Commission and shall, accordingly, be transferred
to the Commission.

Transfer of rights and liabilities of Data Protection Commissioner to Commission

63. (1) All rights and liabilities of the Data Protection Commissioner subsisting immediately before the
establishment day and arising by virtue of any contract or commitment (express or implied) shall on
that day stand transferred to the Commission.

(2) Every right and liability transferred by subsection (1) to the Commission may, on and after the estab-
lishment day, be sued on, recovered or enforced by or against the Commission in its own name, and
it shall not be necessary for the Commission to give notice to the person whose right or liability is
transferred by that subsection of such transfer.

Liability for loss occurring before establishment day

64. (1) A claim in respect of any loss or injury alleged to have been suffered by any person arising out of
the performance before the establishment day of any of the functions of the Data Protection
Commissioner shall after that day, lie against the Commission and not against the Data Protection
Commissioner.

(2) Any legal proceedings pending immediately before the establishment day towhich theData Protection
Commissioner is aparty, shall be continued,with the substitution in theproceedingsof theCommission
for the Data Protection Commissioner.

(3) Where, before the establishment day, agreement has been reached between the parties concerned
in settlementof a claim towhich subsection (1) relates, the termsofwhichhavenotbeen implemented,
or judgment in such a claim has been given in favour of a person but has not been enforced, the terms
of the agreement or judgment, as the case may be, shall, in so far as they are enforceable against the
Data Protection Commissioner, be enforceable against the Commission and not the Data Protection
Commissioner.

(4) Any claim made or proper to be made by the Data Protection Commissioner in respect of any loss or
injury arising from the act or default of any person before the establishment day shall be regarded as
having been made by or proper to be made by the Commission and may be pursued and sued for by
the Commission as if the loss or injury had been suffered by the Commission.

Provisions consequent upon transfer of functions, assets, rights and liabilities to Commission

65. (1) Anything commenced and not completed before the establishment day by or under the authority
of the Data Protection Commissioner may, in so far as it relates to a function transferred to the
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Commission under section 14, be carried on or completed on or after the establishment day by the
Commission.

(2) Every instrument made under an enactment and every document (including any certificate or notice)
granted, made or issued, in the performance of a function transferred by section 14, shall, if and in
so far as it was operative immediately before the establishment day, have effect on and after that
day as if it had been granted, made or issued by the Commission.

(3) References to the Data Protection Commissioner in thememorandum or articles of association of any
company shall, on and after the establishment day, be construed as references to the Commission.

(4) A certificate signed by the Minister that any property, right or liability has or, as the case may be, has
not vested in the Commission under section 62 or 63 shall be sufficient evidence, unless the contrary
is shown, of the fact so certified for all purposes.

Final accounts and final annual report of Data Protection Commissioner

66. (1) TheCommissionshall, in respectof theperiodspecifiedunder subsection (3), prepare final accounts
of the Data Protection Commissioner.

(2) The Commission shall submit the final accounts to the Comptroller and Auditor General for audit not
later than 3 months after the establishment day.

(3) For the purposes of subsection (1), the Minister may specify a period that is longer or shorter than a
financial year of the Data Protection Commissioner.

(4) The Commission shall prepare the final annual report for the Data Protection Commissioner and cause
a copy of the report to be laid before each House of the Oireachtas not later than 6 months after the
establishment day.

Saver for scheme relating to superannuation

67. A scheme made under section 9 and paragraph 7(a) of the Second Schedule to the Act of 1988 that
was in force immediately prior to coming into operation of section 7 in so far as it relates to the repeal
of section 9 and paragraph 7(a) of the Second Schedule to the Act of 1988 shall continue in force on
and after that coming into operation as if the scheme had been made under section 22 and—

(a) a person who was a member of the scheme on that coming into operation shall continue to be a
member, and

(b) the provisions of that section shall apply accordingly.

Saver for regulations under Act of 1988

68. (1) Notwithstanding subsection (1) of section 8, the Data Protection Act 1988 (Section 2A) Regulations
2013 (S.I. No. 313 of 2013) and the Data Protection Act 1988 (Section 2A) Regulations 2016 (S.I. No.
220 of 2016) shall, in addition to applying for the purposes referred to in that subsection, apply for
all other purposes for which they applied immediately before the commencement of that subsection
and, in so far only as they apply for the second-mentioned purposes, they shall be deemed to have
been made under section 38 and may be amended or revoked accordingly.

(2) (a) The Data Protection Health Regulations shall continue in force upon and after the commencement
of section 7 (in so far as it relates to the repeal of section 4(8) of the Act of 1988) until the first set
of regulations are made under section 60(5)(a).
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(b) The Data Protection Health Regulations are amended—

(i) in Regulation 3, by—

(I) the deletion of the definition of “the Act”,

(II) the deletion of the definition of “health professional”, and

(III) the insertion of the following definitions:

“ ‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 20169 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation);

‘health practitioner’ has the same meaning as it has in the Health Identifiers Act 2014.”,

(ii) in Regulation 4(1), by—

(I) the substitution of “a request under Article 15 of the Data Protection Regulation” for “a
request under section 4(1)(a) of the Act”, and

(II) the substitution of “the physical or mental health of the data subject, but this restriction on
providing information applies only to the extent to which, and for so long as, that likelihood
pertains.” for “the physical or mental health of the data subject.”,

(iii) in Regulation 5, by—

(I) the substitution of “health practitioner” for “health professional” in each place it occurs,

(II) the substitution, in paragraph (1)(a), of “a request under the said Article 15 of the Data
Protection Regulation” for “a request under the said section 4(1)(a)”, and

(III) the substitution, in paragraph (2)(a), of “within the meaning of section 2 of the Medical
Practitioners Act 2007 or a medical practitioner practising medicine pursuant to section 50
of that Act” for “within the meaning of the Medical Practitioners Act 1978 (No. 4 of 1978),
or registered dentist, within the meaning of the Dentists Act 1985 (No. 9 of 1985)”,

and

(iv) by the deletion of Regulation 6.

(c) A request referred to in Regulation 4(1) of the Data Protection Health Regulations which includes
a request for health data (within the meaning of those Regulations) that was received but not
responded to before the commencement of section 7 (in so far as it relates to the repeal of section
4(8) of the Act of 1988) shall be treated as if it were a request under Article 15 of the Data
Protection Regulation.

(3) (a) The Data Protection Social Work Regulations shall continue in force upon and after the
commencement of section 7 (in so far as it relates to the repeal of section 4(8) of the Act of 1988)
until the first set of regulations are made under section 60(5)(b).

(b) The Data Protection Social Work Regulations are amended—

(i) in Regulation 3, by—

(I) the deletion of the definition of “the Act”,

9 OJ No. L 119, 4.5.2016, p.1
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(II) the insertion of the following definition:

“ ‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 201610 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation);”,

and

(III) the substitution of the following definition for the definition of “social work data”:

“ ‘social work data’ means personal data kept for, or obtained in the course of, carrying out
social work by a public authority, public body, voluntary organisation or other body but
excludes any health data within the meaning of the Data Protection (Access Modification)
(Health) (Regulations) 1989 (S.I. No. 82 of 1989) and ‘social work’ shall be construed
accordingly.”,

(ii) in Regulation 4—

(I) in paragraph (1), by—

(A) the substitution of “a request under Article 15 of the Data Protection Regulation” for “a
request under section 4(1)(a) of the Act”, and

(B) the substitution of “the physical or mental health or emotional condition of the data
subject, but this restriction on providing information applies only to the extent to which,
and for as longas, that likelihoodpertains.” for “thephysical ormental healthoremotional
condition of the data subject.”,

and

(II) in paragraph (3), by the substitution of “under Article 15 of the Data Protection Regulation”
for “under section 4(1)(a) of the Act”,

and

(iii) the deletion of Regulation 5.

(c) A request referred to in Regulation 4(1) of the Data Protection Social Work Regulations which
includes a request for social work data (within themeaning of those Regulations) that was received
but not responded to before the commencement of section 7 (in so far as it relates to the repeal
of section 4(8) of the Act of 1988) shall be treated as if it were a request under Article 15 of the
Data Protection Regulation.

(4) The Regulations of 2011 shall apply to—

(a) each special category of personal data that, immediately before the coming into operation of this
section—

(i) constituted sensitive personal data to which those Regulations applied, or

(ii) would have constituted sensitive personal data to which those Regulations applied had the
data existed immediately before such commencement,

and

10 OJ No. L 119, 4.5.2016, p.1
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(b) Article 10 data that, immediately before such coming into operation—

(i) constituted sensitive personal data to which those Regulations applied, or

(ii) would have constituted sensitive personal data to which those Regulations applied had the
data existed immediately before such coming into operation.

(5) The Regulations of 2011 are amended—

(a) in Regulation 3, by the substitution of “Subject to suitable and specific measures being taken to
safeguard the fundamental rights and freedoms of data subjects, processing” for “Processing”,

(b) in Regulation 4, by the substitution of “Subject to suitable and specific measures being taken to
safeguard the fundamental rights and freedoms of data subjects, processing” for “Processing”,
and

(c) by the insertion of the following Regulation after Regulation 6:

“7. In these Regulations, “suitable and specific measures to safeguard the fundamental rights
and freedoms of data subjects” shall be construed in accordance with section 36 of theData
Protection Act 2018.”.

(6) The Regulations of 2015 shall, in addition to applying to sensitive personal data to which the Act of
1988 applies, apply to—

(a) each special category of personal data that, immediately before the coming into operation of this
section—

(i) constituted sensitive personal data to which those Regulations applied, or

(ii) would have constituted sensitive personal data to which those Regulations applied had the
data existed immediately before such commencement,

and

(b) Article 10 data that, immediately before such coming into operation—

(i) constituted sensitive personal data to which those Regulations applied, or

(ii) would have constituted sensitive personal data to which those Regulations applied had the
data existed immediately before such coming into operation.

(7) The Regulations of 2015 are amended—

(a) in Regulation 2, by the substitution of “Subject to suitable and specific measures being taken to
safeguard the fundamental rights and freedoms of data subjects, the processing” for “The
processing”, and

(b) by the insertion of the following Regulation after Regulation 2:

“3. In these Regulations, “suitable and specific measures to safeguard the fundamental rights
and freedoms of data subjects” shall be construed in accordance with section 36 of theData
Protection Act 2018.”.

(8) The Regulations of 2016 shall, in addition to applying to sensitive personal data to which the Act of
1988 applies, apply to—
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(a) each special category of personal data that, immediately before the coming into operation of this
section—

(i) constituted sensitive personal data to which those Regulations applied, or

(ii) would have constituted sensitive personal data to which those Regulations applied had the
data existed immediately before such commencement,

and

(b) Article 10 data that, immediately before such coming into operation—

(i) constituted sensitive personal data to which those Regulations applied, or

(ii) would have constituted sensitive personal data to which those Regulations applied had the
data existed immediately before such coming into operation.

(9) The Regulations of 2016 are amended—

(a) in Regulation 2, by the substitution of “Subject to suitable and specific measures to safeguard the
fundamental rights and freedoms of data subjects, the processing” for “The processing”, and

(b) by the insertion of the following Regulation after Regulation 2:

“3. In these Regulations, “suitable and specific measures to safeguard the fundamental rights
and freedoms of data subjects” shall be construed in accordance with section 36 of theData
Protection Act 2018.”.

(10) In this section—

“Article 10 data” has the meaning assigned to it in section 55;

“Data Protection Health Regulations” means the Data Protection (Access Modification) (Health)
Regulations 1989 (S.I. No. 82 of 1989);

“Data Protection Social Work Regulations” means the Data Protection (Access Modification) (Social
Work) Regulations 1989 (S.I. No. 83 of 1989);

“Regulations of 2011”means the Data Protection Act 1988 (Section 2B) Regulations 2011 (S.I. No. 486
of 2011);

“Regulations of 2015”means the Data Protection Act 1988 (Section 2B) Regulations 2015 (S.I. No. 240
of 2015);

“Regulations of 2016” means the Data Protection Act 1988 (Section 2B) (No. 2) Regulations 2016 (S.I.
No. 427 of 2016);

“sensitive personal data” has the meaning assigned to it by the Act of 1988.

PART 5

PROCESSING OF PERSONAL DATA FOR LAW ENFORCEMENT PURPOSES

CHAPTER 1

Preliminary and general (Part 5)
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Interpretation (Part 5)

69. (1) In this Part—

“biometric data” means personal data resulting from specific technical processing relating to the
physical, physiological or behavioural characteristics of an individual that allow or confirm the unique
identification of the individual, including facial images or dactyloscopic data;

“competent authority”, subject to subsection (2), means—

(a) a public authority competent for the prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties in the State, including the safeguarding against, and
the prevention of, threats to public security, or

(b) any other body or entity authorised by law to exercise public authority and public powers for the
purposes of the prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties in the State, including the safeguarding against, and the prevention
of, threats to public security;

“controller”, subject to subsection (2), means—

(a) a competent authority that, whether alone or jointly with others, determines the purposes and
means of the processing of personal data, or

(b) where the purposes and means of the processing of personal data are determined by the law of
the European Union or otherwise by the law of the State, a controller nominated—

(i) by that law, or

(ii) in accordance with criteria specified in that law;

“data concerninghealth”meanspersonal data relating to thephysical ormental healthof an individual,
including the provision of health care services to the individual, that reveal information about the
status of his or her health;

“data protection impact assessment” has the meaning assigned to it by section 84(1);

“data protection officer” has the meaning assigned to it by section 88(1);

“data subject” means an individual to whom personal data relate;

“genetic data” means personal data relating to the inherited or acquired genetic characteristics of an
individual that give unique information about the physiology or the health of the individual and that
result, in particular, from an analysis of a biological sample from the individual in question;

“international organisation” means—

(a) an organisation, and subordinate bodies of an organisation, governed by public international law,
or

(b) any other body that is established by, or on the basis of, an agreement between two or more
states;

“joint controller” has the meaning assigned to it by section 79(1);

“online identifier” includes an internet protocol address, a cookie identifier or other identifier such
as a radio frequency identification tag;
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“personal data” means information relating to—

(a) an identified living individual, or

(b) a living individual who can be identified from the data, directly or indirectly, in particular by
reference to—

(i) an identifier such as a name, an identification number, location data or an online identifier, or

(ii) one or more factors specific to the physical, physiological, genetic, mental, economic, cultural
or social identity of the individual;

“personal data breach” means a breach of security leading to the accidental or unlawful destruction,
loss, alteration or unauthorised disclosure of, or access to, personal data transmitted, stored or
otherwise processed;

“processing”, of or in relation to personal data, means an operation or a set of operations that is
performed on personal data or on sets of personal data, whether or not by automated means,
including—

(a) the collection, recording, organisation, structuring or storing of the data,

(b) the adaptation or alteration of the data,

(c) the retrieval, consultation or use of the data,

(d) the disclosure of the data by their transmission, dissemination or otherwise making the data
available,

(e) the alignment or combination of the data, or

(f) the restriction, erasure or destruction of the data;

“processor” means an individual who, or a legal person, public authority, agency or other body that,
processes personal data on behalf of a controller, but does not include an employee of a controller
who processes such data in the course of his or her employment;

“profiling”means any form of automated processing of personal data consisting of the use of the data
to evaluate certain personal aspects relating to an individual, including to analyse or predict aspects
concerning the individual’s performance at work, economic situation, health, personal preferences,
interests, reliability, behaviour, location or movements;

“pseudonymisation” means the processing of personal data in such a way that the data can no longer
be attributed to a specific data subject without the use of additional information, provided that—

(a) such additional information is kept separately from the data, and

(b) is subject to technical and organisational measures to ensure that the data are not attributed to
an identified or identifiable individual;

“rectification”, of or in relation to personal data, includes, where the data concerned are incomplete,
the completion of the data, whether by means of a supplementary statement or otherwise;

“recipient”, of or in relation to personal data, means an individual to whom, or a legal person, public
authority, agency or other body to which, the data are disclosed, and includes a third party;
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“relevant filing system”means a set of personal data, whether centralised, decentralised or dispersed
on a functional or geographical basis, where the set is structured according to specific criteria in such
a way that the data are readily accessible according to those criteria;

“restrict”—

(a) in relation to the exercise of the right of a data subject—

(i) under section 87(1) to be notified of a personal data breach,

(ii) under section 92(10) to be notified of the restriction of the processing of personal data under
subsection (9) of that section, or

(iii) under section 92(11) to be notified of a decision not to rectify or erase data pursuant to a
request under subsection (1) or (3) of that section, as the case may be,

means—

(I) to delay the notification concerned,

(II) to limit the information contained in the notification concerned, or

(III) not to make the notification concerned,

and

(b) in relation to the exercise of the right of a data subject—

(i) under section90(1) in so far as relates to theprovision to thedata subject of information specified
in subsection (2)(f) of that section, or

(ii) under section 91(1)(a) or (b),

means—

(I) to delay the provision of the information concerned,

(II) to limit the information concerned provided to the data subject, or

(III) not to provide the information concerned;

“restriction of processing” means the marking, by or on behalf of a controller, of personal data for
which the controller is responsible for the purpose of limiting their processing in the future;

“special categories of personal data” means—

(a) personal data revealing—

(i) the racial or ethnic origin of the data subject,

(ii) the political opinions or the religious or philosophical beliefs of the data subject, or

(iii) whether the data subject is a member of a trade union,

(b) genetic data,

(c) biometric data for the purposes of uniquely identifying an individual,

(d) data concerning health, or
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(e) personal data concerning an individual’s sex life or sexual orientation.

(2) Where a reference is made in this Part—

(a) to a controller in a Member State other than the State, for the purposes of that reference—

(i) in the definition of “competent authority” in subsection (1), the references to “in the State” shall
be construed as meaning “in the Member State concerned”, and

(ii) in the definition of “controller” in subsection (1), the reference to “the law of the State” shall
be construed as meaning “the law of the Member State concerned”,

or

(b) to a controller in a third country, for the purposes of that reference—

(i) in the definition of “competent authority” in subsection (1), the references to “in the State” shall
be construed as meaning “in the state concerned”, and

(ii) in the definition of “controller” in subsection (1), the reference to “the law of the European
Union or the law of the State” shall be construed as meaning “the law of the state concerned”.

(3) A word or expression that is used in this Part and is also used in the Directive has, unless the context
otherwise requires, the same meaning in this Part as it has in the Directive.

Application of Part 5

70. (1) This Part applies, subject to subsection (2), to the processing of personal data by or on behalf of
a controller where the processing is carried out—

(a) for the purposes of—

(i) the prevention, investigation, detection or prosecution of criminal offences, including the safe-
guarding against, and the prevention of, threats to public security, or

(ii) the execution of criminal penalties,

and

(b) by means that—

(i) are wholly or partly automated, or

(ii) where the personal data form part of, or are intended to form part of, a relevant filing system,
are not automated.

(2) This Part shall not apply to the processing of personal data—

(a) that occurs in the course of an activity falling outside the scope of the law of the European Union,

(b) by an institution, body, office or agency of the European Union, or

(c) to which section 8(1)(b) applies.

CHAPTER 2

General principles of data protection
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Processing of personal data

71. (1) A controller shall, as respects personal data for which it is responsible, comply with the following
provisions:

(a) the data shall be processed lawfully and fairly;

(b) the data shall be collected for one or more specified, explicit and legitimate purposes and shall
not be processed in a manner that is incompatible with such purposes;

(c) the data shall be adequate, relevant and not excessive in relation to the purposes for which they
are processed;

(d) the data shall be accurate, and, where necessary, kept up to date, and every reasonable step shall
be taken to ensure that data that are inaccurate, having regard to the purposes for which they are
processed, are erased or rectified without delay;

(e) the data shall be kept in a form that permits the identification of a data subject for no longer than
is necessary for the purposes for which the data are processed;

(f) the data shall be processed in a manner that ensures appropriate security of the data, including,
by the implementation of appropriate technical or organisational measures, protection against—

(i) unauthorised or unlawful processing, and

(ii) accidental loss, destruction or damage.

(2) The processing of personal data shall be lawful where, and to the extent that—

(a) the processing is necessary for the performance of a function of a controller for a purpose specified
in section 70(1)(a) and the function has a legal basis in the law of the European Union or the law
of the State, or

(b) the data subject has, subject to subsection (3), given his or her consent to the processing.

(3) Where the processing of personal data is to be carried out on the basis of the consent of the data
subject referred to in subsection (2)(b), the processing shall be lawful only where, and to the extent
that—

(a) having been informed of the intended purpose of the processing and the identity of the controller,
the data subject gives his or her consent freely and explicitly,

(b) the request for consent is expressed in clear and plain language, and where such consent is given
in the context of a written statement that also concerns other matters, the request for consent is
presented to the data subject in a manner that is clearly distinguishable from those other matters,
and

(c) the data subject may withdraw his or her consent at any time, and he or she shall be informed of
this possibility prior to giving consent.

(4) Where a data subject withdraws his or her consent to the processing of personal data pursuant to
subsection (3)(c), the withdrawal of consent shall not affect the lawfulness of processing based on
that consent prior to the consent being withdrawn.

(5) Where a controller collects personal data for a purpose specified in section 70(1)(a), the controller or
another controller may process the data for a purpose so specified other than the purpose for which
the data were collected, in so far as—
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(a) the controller is authorised to process such personal data for such a purpose in accordance with
the law of the European Union or the law of the State, and

(b) theprocessing isnecessaryandproportionatetothepurposeforwhichthedataarebeingprocessed.

(6) A controller may process personal data, whether the data were collected by the controller or another
controller, for—

(a) archiving purposes in the public interest,

(b) scientific or historical research purposes, or

(c) statistical purposes,

provided that the said processing—

(i) is for a purpose specified in section 70(1)(a), and

(ii) is subject to appropriate safeguards for the rights and freedoms of data subjects.

(7) A controller shall ensure, in relation to personal data for which it is responsible, that an appropriate
time limit is established for—

(a) the erasure of the data, or

(b) the carrying out of periodic reviews of the need for the retention of the data.

(8) Where a time limit is established in accordance with subsection (7), the controller shall ensure, by
means of procedural measures, that the time limit is observed.

(9) A processor, or any person acting under the authority of the controller or of the processor who has
access to personal data, shall not process the data unless the processor or person is—

(a) authorised to do so by the controller, or

(b) required to do so by the law of the European Union or the law of the State,

and then only to the extent so authorised or required, as the case may be.

(10) A controller shall ensure that it is in a position to demonstrate that the processing of personal data
for which it is responsible is in compliance with subsections (1) to (8) of this section.

Security measures for personal data

72. (1) In determining appropriate technical or organisational measures for the purposes of section
71(1)(f), a controller shall ensure that themeasures provide a level of security appropriate to the harm
that might result from accidental or unlawful destruction, loss, alteration or unauthorised disclosure
of, or access to, the data concerned.

(2) A controller or processor shall take all reasonable steps to ensure that—

(a) persons employed by the controller or the processor, as the case may be, and

(b) other persons at the place of work concerned,

are aware of and comply with the relevant technical or organisational measures referred to in
subsection (1).
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Processing of special categories of personal data (Part 5)

73. (1) The processing of a special category of personal data shall be lawful only where—

(a) section 71 is complied with, and

(b) at least one of the following conditions is met:

(i) where the processing is to be carried out on the basis of the consent of the data subject pursuant
to section 71(2)(b), the consent referred to in that paragraph explicitly refers to the special
category of personal data concerned;

(ii) the processing is necessary—

(I) to prevent injury or other damage to the data subject or another individual,

(II) to prevent loss in respect of, or damage to, property, or

(III) otherwise to protect the vital interests of the data subject or another individual;

(iii) the personal data to which the processing relates have been made public as a result of steps
deliberately taken by the data subject;

(iv) the processing is necessary for—

(I) the administration of justice,

(II) the performance of a function conferred on a person by or under an enactment, or

(III) the performance of a function of the Government or a Minister of the Government;

(v) the processing—

(I) is required for the purposes of providing or obtaining legal advice or for the purposes of, or
in connection with, legal claims, prospective legal claims, legal proceedings or prospective
legal proceedings, or

(II) is otherwise required for the purposes of establishing, exercising or defending legal rights;

(vi) the processing is necessary for medical purposes and is carried out by, or under the responsib-
ility of—

(I) a health practitioner, or

(II) a person who in the circumstances owes a duty of confidentiality to the data subject that is
equivalent to that which would exist if that person were a health practitioner;

(vii) the processing is necessary for the purposes of exercising or performing any right or obligation
which is conferred or imposed by law on the controller or the data subject in connection with
employment or social welfare law;

(viii) the processing is carried out pursuant to section 71(6);

(ix) the processing is authorised by regulations made under subsection (2).

(2) Regulations may be made permitting the processing of special categories of personal data for the
purposes of subsection (1)(b)(ix) where the processing is necessary for reasons of substantial public
interest, and without prejudice to the generality of the foregoing, such regulations shall identify the
public interest concerned.
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(3) Subject to subsection (4), regulations may be made under subsection (2)—

(a) by the Minister following consultation with such other Minister of the Government as he or she
considers appropriate, or

(b) by any other Minister of the Government following consultation with the Minister and such other
Minister of the Government as he or she considers appropriate.

(4) The Minister or any other Minister of the Government shall consult with the Commission before
making regulations under subsection (2).

(5) The Commission may, on being consulted under subsection (4), make observations in writing on any
matter which is of significant concern to it in relation to the proposed regulations and if the Minister
or anyotherMinisterof theGovernmentproposes toproceed tomake the regulationsnotwithstanding
that concern, that Minister shall, before making the regulations, give a written explanation as to why
he or she is so proceeding to—

(a) the Committee established jointly by Dáil Éireann and Seanad Éireann known as the Committee
on Justice and Equality or any Committee established to replace that Committee, and

(b) any other Committee (within the meaning of section 19(1)) which that Minister considers appro-
priate having regard to the subject matter of the regulations.

(6) The Minister or any other Minister of the Government, as the case may be, making regulations under
subsection (2) shall have regard to the need for the protection of individuals with regard to the
processing of their personal data and without prejudice to the generality of that need, have regard
to—

(a) the nature, scope and purposes of the processing,

(b) the nature of the substantial public interest concerned,

(c) any benefits likely to arise for the data subjects concerned,

(d) any risks arising for the rights and freedoms of such subjects, and

(e) the likelihood of any such risks arising and the severity of such risks.

(7) Where a special category of personal data is processed in accordance with this section, the controller
shall ensure that the processing is carried out with appropriate safeguards for the rights and freedoms
of the data subject.

(8) In this section—

“health practitioner” has the same meaning as it has in the Health Identifiers Act 2014;

“medical purposes” includes the purposes of preventative medicine, medical diagnosis, medical
research, the provision of medical care and treatment and the management of healthcare services.

Data quality

74. (1) A controller shall, where relevant and in so far as is possible, make a distinction between the
personal data of different categories of data subject.

(2) A controller shall, in so far as is possible, ensure that personal data based on facts are distinguished
from personal data based on personal assessments.
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(3) A controller shall—

(a) take all reasonable steps to ensure that personal data that are inaccurate, incomplete or no longer
up to date are not transmitted or otherwise made available,

(b) verify, in so far as is possible, the quality of personal data before they are transmitted or otherwise
made available, and

(c) provide, in so far as is possible, in a transmission of personal data, the information necessary for
the recipient to assess the accuracy, completeness and reliability of the data and the extent to
which the data are up to date.

(4) Other than where section 92 applies, where a controller becomes aware that incorrect personal data
have been transmitted or personal data have been unlawfully transmitted—

(a) the controller shall ensure that the recipient of the personal data is notified without delay of that
fact, and

(b) the recipient shall ensure that the personal data are rectified or erased or the processing of the
data is restricted, as may be appropriate.

CHAPTER 3

Obligations of controllers and processors

General obligations of controller with regard to technical and organisational measures

75. (1) A controller shall implement appropriate technical and organisational measures for the purposes
of—

(a) ensuring that the processing of personal data for which it is responsible is performed in compliance
with this Part, and

(b) demonstrating such compliance.

(2) A controller shall ensure that measures implemented in accordance with subsection (1) are reviewed
at regular intervals and, where required, updated.

(3) The measures referred to in subsection (1) shall include the implementation of an appropriate data
protection policy by the controller, where such implementation is proportionate in relation to the
processing activities carried out by the controller.

Data protection by design and by default

76. (1) A controller shall, without prejudice to the generality of section 75(1), for the purposes of meeting
the requirements of this Part and protecting the rights of data subjects—

(a) when determining the means of processing personal data, and

(b) when carrying out the said processing,

implement appropriate technical and organisational measures that are designed—

(i) to implement the principles of the protection of personal data contained in this Part in an effective
manner, and
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(ii) to integrate the necessary safeguards into the said processing.

(2) Without prejudice to the generality of section 75(1) and subsection (1), a controller shall, subject to
subsection (3), when processing personal data implement appropriate technical and organisational
measures to ensure that only personal data that are necessary for each specific purpose of the
processing are processed.

(3) The requirement in subsection (2) applies in relation to—

(a) the amount of personal data collected for the processing concerned,

(b) the extent of the processing of the personal data concerned,

(c) the period for which the personal data concerned are stored, and

(d) the accessibility of the personal data concerned.

(4) Technical and organisational measures implemented in accordance with subsection (2) shall ensure
that personal data are not made generally available unless, and only to the extent, authorised by the
controller.

Security of automated processing

77. A controller or processor, prior to carrying out automated processing, shall—

(a) evaluate the risks to the rights and freedoms of individuals arising from the processing concerned,
and

(b) implement measures designed to—

(i) deny access to the processing equipment used for the processing to any person other than the
persons authorised in that regard by the controller or processor, as the case may be,

(ii) prevent the reading, copying, modification or removal of the data media concerned, other than
in so far as is authorised by the controller or processor, as the case may be,

(iii) prevent the input of personal data other than in so far as is authorised by the controller or
processor, as the case may be,

(iv) prevent the inspection,modification or deletion of the data other than in so far as is authorised
by the controller or processor, as the case may be,

(v) prevent the use of the automated processing system by persons using data communication
equipment who are not authorised to do so by the controller or processor, as the case may be,

(vi) ensure that where a person is authorised to use the automated processing system concerned,
he or she has access to personal data on the system only in so far as he or she is so authorised
by the controller or processor, as the case may be,

(vii) ensure that it is possible to verify or establish the persons to whom personal data have been
or may be transmitted or made available using data communication equipment,

(viii) ensure that it is possible to verify or establish which personal data have been input into an
automated processing system, and in relation to such data, to verify and establish the person
who input the data and when the data were input,
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(ix) prevent the reading, copying, modification or deletion of personal data during transfers of
personal data or during transportation of data media, other than in so far as is authorised by
the controller or processor, as the case may be,

(x) ensure that an installed automated system may be restored in the event of an interruption in
the service of the system,

(xi)ensurethat theautomatedprocessingsystemproperlyperforms its functionandtheappearance
of a fault in the automated processing system is reported to the controller or processor, as the
case may be, and

(xii) ensure that personal data that are stored on the automated processing system cannot be
corrupted by means of a malfunctioning of the system.

Technical and organisational measures

78. For the purposes of determining the appropriate technical and organisational measures in relation
topersonaldata that are required tobe takenbyacontrollerorprocessor inorder toensure compliance
with this Part, and in particular sections 71(1)(f), 75(1), 76 and 80, the controller or processor, as the
case may be, shall, where relevant, have regard to the following matters:

(a) the nature of the personal data concerned;

(b) the accessibility of the data;

(c) the nature, scope, context and purpose of the processing concerned;

(d) any risks to the rights and freedoms of individuals arising from the processing concerned;

(e) the likelihood of any such risks arising and the severity of such risks;

(f) the state of the art and the cost of implementation;

(g) guidelines, recommendations and descriptions of best practice issued by the Commission or the
European Data Protection Board.

Joint controllers

79. (1) Where 2 or more controllers jointly determine the purposes and means of the processing of
personal data (in this Part referred to as “joint controllers”), they shall determine their respective
responsibilities for compliance with this Part in a transparent manner by means of an agreement in
writing between them, save in so far as the said responsibilities are determined by the law of the
European Union or the law of the State.

(2) An agreement in writing referred to in subsection (1)—

(a) shall include a determination of—

(i) the respective responsibilities of the joint controllers concerned as regards the exercise by data
subjects of their rights under this Part, and

(ii) the respective duties of the joint controllers concerned as regards the provision to a data subject
of the information specified in section 90(2),

and
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(b) may designate a single point of contact in respect of the processing concerned for the data subject
to whom it relates, where such designation is not otherwise determined by the law of the State.

Processors

80. (1) A controller shall engage a processor to carry out processing on its behalf only where—

(a) theprocessing is carriedout, subject to subsection (3), in pursuanceof a contract inwritingbetween
the controller and the processor that provides for the matters specified in subsection (2), and

(b) theprocessorprovides sufficient guarantees to implementappropriate technical andorganisational
measures to ensure that—

(i) the processing shall comply with the provisions of this Part, and

(ii) the rights and freedoms of the data subjects are protected.

(2) A contract entered into between a controller and a processor in accordance with subsection (1)(a)
shall—

(a) specify the subject matter, duration, nature and purpose of the processing to be carried out
thereunder,

(b) specify the type of personal data to be processed thereunder and the categories of data subjects
to whom the personal data relate,

(c) specify the obligations and rights of the controller in relation to the processing, and

(d) provide that the processor shall—

(i) act only on instructions from the controller in relation to the processing, except in so far as the
law of the European Union or the law of the State requires the processor to act otherwise,

(ii) procure the services of another processor (in this section referred to as a “secondary processor”)
in relation to the processing only where authorised to do so in advance and in writing by the
controller, which authorisation may be specific or general in nature,

(iii) ensure that any person authorised to process the personal data has undertaken to maintain
the confidentiality of the personal data or is under an appropriate statutory obligation to do
so,

(iv) assist the controller in ensuring compliance with this Part in so far as it relates to the exercise
by a data subject of his or her rights,

(v) erase or return to the controller, at the election of the controller, all personal data upon
completion of the processing services carried out by the processor on behalf of the controller
and erase any copy of the data, unless the processor is required by the law of the European
Union or the law of the State to retain the data, and

(vi) make available to the controller all information necessary to demonstrate compliance by the
processor with this section.

(3) Subsection (1)(a) shall not apply in relation to processing where the form of the processing and the
role of the controller and the processor concerned are otherwise specified in the law of the European
Union or the law of the State.
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(4) Where a controller gives an authorisation, whether specific or general in nature, to a processor,
including a secondary processor (in this section referred to as “the procuring processor”) to procure
the services of a secondary processor, the procuring processor shall inform—

(a) the controller, and

(b) where relevant, any processor who procured the services of the procuring processor in relation
to the processing concerned,

in advance of any such procurement or of a change in the terms of such procurement.

(5) Where a procuring processor procures the services of a secondary processor to carry out processing
on behalf of a controller, subsections (1) and (2) shall apply to the procuring processor and the
secondary processor, subject to the following modifications and any other necessary modifications:

(a) a reference to a “controller”, other than in subparagraphs (ii), (iv), (v) and (vi) of subsection (2)(d),
shall be construed as a reference to the procuring processor;

(b) a reference to a “controller” in subsection (2)(d)(iv) shall be construed as a reference to the
controller and the procuring processor;

(c) a reference to a “controller” in subsection (2)(d)(v) shall be construed as a reference to the
controller or the procuring processor, as appropriate; and

(d) a reference to a “processor” shall be construed as a reference to a secondary processor.

(6) Where a person, who by virtue of the operation of this Part is a processor of personal data, when
purporting to act as such a processor, determines the purpose and means of the processing of the
data, the obligations that are placed on a controller under this Part shall apply thereafter to the person
as though the person were a controller of the data.

Record of data processing activities

81. (1) A controller shall create and maintain a record in writing containing the following information in
relation to each category of processing activity for which it is responsible:

(a) the identity and contact details of the controller and, where applicable, the controller’s data
protection officer or any joint controller;

(b) a description of—

(i) the purpose of the processing,

(ii) the categories of personal data concerned,

(iii) the categories of data subjects to which the personal data relate,

(iv) the categories of recipients to which the personal data have been or will be disclosed, including
recipients in a third country or an international organisation, if any,

(v) the categories of transfer of personal data to a third country or an international organisation,
if any,

(vi) the legal basis for the processing operation for which the personal data are intended, including
the transfer of the data, where applicable, and
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(vii) where possible, the proposed time limit within which each category of personal data shall be
erased;

(c) whether the processing involves the use of profiling;

(d) where possible, a general description of the technical and organisational security measures
implemented in respect of the processing activity in accordance with section 72(1).

(2) A processor shall create andmaintain a record inwriting of each category of processing activity carried
out by the processor on behalf of a controller containing the following information:

(a) the identity and contact details of—

(i) the processor,

(ii) each controller on behalf of which the processor is carrying out the processing, and

(iii) the processor’s data protection officer, where applicable;

(b) a description of each category of processing carried out on behalf of each controller;

(c) details of any transfer of personal data to a third country or an international organisation, if
applicable, including the identification of the third country or international organisation to which
the data are transferred;

(d) where possible, a general description of the technical and organisational security measures
implemented in respect of the processing activity in accordance with section 72(1).

(3) A controller or processor shall, where requested to do so, make a record created and maintained
pursuant to subsection (1) or (2), as the case may be, available to the Commission for inspection and
examination.

Data logging for automated processing system

82. (1) Subject to subsection (5), where a controller or processor carries out processing of personal data
by automated means, the controller or processor, as the case may be, shall create and maintain a log
(in this section referred to as a “data log”) of the following processing operations carried out in auto-
mated processing systems in respect of that processing:

(a) the collection of personal data for the purposes of such processing and the alteration of any such
data;

(b) the consultation of the personal data by any person;

(c) the disclosure of the personal data, including the transfer of the data, to any other person;

(d) the combination of the personal data with other data;

(e) the erasure of the personal data, or some of the data.

(2) Where a data log contains information specified in paragraph (b) or (c) of subsection (1), the
controllerorprocessor, as thecasemaybe, shall ensure that thedata logcontains sufficient information
to establish the following:

(a) the date and time of the consultation or disclosure, as the case may be;

(b) the reason for the consultation or disclosure, as the case may be;
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(c) in so far as is possible, the identification of the person who consulted or disclosed, as the case may
be, the personal data;

(d) the identity of any recipient to whom the personal data were disclosed.

(3) A data log shall not be used by any person for any purpose other than—

(a) verifying the lawfulness of the processing,

(b) the monitoring by the controller of processing carried out by the controller,

(c) the monitoring by the processor of processing carried out by the processor,

(d) ensuring the integrity and security of the personal data concerned, or

(e) for the purposes of criminal proceedings.

(4) A controller or processor shall, where requested to do so, make a data log created and maintained
by the controller or processor, as the case may be, available to the Commission for inspection and
examination.

(5) This section shall not apply, in respect of an automated processing system established on or before
6 May 2016—

(a) prior to 6 May 2023, where compliance by a controller or processor, as the case may be, with this
section prior to that date would involve disproportionate effort, or

(b) prior to 6 May 2026, where compliance by a controller or a processor, as the case may be, with
this section prior to that date would cause serious difficulties for the operation of the automated
processing system to which the data log relates.

(6) A controller or processor who intends to rely upon subsection (5)(b) in respect of an automated
processing system operated by the controller or processor, as the case may be, shall notify the
Minister in writing of the said intention on or before 31 December 2022.

(7) A notification referred to in subsection (6) shall include a description of the serious difficulties referred
to in subsection (5)(b) in respect of the automated processing system concerned.

Cooperation with Commission

83. A controller or a processor shall, on request by the Commission, cooperate with and assist the
Commission in the performance of its functions under this Part.

Data protection impact assessment and prior consultation with Commission

84. (1) Where having regard to its nature, scope, context and purposes, a type of processing, and in
particular a type of processing using new technology, is likely to result in a high risk to the rights and
freedoms of individuals, the controller that is proposing to carry out the processing shall conduct an
assessment of the likely impact of the proposed processing operations on the protection of personal
data (in this Part referred to as a “data protection impact assessment”) prior to carrying out the
processing.

(2) A data protection impact assessment carried out in accordance with subsection (1) shall include:

(a) a general description of the proposed processing operations to which it relates;
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(b) an assessment of the potential risks to the rights and freedoms of data subjects as a result of the
proposed processing; and

(c) a description of any safeguards, security measures or mechanisms proposed to be implemented
by the controller to mitigate any risk referred to in paragraph (b) and to ensure the protection of
the personal data in compliance with this Part.

(3) Where—

(a) itappears toacontroller,havingconductedadataprotection impactassessment, that theprocessing
concerned would, despite the implementation of safeguards, security measures or mechanisms
referred to in subsection (2)(c), result in a high risk to the rights and freedoms of individuals, or

(b) the controller proposes to carry out processing of a type prescribed by the Commission under
subsection (9),

the controller shall, prior to commencing the processing, consult the Commission by request in that
regard in writing.

(4) A controller shall, when making a request under subsection (3), provide the Commission with—

(a) the data protection impact assessment conducted in relation to the processing concerned, and

(b) any other information required by the Commission to enable it to assess—

(i) thepotential risks to the rights and freedomsof individuals arising from theproposedprocessing,
and

(ii) the compliance of the proposed processing with this Part.

(5) The Commission shall, where it is of the view that the proposed processing would not comply with
this Part, in particularwhere it is of the view that the controller has insufficiently identified ormitigated
the potential risks to the rights and freedoms of individuals arising from the proposed processing,
issuewritten advice in relation to the processing to the controller and,where applicable, any proposed
processor.

(6) Subject to subsection (8), where the Commission issues written advice pursuant to subsection (5), it
shall do so within a period of 6 weeks from the date on which it receives the request under subsection
(3).

(7) For the purposes of responding to a request under subsection (3), the Commission may use any of its
powers referred to in Chapter 4 of Part 6.

(8) Where, taking into account the complexity of the proposed processing, the Commission is of the
opinion that it requires additional time to consider a request made under subsection (3), it may, once
only andwithin onemonth from the date of the receipt of the request, extend the time period referred
to in subsection (6) by such further period not exceeding one month as it may specify by notice in
writing to the controller concerned.

(9) The Commission may, following consultation with the Minister, make regulations prescribing a type
of processing for the purposes of subsection (3)(b) as a type of processing in relation to which a
controller shall consult the Commission prior to commencing the processing.

(10) The Commission shall, when prescribing a type of processing under subsection (9), have regard to—

(a) the nature, scope and purposes of the type of processing,
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(b) the type of processing involved, in particular where the use of new technology is likely to result in
a high risk to the rights and freedoms of individuals,

(c) the likelihood of any such risks arising and the severity of such risks, and

(d) any submissions received pursuant to subsection (11)(c) in relation to the proposed regulations.

(11) The Commission shall, prior to making regulations under subsection (9), publish a notice on the
website of the Commission and in at least one daily newspaper circulating generally in the State—

(a) indicating that it proposes to make regulations under this section,

(b) indicating that a draft of the regulations is available for inspection on that website for a period
specified in the notice, being not less than 28 days from the date of the publication of the notice
in the newspaper, and

(c) stating that submissions in relation to the draft regulations may be made in writing to the
Commission before a date specified in the notice, which shall be not less than 28 days after the
end of the period referred to in paragraph (b).

(12) Where there is a proposal for a legislative measure for which a Minister of the Government is
responsible that relates to the processing of personal data, the relevant Minister shall consult with
the Commission during the process of the preparation of the legislative measure.

Notification of personal data breach by processor

85.Where a processor becomes aware of a personal data breach, the processor shall notify the controller
on whose behalf the data are being processed of the breach—

(a) in writing, and

(b) without undue delay.

Notification of personal data breach to Commission, etc.

86. (1) Subject to subsection (3), where a personal data breach occurs, the controller shall, without undue
delay and where feasible within 72 hours of becoming aware of the breach, notify the Commission
of the breach.

(2) Where a controller does not notify the Commission under subsection (1) of a personal data breach
within 72 hours of becoming aware of the breach, the controller shall include in the notification the
reason for not so notifying.

(3) Subsection (1) shall not apply where, taking into account the nature of the personal data and the
scope, context and purposes of the processing, the personal data breach is unlikely to result in a risk
to the rights and freedoms of data subjects.

(4) A notification under subsection (1) shall include—

(a) a description of the personal data breach, including, where possible the categories and number,
or approximate number, of—

(i) data subjects concerned, and

(ii) personal data records concerned,

(b) a description of the likely consequences of the personal data breach,
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(c) a description of the measures taken or proposed to be taken by the controller to address the
personal data breach, including anymeasures taken or proposed to be taken tomitigate its possible
adverse effects, and

(d) the name and contact details of the controller’s data protection officer (if any) or other point of
contact.

(5) Where, at the time of the making of a notification under subsection (1), it is not possible for a
controller to include in the notification all the information specified in subsection (4) in relation to the
personal data breach concerned, the controller shall—

(a) neverthelessmake the notification including such information as is possible to include at that time,
and

(b) supply the Commission with such information specified in subsection (4) as is outstanding without
undue delay.

(6) A controller shall create and maintain a detailed record in writing of a personal data breach, including
a description of—

(a) the breach,

(b) the effects of the breach, and

(c) the measures taken to address the breach, including any measures taken to mitigate its possible
adverse effects.

(7) A controller shall, where so requested by the Commission, provide a copy of a record created and
maintained under subsection (6) to the Commission.

(8) Where a personal data breach involves personal data that have been transmitted—

(a) by a controller in the State to a controller in another Member State, or

(b) by a controller in another Member State to a controller in the State,

the controller in the State shall provide the controller in the otherMember State with the information
specified in subsection (4) without undue delay.

Communication of personal data breach to data subject

87. (1) Subject to subsections (2), (4) and (7), where a personal data breach occurs that is likely to result
in a high risk to the rights and freedoms of a data subject, the controller shall, without undue delay,
notify the data subject to whom the breach relates.

(2) Subsection (1) shall not apply where—

(a) the controller has implemented appropriate technological and organisational protectionmeasures
that were applied to the personal data affected by the personal data breach, in particular where
the saidmeasures, including encryption, render the personal data unintelligible to any personwho
is not authorised to access it, or

(b) the controller has taken measures in response to the personal data breach that ensure that the
high risk to the rights and freedoms of a data subject from the breach is no longer likely to mater-
ialise.

(3) A notification under subsection (1) shall—
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(a) describe, in clear and plain language, the nature of the personal data breach concerned, and

(b) contain at least the information specified in paragraphs (b) to (d) of section 86(4).

(4) Where a notification under subsection (1)would involve a disproportionate effort, the controller shall
notify the data subjects concerned of the personal data breach by way of public communication or
other similar measure that ensures the data subjects are informed of the personal data breach in an
equally effective manner.

(5) A notification under subsection (4) shall—

(a) describe, in clear and plain language, the nature of the personal data breach concerned, and

(b) contain such other information as is appropriate in all the circumstances.

(6) Where—

(a) a controller notifies the Commission under section 86 of a personal data breach, and

(b) the controller has not notified the data subject to whom the personal data relate under subsection
(1) or (4), as the case may be, of the personal data breach,

the Commission may, having considered the likelihood of the data breach resulting in a high risk to
the rights and freedoms of a data subject—

(i) require the controller to notify the data subject under subsection (1) or (4), as the case may be, or

(ii) determine that subsection (2) applies in relation to the personal data breach.

(7) A controller may, in relation to the exercise of the right of a data subject to be notified under
subsection (1)of apersonal databreach, restrict theexerciseof the said rightwhere todo so constitutes
a necessary and proportionate measure in a democratic society, with due regard for the fundamental
rights and legitimate interests of the data subject, for a purpose specified in section 94(2).

(8)Where a controller restricts the exercise of the right of a data subject under subsection (7), subsections
(5), (6)and (7)of section94 shall apply in respectof thesaid restriction,withall necessarymodifications.

Data protection officer

88. (1) A controller, other than—

(a) a court, or

(b) another independent judicial authority,

acting in its judicial capacity, shall, subject to subsections (2) and (3), appoint a person to carry out
the functions specified in subsection (5) in respect of the controller (in this Part referred to as a “data
protection officer”).

(2) Two or more controllers may, subject to subsection (3), having regard to their organisational structure
and size, appoint a single data protection officer to carry out the functions specified in subsection (5)
in respect of each of the controllers.

(3) A controller, when appointing a data protection officer, shall do so on the basis of—

(a) the person’s expert knowledge of the law and the practice relating to the protection of personal
data, and
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(b) his or her ability to carry out the functions specified in subsection (5).

(4) Where a controller appoints a data protection officer, the controller shall—

(a) publish or cause to be published the contact details of the data protection officer,

(b) inform the Commission of the appointment of the data protection officer and provide the
Commission with his or her contact details,

(c) ensure that the data protection officer—

(i) reports directly, in relation to his or her functions under subsection (5), to the highest level of
management of the controller,

(ii) does not receive any instructions regarding the exercise of such functions, and

(iii) is involved in an appropriate and timely manner in all matters relating to the protection of
personal data, and

(d) support the data protection officer in performing his or her functions under subsection (5),
including by—

(i) providing him or her with the resources that he or she requires to perform those functions,

(ii) ensuring that he or she has access to processing operations carried out by the controller, and

(iii) assisting him or her to maintain his or her expert knowledge in the law and practice relating
to the protection of personal data.

(5) The functions of a data protection officer shall include the following:

(a) informingandadvising the controller, and theemployeesof the controllerwhocarryoutprocessing,
of their obligations under this Part and under any other law of the European Union or law of the
State that relates to the protection of personal data;

(b) monitoring the compliance of the controller with—

(i) this Part,

(ii) any other lawof the EuropeanUnionor lawof the State that relates to theprotectionof personal
data, and

(iii) the policies of the controller in relation to the protection of personal data, including the
assignment of responsibilities in the controller in relation to the protection of personal data,
the raising of awareness and the training of staff involved in processing operations in that
regard, and any audit activity related to the protection of personal data;

(c) providing advice, where requested to do so, in relation to the carrying out of a data protection
impact assessment in accordance with section 84 and monitoring any steps taken on foot of that
assessment;

(d) acting as the contact point for data subjects with regard to all issues related to the processing of
their personal data and to the exercise of their rights under this Part;

(e) cooperating with the Commission and acting as a contact point for the Commission for issues
related to processing carried out by the controller, including consultation by the controller with
the Commission under section 84.
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CHAPTER 4

Rights, and restriction of rights, of data subject (Part 5)

Rights in relation to automated decision making (Part 5)

89. (1) Subject to subsection (2), a decision that produces an adverse legal effect for a data subject or
significantly affects a data subject shall not be based solely on automated processing, including
profiling, of personal data that relate to him or her.

(2) Subsection (1) shall not apply where—

(a) the taking of a decision based solely on automated processing is authorised by the law of the
European Union or the law of the State and the law so authorising contains appropriate safeguards
for the rights and freedoms of the data subject, including the right of the data subject to make
representations to the controller in relation to the decision, and

(b) the controller has taken adequate steps to safeguard the legitimate interests of the data subject.

(3) Profiling that results indiscriminationagainst an individual on thebasis of a special categoryof personal
data shall be prohibited.

Right to information

90. (1) Subject to subsection (4) and section 94, a controller shall ensure that the data subject is provided
with, or, as appropriate, has made available to him or her, the information specified in subsection (2)
in relation to personal data relating to him or her within a reasonable period after the date on which
the controller obtains the personal data concerned, having regard to the circumstances in which the
data are or are to be processed.

(2) The information to which subsection (1) applies is:

(a) the identity and the contact details of the controller;

(b) the contact details of the data protection officer of the controller, where applicable;

(c) the purpose for which the personal data are intended to be processed or are being processed;

(d) information detailing the right of the data subject to request from the controller access to, and
the rectification or erasure of, the personal data;

(e) information detailing the right of the data subject to lodge a complaint with the Commission and
the contact details of the Commission;

(f) in individual cases where further information is necessary to enable the data subject to exercise
his or her rights under this Part, having regard to the circumstances in which the personal data are
or are to be processed, including the manner in which the data are or have been collected, any
such information including:

(i) the legal basis for the processing of the data concerned, including the legal basis for any transfers
of data;

(ii) the period for which the data concerned will be retained, or where it is not possible to
determine the said period at the time of the giving of the information, the criteria used to
determine the said period;

(iii) where applicable, each category of recipients of the data.
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(3) The information referred to in paragraphs (a) to (e) of subsection (2) may be made available to the
data subject by means of publication on the website of the controller.

(4) Without prejudice to section 94, subsection (1) shall not apply to information specified in subsection
(2)—

(a) where the information is already in the possession of the data subject, or

(b) where, in particular in the case of processing for archiving purposes in the public interest, scientific
or historical research purposes or statistical purposes, the provision of the information proves
impossible or would involve a disproportionate effort.

Right of access

91. (1) Subject to subsections (7), (9) and (12) and sections 93(4)(ii) and 94, an individual who believes
that personal data relating to him or her have been or are being processed by or on behalf of a
controller, if he or she so requests the controller by notice in writing shall—

(a) be informed by the controller whether personal data relating to him or her have been or are being
processed by or on behalf of the controller, and

(b) where such data have been or are being so processed, be provided by the controller with the
following information:

(i) a description of—

(I) the purpose of, and the legal basis for, the processing,

(II) the categories of personal data concerned,

(III) the recipients or categories of recipients to whom the personal data concerned have been
disclosed, and

(IV) the period forwhich the personal data concernedwill be retained, orwhere it is not possible
to determine the said period at the time of the giving of the information, the criteria used
to determine the said period;

(ii) information detailing the right of the data subject to request from the controller the rectification
or erasure of the personal data concerned;

(iii) information detailing the right of the data subject to lodge a complaint with the Commission
and the contact details of the Commission;

(iv) a communication of the personal data concerned;

(v) any available information as to the origin of the personal data concerned, unless the commu-
nication of that information is contrary to the public interest.

(2)A controller shall respond toa requestmadeunder subsection (1)andprovide the information specified
in paragraph (b) thereof to the data subject as soon as may be and, subject to subsections (4) and (5),
in any event not later than one month after the date on which the request is made.

(3) When making a request under subsection (1), the individual making the request shall provide the
controller with such information as the controller may reasonably require to satisfy itself of the
identity of the individual and to locate any relevant personal data or information.
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(4) Where a controller has reasonable doubts as to the identity of an individual making a request under
subsection (1) or reasonably requires additional information to locate any relevant personal data, it
may request such additional information from the data subject as may be necessary to confirm his or
her identity or to enable it to locate such personal data or information, as the case may be, and the
period of time from the making of such a request for additional information until the request is
complied with shall not be reckonable for the purposes of subsection (2).

(5) Where, taking into account the complexity of a request made under subsection (1) and the number
of such requests received by the controller, the controller is of the opinion that it requires additional
time to consider the request, it may, once only and within one month from the date of the receipt of
the request, extend the time period referred to in subsection (2) by such further period not exceeding
2 months as it may specify by notice in writing to the individual making the request.

(6) A notice in writing referred to in subsection (5) shall include the reason for which the controller is of
the opinion that it requires additional time to consider the request made under subsection (1).

(7) Where information that a controller would otherwise be required to provide to a data subject
pursuant to subsection (1) includes personal data relating to another individual that would reveal, or
would be capable of revealing, the identity of the individual, the controller—

(a) shall not, subject to subsection (8), provide the data subject with the information that constitutes
such personal data relating to the other individual, and

(b) shall provide the data subject with a summary of the personal data concerned that—

(i) in so far as is possible, permits the data subject to exercise his or her rights under this Part, and

(ii) does not reveal, or is not capable of revealing, the identity of the other individual.

(8) Subsection (7) shall not apply where the individual to whom the personal data that would reveal, or
would be capable of revealing, his or her identity, relate consents to the provision of the information
concerned to the data subject making a request pursuant to subsection (1).

(9) Subsection (1) shall not apply—

(a) in respect of personal data relating to the data subject that consists of an expression of opinion
about the data subject by another person given in confidence or on the understanding that it would
be treated as confidential, or

(b) to information specified in paragraph (b)(i)(III) of that subsection in so far as a recipient referred
to therein is a public authority which may receive data in the context of a particular inquiry in
accordance with the law of the State.

(10) Informationprovidedpursuant to a request under subsection (1)may takeaccountof anyamendment
of the personal data concerned made since the receipt of the request by the controller (being an
amendment that would have been made irrespective of the receipt of the request) but not of any
other amendment.

(11) The obligations imposed by subparagraphs (iv) and (v) of subsection (1)(b) shall be complied with by
supplying the data subject with a copy of the information concerned in permanent form unless—

(a) the supply of such a copy is not possible or would involve disproportionate effort, or

(b) the data subject agrees otherwise.

(12)Where a controller has previously complied with a request under subsection (1), the controller is not
obliged to comply with a subsequent identical or similar request under that subsection by the same
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individualunless, in theopinionof thecontroller,a reasonable intervalhaselapsedbetweencompliance
with the previous request and the making of the current request.

(13) In determining for the purposes of subsection (12)whether the reasonable interval specified in that
subsection has elapsed, regard shall be had to the nature of the personal data, the purpose for which
the personal data are processed and the frequency with which the personal data are altered.

(14) Where a controller, pursuant to subsection (12) refuses to act upon a request under subsection (1),
it shall, as soon as practicable, so notify the data subject in writing.

Right to rectification or erasure and restriction of processing

92. (1) Where a data subject is of the opinion that a controller is processing personal data relating to him
or her that are inaccurate, the data subject may make a request in writing to the controller for the
controller to rectify the data concerned.

(2) A controller that receives a request under subsection (1) shall, subject to subsections (6), (7) and (9)
and section 93(4)(ii), where it is satisfied that the personal data to which the request relates are
inaccurate, rectify the data as soon as may be and in any event no later than onemonth after the date
on which the request is made.

(3) Where a data subject is of the opinion that a controller is processing personal data relating to him or
her—

(a) in a manner that contravenes subsections (1) to (6) of section 71 or section 73(1), or

(b) that are required to be erased by the controller in accordance with a legal obligation to which the
controller is subject,

the data subject may make a request in writing to the controller to erase the data concerned.

(4) A controller that receives a request under subsection (3) shall, subject to subsections (6), (7) and (9)
and section 93(4)(ii), where it is satisfied that paragraph (a) or (b) of subsection (3) applies to the
personal data to which the request relates, erase the data as soon as may be and in any event no later
than one month after the date on which the request is made.

(5) When making a request under subsection (1) or (3), the data subject shall provide such information
as the controller may reasonably require to—

(a) satisfy itself as to the identity of the data subject,

(b) locate any relevant personal data, and

(c) satisfy itself as to whether the personal data concerned are inaccurate or as to the basis on which
the data should be erased, as the case may be.

(6) Where a controller—

(a) has reasonable doubts as to the identity of an individual making a request under subsection (1) or
(3), or

(b) reasonably requires additional information—

(i) to locate any relevant personal data, or

(ii) to satisfy itself as to whether the personal data concerned are inaccurate or as to the basis on
which the data should be erased, as the case may be,
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it may request such additional information from the data subject as may be necessary to confirm his
or her identity or to so locate or satisfy itself, as the case may be, and the period of time from the
making of such a request for additional information until the request is complied with shall not be
reckonable for the purposes of subsection (2) or (4), as the case may be.

(7) Where, taking into account the complexity of a request made under subsection (1) or (3) and the
number of such requests received by the controller, the controller is of the opinion that it requires
additional time to consider the request, it may, once only and within one month from the date of the
receipt of the request, extend the time period referred to in subsection (2) or (4), as the case may be,
by such further period not exceeding 2months as itmay specify by notice inwriting to the data subject
making the request.

(8) A notice in writing referred to in subsection (7) shall include the reason for which the controller is of
the opinion that it requires additional time to consider the request made under subsection (1) or (3),
as the case may be.

(9) Where a data subject makes a request under subsection (1) or (3), and—

(a) the accuracy of the data is contested by the data subject and it is not possible to ascertain whether
the data are so inaccurate, or

(b) the personal data are required for the purposes of evidence in proceedings before a court or
tribunal or in another form of official inquiry,

the controller shall restrict the processing of the data and shall not rectify or erase the data, as the
case may be.

(10) Where a controller—

(a) complies with a request under subsection (1) or (3), or

(b) restricts the processing of personal data under subsection (9),

the controller shall, as soon as practicable, notify in writing—

(i) subject to section 94, the data subject concerned,

(ii) each controller from which the personal data concerned were received, and

(iii) each person to whom the personal data concerned were disclosed,

of the rectification, erasure or restriction concerned, as the case may be.

(11) Where a controller receives a request under subsection (1) or (3), and—

(a) the controller is not satisfied that, as the case may be,—

(i) in relation to a request under subsection (1), the personal data to which the request relates
should be rectified pursuant to subsection (2), or

(ii) in relation to a request under subsection (3), the personal data to which the request relates
should be erased pursuant to subsection (4),

and

(b) subsection (9) does not apply to the data,

the controller shall, subject to section 94, as soon as practicable, so notify the data subject in writing.
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(12) A notification under subsection (11) shall include—

(a) the reasons for the controller’s decision under that subsection, and

(b) information relating to the data subject’s right under section 95 to request the Commission to
verify the lawfulness of the processing concerned.

(13) Where a person to whom personal data were disclosed is notified under subsection (10) of—

(a) the rectification or erasure of the data pursuant to a request under subsection (1) or (3), as the
case may be, or

(b) the restriction of the processing of the data under subsection (9),

the person shall rectify or erase, or restrict the processing of, as the case may be, any of the data
concerned that the person has under his or her control in the same manner, and to the same extent,
as the controller making the notification has rectified or erased, or restricted the processing of, as the
case may be, the data concerned.

(14) Where a controller has restricted the processing of personal data pursuant to subsection (9) and
proposes to lift the said restriction, the controller shall inform the data subject prior to the lifting of
the restriction.

(15) Where a controller that restricted the processing of personal data pursuant to subsection (9) lifts
the said restriction—

(a) the controller shall notify any person whowas notified under subsection (10) of the said restriction
of the lifting of the restriction as soon as practicable, and

(b) the person so notified shall lift any restriction of the processing of the data concerned implemented
under subsection (13) in the same manner, and to the same extent, as the controller making the
notification has lifted the restriction on the processing of the data concerned.

(16) This section shall not apply to personal data that are contained in witness statements.

(17) For the purposes of this section, personal data are inaccurate if—

(a) they are incorrect or misleading as to any matter of fact, or

(b) they are incomplete in a material manner.

Communication with data subject

93. (1) Where a controller—

(a) provides or makes available information to a data subject under section 90,

(b) provides or makes available information to, or communicates with, a data subject pursuant to a
request under section 91 or 92,

the controller shall take all reasonable steps to ensure the information is provided or made available, or
the communication is made, as the case may be, in a concise, intelligible and easily accessible form
using clear and plain language.

(2) The information or communication, as the case may be, referred to in subsection (1), shall—

(a) be provided to the data subject by appropriate means, including by electronic means, and
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(b) in the case of a communication with a data subject pursuant to a request under section 91 or 92,
in so far as is possible, be provided in the same form as that in which the request is made.

(3) A controller shall not impose a charge on a data subject for information provided to him or her under
section 90 or, subject to subsection (4)(i), pursuant to a request under section 91 or 92.

(4) Where a data subject makes a request to a controller under section 91 or 92 that is—

(a) manifestly unfounded, or

(b) excessive in nature, having regard to the number of requests made by the data subject to the
controller under those sections,

the controller may—

(i) charge a reasonable fee to the data subject in respect of the request, having regard to the admin-
istrative cost to the controller of complying with the request, or

(ii) refuse to act upon the request.

(5) Where a controller, pursuant to subsection (4)(ii), refuses to act upon a request under section 91 or
92 it shall, as soon as practicable, so notify the data subject in writing.

(6) A notification under subsection (5) shall include—

(a) the reasons for which the controller is refusing to act upon the request under section 91 or 92, as
the case may be, pursuant to subsection (4)(ii), and

(b) information relating to the right of the data subject under Chapter 3 of Part 6 to lodge a complaint
with the Commission and the contact details of the Commission.

(7)Where, pursuant to subsection (4)(ii), a controller refuses to act upon a requestmade to the controller
by a data subject under section 91 or 92, it shall be for the controller to demonstrate that the request
was manifestly unfounded or excessive in nature.

(8) In this section, a reference to a “data subject” shall be construed as including an individual whomakes
a request under section 91(1), irrespective of whether the controller is processing personal data
relating to the individual.

Restrictions on exercise of data subject rights (Part 5)

94. (1) Subject to subsection (2), a controller, with respect to personal data for which it is responsible,
may restrict, wholly or partly, the exercise of a right of a data subject specified in subsection (4).

(2) Subsection (1) shall apply where the controller is satisfied that restricting the exercise of a right under
that subsection constitutes a necessary and proportionate measure in a democratic society with due
regard for the fundamental rights and legitimate interests of the data subject for the purposes of—

(a) avoiding obstructing official or legal inquiries, investigations or procedures,

(b) avoiding prejudicing the prevention, detection, investigation or prosecution of criminal offences
or the execution of criminal penalties,

(c) protecting public security,

(d) protecting national security, or

(e) protecting the rights and freedoms of other persons.
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(3) Without prejudice to the generality of subsection (2), the purposes specified in paragraphs (a) to (e)
of subsection (2) include the following:

(a) the prevention, detection or investigation of offences, the apprehension or prosecution of
offenders or the effectiveness of lawful methods, systems, plans or procedures employed for the
purposes of the matters aforesaid;

(b) the enforcement of, compliance with or administration of any enactment related to a purpose
specified in section 70(1)(a);

(c) ensuring the safety of the public and the safety or security of individuals and property;

(d) ensuring the fairness of criminal proceedings in a court or other tribunal;

(e) ensuring the security of—

(i) a penal institution,

(ii) a children detention school within the meaning of section 3 of the Children Act 2001,

(iii) a remand centre designated under section 88 of the Children Act 2001,

(iv) the Central Mental Hospital, or

(v) any systemof communications,whether internal or external, of theGarda Síochána, theDefence
Forces, the Revenue Commissioners or a penal institution;

(f) protecting the life, safety or well-being of any person;

(g) preventing the facilitation of the commission of an offence;

(h) avoiding the prejudice or impairment of national security, defence or the international relations
of the State;

(i) avoiding the obstruction or impairment of official or legal inquiries, investigations or procedures
or the operation of legal privilege;

(j) the performance by the Commission of its functions.

(4) The rights of a data subject to which subsection (1) applies are:

(a) the right of the data subject under section 90(1) in so far as relates to information specified in
subsection (2)(f) of that section;

(b) the rights of the data subject under paragraphs (a) and (b) of section 91(1);

(c) the right of the data subject to be notified—

(i) under section 92(10) of the restriction of the processing of personal data under subsection (9)
of that section, or

(ii) under section 92(11) of a decision not to rectify or erase data pursuant to a request under
subsection (1) or (3) of that section, as the case may be.

(5) Subject to subsection (6), where a controller restricts, pursuant to subsection (1), the exercise of the
right of a data subject specified in paragraph (b) or (c) of subsection (4), the controller shall notify the
data subject in writing of—

(a) the restriction of the exercise of the said right and the reasons for such restriction, and
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(b) the right of the data subject—

(i) under section95 to request theCommission to verify the lawfulnessof theprocessing concerned,
or

(ii) under section 128 to seek a judicial remedy in relation to the said restriction.

(6) Subsection (5) shall not apply where to notify the data subject in accordance with that subsection of
the matters specified therein would be contrary to a purpose specified in subsection (2).

(7) Where a controller restricts, pursuant to subsection (1), the exercise of the right of a data subject
specified in paragraph (b) or (c) of subsection (4), the controller shall—

(a) create and maintain a record in writing of the factual or legal basis for the decision to so restrict
the right concerned, and

(b) make such a record available to the Commission, if so requested by the Commission.

(8) Regulationsmay bemade specifying a category of processing to be a category of processing in respect
of which the exercise of the rights specified in subsection (4)may, in accordance with subsection (2),
be restricted under subsection (1).

(9) Regulations under subsection (8)may be made by—

(a) the Minister, following consultation with such other Minister of the Government as he or she
considers appropriate and the Commission, or

(b) any other Minister of the Government, following consultation with the Minister, such other
Minister of the Government as he or she considers appropriate and the Commission.

(10) The Minister of the Government making regulations under subsection (8) shall have regard to—

(a) the nature, scope and purposes of the category of processing concerned,

(b) whether, having regard to the matters referred to in paragraph (a), the restriction concerned is
one to which subsection (2) would apply, and

(c) any risks arising for the rights and freedoms of data subjects.

(11) Regulations made under this section shall—

(a) respect the essence of the right to data protection and protect the interests of the data subject,
and

(b) restrict the exercise of data subject rights only in so far as is necessary and proportionate to the
aim sought to be achieved.

(12) For the purposes of this section, “penal institution” means—

(a) a place to which the Prisons Acts 1826 to 2015 apply, or

(b) a military prison or detention barrack within the meaning, in each case, of the Defence Act 1954.

Indirect exercise of rights and verification by Commission

95. (1) Where an individual—
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(a) is aware, having been notified under section 94(5), that the exercise of his or her rights have been
restricted by a controller pursuant to section 94, or

(b) believes that the exercise of his or her rights have been so restricted and that he or she has not
been notified of the said restriction by virtue of the operation of subsection (6) of that section,

the individual may make a request in writing to the Commission to verify whether the controller is
processing personal data relating to him or her and if so, whether the processing is in compliance with
this Part.

(2) Where the Commission receives a request under subsection (1), it may take such steps as appear to
it to be appropriate, including the exercise of its powers under section 132.

(3) TheCommission, having taken the steps referred to in subsection (2), shall inform the individualmaking
the request under subsection (1)—

(a) that all necessary verifications or reviews have been carried out by the Commission, and

(b) of his or her right to seek a judicial remedy under section 128.

(4) Nothing in this section shall require the Commission to disclose to a data subject whether or not a
controller has processed, or is processing, personal data relating to him or her.

CHAPTER 5

Transfers of personal data to third countries or international organisations

Transfer to third country or international organisation

96. (1) The transfer of personal data to a third country or an international organisation shall not take
place, subject to section 100, unless—

(a) the transfer is necessary for a purpose specified in section 70(1)(a),

(b) the personal data are to be transferred to a controller in a third country or an international
organisation that is an authority competent for the purposes specified in section 70(1)(a),

(c) where the personal data were transmitted or made available to the controller making the transfer
from a controller in another Member State, subject to subsection (2), the controller in the other
Member State or another relevant controller in that state has given its prior authorisation to the
transfer,

(d) section 97, 98 or 99 applies, and

(e) the transfer is subject to a condition that a subsequent transfer to another third country or inter-
national organisation from the third country or international organisation to which the data are
being transferred by the controller shall only occurwhere the controller authorises the subsequent
transfer, having taken into due account all relevant factors, including—

(i) the seriousness of any criminal offence to which the data relate,

(ii) the purpose for which the data were originally transferred, and

(iii) the level of protection for personal data in the third country or the international organisation
to which the data are to be transferred onwards.
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(2) Subsection (1)(c) shall not apply where—

(a) the transfer of the personal data concerned is necessary for the prevention of an immediate and
serious threat to—

(i) public security in a Member State or a third country, or

(ii) the essential interests of a Member State,

and

(b) an authorisation under the said subsection (1)(c) cannot be obtained in good time.

(3) Where subsection (2) applies and personal data are transferred to a third country or an international
organisationwithout an authorisation from the controller in the otherMember State that transmitted
or made available the personal data, the controller making the transfer, or on whose behalf the
transfer is being made, shall inform the controller in the other Member State of the transfer without
delay.

(4) Without prejudice to the generality of section 71, a processor shall not transfer personal data to a
third country or an international organisation, or to a recipient in a third country, under this Chapter
unless explicitly instructed in writing to do so by the controller.

Adequacy decision

97. (1) Personal data may be transferred in accordance with section 96(1), subject to subsection (2), to a
third country or an international organisation where a decision has been taken by the European
Commission under Article 36 of the Directive that the third country or the international organisation,
as the case may be, ensures an adequate level of protection of personal data.

(2) Where the European Commission has taken a decision under Article 36 of the Directive that applies
to a specified territory within a third country or a specified sector in a third country, personal data
may be transferred under subsection (1) to a controller in the specified territory or sector only, as the
case may be.

Transfer subject to appropriate safeguards

98. (1) Personal data may be transferred in accordance with section 96(1) to a third country, a territory
or sector thereof, or an international organisation, in respect of which a decision has not been taken
by the European Commission under Article 36 of the Directive that the third country, territory or
sector thereof, or the international organisation, as the case may be, ensures an adequate level of
protection of personal data, where—

(a) there is a legally binding instrument that applies to the transfer and that ensures appropriate
safeguards with regard to the processing of personal data, or

(b) the controller transferring the personal data, or on whose behalf the personal data are being
transferred, has—

(i) assessed all the circumstances relating to the transfer, and

(ii) is satisfied that appropriate safeguards exist with regard to the protection of the personal data.

(2)Where personal data are transferred to a third country, a territory or sector thereof, or an international
organisation pursuant to subsection (1)(b), the controller transferring the personal data, or on whose
behalf the personal data are being transferred, shall—
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(a) inform the Commission about each category of such transfers, and

(b) create and maintain a record in writing of each such transfer containing at least the following:

(i) details of the personal data transferred;

(ii) the date and time of the transfer;

(iii) information about the controller in the third country or the international organisation to which
the data were transferred;

(iv) the reasons for the transfer.

(3) A controller shall make available a record created and maintained pursuant to subsection (2)(b) to
the Commission for inspection upon a request in that regard by the Commission.

Derogations for specific situations

99. (1) Where section 97 or 98 does not apply in relation to a transfer of personal data to a third country
or an international organisation, personal data may be transferred in accordance with section 96(1)
to the third country or the international organisation, where the transfer is necessary—

(a) to protect the vital interests of the data subject or another individual,

(b) to safeguard the legitimate interests of a data subject,

(c) for the prevention of an immediate and serious threat to public security in a Member State or a
third country,

(d) subject to subsection (2), in an individual case, for a purpose specified in section 70(1)(a), or

(e) subject to subsection (2), in an individual case, for the establishment, exercise or defence of legal
claims relating to a purpose specified in section 70(1)(a).

(2) Paragraphs (d) and (e) of subsection (1) shall not apply where the controller transferring the personal
data, or on whose behalf the personal data are being transferred, is of the opinion that the rights and
freedoms of the data subject override the public interest in the transfer concerned.

(3) Where personal data are transferred to a third country or an international organisation pursuant to
subsection (1), the controller transferring the personal data, or on whose behalf the personal data
are being transferred, shall create and maintain a record in writing of each such transfer containing
at least the following:

(a) details of the personal data transferred;

(b) the date and the time of the transfer;

(c) information about the controller in the third country or the international organisation to which
the data were transferred;

(d) the reasons for the transfer.

(4) A controller shall make available a record created and maintained pursuant to subsection (3) to the
Commission for inspection upon a request in that regard by the Commission.
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Transfer to recipient in third country

100. (1) Notwithstanding section 96(1)(b) and the provisions of any relevant international agreement, a
controller may, in an individual case, transfer personal data directly to a recipient located in a third
country who is not a controller or organisation referred to in section 96(1)(b) where the relevant
provisions of this Part are complied with and each of the following conditions are fulfilled—

(a) the transfer is necessary for the performance of a function of the controller making the transfer
under the law of the European Union or the law of the State for a purpose specified in section
70(1)(a);

(b) the transfer is in the public interest;

(c) the controller is satisfied that the fundamental rights and freedoms of the data subject do not
override the public interest necessitating the transfer in the particular instance;

(d) the controller is satisfied that the transfer of the data to an authority in the third country that is
competent for the purposes specified in section 70(1)(a) would be ineffective or inappropriate,
having regard to the purpose for which the data are being transferred, in particular where the
transfer could not be made to such an authority in time to achieve the purpose of the transfer.

(2) A controller, when transferring personal data to a recipient pursuant to subsection (1) shall—

(a) specify to the recipient the purpose for which the recipient may process the data, and

(b) inform the recipient that the data are to be processed by the recipient for the specified purpose
only and then only to the extent that such processing is necessary for that purpose.

(3) Where a controller transfers personal data to a recipient pursuant to subsection (1), the controller
shall—

(a) notify the relevant authority in the third country that is competent for the purpose for which the
data are transferred of the transfer without undue delay, unless to do so would be ineffective or
inappropriate, having regard to the purpose for which the data are being transferred,

(b) notify the Commission of the transfer, and

(c) create andmaintain a record inwriting of the transfer containing at least the following information:

(i) details of the personal data transferred;

(ii) the date and the time of the transfer;

(iii) the identity of the recipient;

(iv) the reason for which the data were transferred.

(4) A controller shall make available a record created and maintained pursuant to subsection (3)(c) to the
Commission for inspection upon a request in that regard by the Commission.

(5) In this section—

“controller”meansacontroller that is acompetentauthority specified inparagraph (a)of thedefinition
of “competent authority” in section 69;

“relevant international agreement” means an international agreement—

(a) to which the State and the third country in which the recipient is located are parties, and
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(b) that relates to judicial cooperation in criminal matters or to police cooperation.

CHAPTER 6

Independent supervisory authority

Functions of Commission under Part 5

101. (1) Subject to subsection (2), the functions of the Commission under this Part shall be to—

(a) monitor and enforce application of this Part and regulations made under it,

(b) promote public awareness and understanding of the risks, rules, safeguards and rights in relation
to processing,

(c) advise, on request by the body concerned, the Houses of the Oireachtas, Government and public
authorities on legislative and administrative measures relating to the protection of individuals’
rights and freedoms with regard to processing,

(d) promote the awareness of controllers and processors of their obligations under this Part and the
Directive,

(e) provide, on request by them, information to data subjects on the exercise of their rights under
this Part and the Directive and, where appropriate, cooperate with the supervisory authorities of
other Member States for that purpose,

(f) handle, in accordancewithPart 6, complaints lodgedbyor onbehalf of a data subject underChapter
3 of that Part,

(g) examine the lawfulness of processing pursuant to section 95 and inform the data subject within a
reasonable period of the outcome of the examination or of the reasons why the examination has
not been carried out,

(h) cooperate with, and provide mutual assistance to, other supervisory authorities in accordance
with section 103 and Chapter VII of the Directive with a view to ensuring consistent application
and enforcement of the Directive,

(i) conduct, of its own volition or on the basis of information received from another supervisory
authority or other public authority, investigations, in accordance with Part 6, on the application
of this Part,

(j) monitor relevant developments insofar as they have an impact on the protection of personal data,
in particular the development of information and communication technologies,

(k) provide advice to a controller or processor, as the case may be, pursuant to section 84, and

(l) contribute to the activities of the European Data Protection Board.

(2) The Commission shall not be competent for the supervision of data processing operations of the courts
when acting in their judicial capacity.

(3) Subject to subsections (4) and (5), the Commission shall not charge a data subject or data protection
officer a fee in respect of the performance by it of its functions under this section.

(4) Where a request referred to in Article 46(4) of the Directive is manifestly unfounded or excessive, the
Commission may—
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(a) charge the person who made the request a reasonable fee, based on its administrative costs, or

(b) refuse to act on the request.

(5) It shall be for the Commission to demonstrate that a request referred to in subsection (4) is manifestly
unfounded or excessive.

(6) In this section, “excessive” includes, in particular, repetitive.

(7) For the purposes of this section, a request is repetitive where it is substantially the same as a request
previously made by or on behalf of the same person and dealt with under this Part.

Power of the Commission to advise and issue opinions

102. The Commission shall have the power to issue opinions on matters related to the protection of
personal data to—

(a) on its own initiative or on request by the body concerned, the Houses of the Oireachtas, Govern-
ment, public authorities and bodies, and

(b) on its own initiative, the public.

Mutual assistance

103. (1) The Commission shall, for the purposes referred to in section 101(1)(h)—

(a) in accordance with this Chapter, provide other supervisory authorities with mutual assistance, and

(b) put in place measures for effective cooperation with those authorities.

(2) TheCommission,on receiptby it of a requestof another supervisoryauthority (“requesting supervisory
authority”) shall—

(a) without undue delay and no later than one month after receiving the request, take all appropriate
measures required to reply to the request, and

(b) inform the requesting supervisory authority of the results of, or progress made in response to, the
request.

(3) The measures referred to in subsection (2)(a) include the exercise by the Commission of its powers
under Chapters 3, 4 and 5 of Part 6.

(4) (a) The Commission shall not refuse to comply with a request unless—

(i) it is not responsible under the Directive for the subjectmatter of the request or for themeasures
it is requested to carry out, or

(ii) compliance with the request would infringe the law of the State or European Union.

(b) The Commission shall provide the requesting supervisory authority concerned with the reasons
for its refusal under paragraph (a) to comply with a request.

(5) The Commission, where providing information to a requesting supervisory authority in response to a
request, shall, insofar as practicable, and in accordance with any implementing acts to which Article
50(8) of the Directive apply, do so—

(a) by electronic means, and
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(b) using a standardised format, if any.

(6) Without prejudice to subsection (7), the Commission shall not charge a fee for any action taken in
response to a request for mutual assistance.

(7) TheCommissionmay enter into an agreementwith other supervisory authorities on rules to indemnify
each other for specific expenditure arising from the provision of mutual assistance in exceptional
circumstances.

(8) In this section and section 104—

“mutual assistance” includes—

(a) responding to requests for information, and

(b) undertaking supervisory measures, such as the carrying out of inspections or investigations under
Part 6 or consultations;

“request” means a request for mutual assistance referred to in Article 50 of the Directive.

Requests by Commission for mutual assistance

104. (1) A request by the Commission to another supervisory authority shall contain all the information
necessary for the purpose of the request, which shall include the purpose of and reasons for the
request.

(2) The Commission shall use information received by it from another supervisory authority in response
to a request only for the purpose for which it was requested.

PART 6

ENFORCEMENT OF DATA PROTECTION REGULATION AND DIRECTIVE

CHAPTER 1

Preliminary

Interpretation (Part 6)

105. (1) In this Part—

“complaint” means a complaint within the meaning of Chapter 2 or 3;

“investigation” means an investigation under Chapter 5;

“investigation report” has the meaning assigned to it by section 139;

“relevant enactment” means—

(a) the Data Protection Regulation, or

(b) a provision of this Act, or a regulation under this Act, that gives further effect to the Data Protection
Regulation;

[2018.]Data Protection Act 2018[No. 7.]PART 5 S. 103

90



“relevant provision” means a provision of this Act, or a regulation under this Act, that gives effect to
the Directive.

(2) A reference in this Part (other than in Chapter 2) to a controller or a processor includes a reference
to a controller or a processor, as the case may be, within the meaning of Part 5.

(3) Where a person is a controller by virtue of his or her being the subject of a designation under
subsection (1) or (2) of section 3—

(a) a reference in sections 117, 128 and 135(10) to a controller shall be deemed to be a reference to
the appropriate authority that, or the Minister who, made the designation, and not to the person,
and

(b) a reference in sections 132(6) and 133(10) to a controller shall be deemednot to include a reference
to the person.

(4) A reference in this Part to information obtained in an inquiry (within the meaning of section 110 or
123) shall be construed as including, where applicable—

(a) an investigation report prepared in the course of the inquiry, and any submissions annexed to the
report, and

(b) any additional information obtained, in the course of the inquiry, by the Commission under section
140(2).

Service of documents (Part 6)

106. (1) Subject to section 116(4)(a), a notice or other document that is required to be served on or given
to a person under this Part shall be addressed to the person concerned by name and shall be so served
on or given to the person in one of the following ways:

(a) by delivering it to the person;

(b) by leaving it at the address at which the person ordinarily resides or carries on business or, in a
case in which an address for service has been furnished, at that address;

(c) by sending it by post in a prepaid registered letter or by any other form of recorded delivery service
to the address referred to in paragraph (b); or

(d) by electronic means, in a case in which the person has given notice in writing to the person serving
or giving the notice or document concerned of his or her consent to the notice or document (or
notices or documents of a class towhich the notice or document belongs) being served on, or given
to, him or her in that manner.

(2) For the purposes of this section, a company within the meaning of the Act of 2014 is deemed to be
ordinarily resident at its registered office, and every other body corporate and every unincorporated
body of persons shall be deemed to be ordinarily resident at its principal office or place of business.

CHAPTER 2

Enforcement of Data Protection Regulation

Interpretation (Chapter 2)

107. In this Chapter—
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“complainant” means a data subject who lodges a complaint or, as the case may be, a not-for-profit
body, organisation or association that, in accordance with Article 80(1), lodges a complaint on behalf
of a data subject;

“complaint” means a complaint lodged pursuant to Article 77(1) or in accordance with Article 80(1),
and shall be deemed to include a complaint so lodged by or on behalf of a data subject where—

(a) the data subject considers that the processing of personal data relating to him or her infringes a
relevant enactment, and

(b) the Commission is the competent supervisory authority in respect of the complaint;

“corrective power” means a power conferred by Article 58(2) of the Data Protection Regulation;

“infringement” means an infringement of a relevant enactment;

“inquiry” means an inquiry referred to in section 110(1).

Complaints under Chapter 2: General

108. (1) Where a complaint is lodged with the Commission, the Commission shall, as soon as practicable,
give the complainant concerned a notice in writing acknowledging the lodging of the complaint, and
informing the complainant of—

(a) where the Commission is the competent supervisory authority in respect of the complaint, the
complainant’s right under section 150(5) and (7), and

(b) where a supervisory authority other than the Commission is the competent supervisory authority
in respect of the complaint, the complainant’s right to a judicial remedy against that competent
supervisory authority where it does not—

(i) handle the complaint, or

(ii) inform the complainant within 3 months from the date on which the complaint is received by
that authority on the progress or outcome of the complaint.

(2) Where the Commission is the competent supervisory authority in respect of a complaint, it shall—

(a) handle the complaint in accordance with this Part, and

(b) inform the complainant, within 3 months from the date on which the complaint is received by the
Commission, on the progress or outcome of the complaint.

(3) For the purposes of subsection (2)(b), the Commission shall be taken to have informed a complainant
of the outcome of the complaint concerned where it gives the complainant a notice under section
109(6) or, as the case may be, section 116.

Commission to handle complaint under Chapter 2

109. (1) For the purposes of section 108(2)(a), the Commission shall examine the complaint and shall, in
accordance with this section, take such action in respect of it as the Commission, having regard to the
nature and circumstances of the complaint, considers appropriate.

(2) The Commission, where it considers that there is a reasonable likelihood of the parties concerned
reaching, within a reasonable time, an amicable resolution of the subject matter of the complaint,
may take such steps as it considers appropriate to arrange or facilitate such an amicable resolution.
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(3) Where the parties concerned reach an amicable resolution of the subject matter of the complaint,
the complaint shall, from the date on which the amicable resolution is reached, be deemed to have
been withdrawn by the complainant concerned.

(4)Where the Commission considers that an amicable resolution cannot be reached by the parties within
a reasonable time, it shall proceed—

(a) in the case of a complaint to which section 113 applies, to comply with section 113(2), or

(b) in the case of any other complaint, to take an action specified in subsection (5).

(5) The actions referred to in subsection (4)(b) include one or more than one of the following:

(a) rejection of the complaint;

(b) dismissal of the complaint;

(c) provision to the complainant of advice in relation to the subject matter of the complaint;

(d) serving on the controller or processor concerned of an enforcement notice, requiring it to do one
or more than one of the following:

(i) comply with the data subject’s request to exercise his or her rights pursuant to a relevant
enactment;

(ii) where the enforcement notice is given to the controller, communicate a personal data breach
to the data subject;

(iii) rectify or erase personal data or restrict processing pursuant to Article 16, 17 or 18, and, in
respect of that action, to comply with Article 19 and, where applicable, Article 17(2);

F10[(da) where the Commission considers the processing of personal data the subject of the
complaint infringes a relevant enactment, issuing a reprimand to the controller or processor
concerned;]

(e) causing of such inquiry as the Commission thinks fit to be conducted in respect of the complaint;

(f) taking of such other action in respect of the complaint as the Commission considers appropriate.

(6) The Commission shall, as soon as practicable after taking an action referred to in subsection (5) (other
than paragraph (e) of that subsection), give the complainant a notice in writing informing the
complainant of the action taken.

Commission may conduct inquiry into suspected infringement of relevant enactment

110. (1) The Commission, whether for the purpose of section 109(5)(e), section 113(2), or of its own
volition, may, in order to ascertain whether an infringement has occurred or is occurring, cause such
inquiry as it thinks fit to be conducted for that purpose.

(2) The Commission may, for the purposes of subsection (1), where it considers it appropriate to do so,
in particular do either or both of the following:

(a) cause any of its powers under Chapter 4 (other than section 135) to be exercised;

(b) cause an investigation under Chapter 5 to be carried out.
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Decision of Commission where inquiry under Chapter 2 conducted of own volition

111. (1)Where an inquiry has been conducted of the Commission’s own volition, the Commission, having
considered the information obtained in the inquiry, shall—

(a) if satisfied that an infringement by the controller or processor to which the inquiry relates has
occurred or is occurring, make a decision to that effect, and

(b) if not so satisfied, make a decision to that effect.

(2)Where theCommissionmakesadecisionunder subsection (1)(a), it shall, in addition,makeadecision—

(a) as to whether a corrective power should be exercised in respect of the controller or processor
concerned, and

(b) where it decides to so exercise a corrective power, the corrective power that is to be exercised.

(3) The Commission, where it makes a decision referred to in subsection (2)(b), shall exercise the
corrective power concerned.

Decision of Commission where inquiry conducted in respect of complaint to which Article 55 or 56(5)
applies

112. (1) Where an inquiry has been conducted in respect of a complaint in respect of which the
Commission is the competent supervisory authority under Article 55 or 56(5), the Commission, having
considered the information obtained in the examination, may—

(a) if satisfied that an infringement by the controller or processor to which the complaint relates has
occurred or is occurring, make a decision to that effect, or

(b) if not so satisfied, make a decision to dismiss the complaint.

(2)Where theCommissionmakesadecisionunder subsection (1)(a), it shall, in addition,makeadecision—

(a) as to whether a corrective power should be exercised in respect of the controller or processor
concerned, and

(b) where it decides to so exercise a corrective power, the corrective power that is to be exercised.

(3) The Commission, where it makes a decision referred to in subsection (2)(b), shall exercise the
corrective power concerned.

Complaint to which Article 60 applies

113. (1) This section applies to a complaint in respect of which the Commission is the lead supervisory
authority.

(2) Where section 109(4)(a) applies, the Commission shall—

(a) in accordance with subsection (3), make a draft decision in respect of the complaint (or, as the
case may be, part of the complaint) and, where applicable, as to the envisaged action to be taken
in relation to the controller or processor concerned, and

(b) in accordance with Article 60 and, where appropriate, Article 65, adopt its decision in respect of
the complaint or, as the case may be, part of the complaint.
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(3) Inmaking adraft decisionunder subsection (2)(a), theCommission shall,where applicable, have regard
to—

(a) the information obtained by the Commission in its examination of the complaint, including, where
an inquiry has been conducted in respect of the complaint, the information obtained in the inquiry,
and

(b) anydraft for adecision that is submitted to theCommissionbya supervisoryauthority inaccordance
with Article 56(4).

(4) Where the Commission adopts a decision under subsection (2)(b) to the effect that an infringement
by the controller or processor concerned has occurred or is occurring, it shall, in addition, make a
decision—

(a) where an inquiry has been conducted in respect of the complaint—

(i) as to whether a corrective power should be exercised in respect of the controller or processor
concerned, and

(ii) where it decides to so exercise a corrective power, the corrective power that is to be exercised,

or

(b) where an inquiry has not been conducted in respect of the complaint—

(i) as to whether an action specified in subsection (6) should be taken in respect of the controller
or processor concerned, and

(ii) where it decides to take such an action, the action that is to be taken.

(5) The Commission, in making its decision under subsection (4), shall have due regard to the decision as
to the envisaged action to be taken in relation to the controller or processor included in the
Commission’s draft decision under subsection (2)(a) or, as the case may be, its revised draft decision
under Article 60.

(6) The actions referred to in subsection (4)(b) include F11[any or all] of the following:

(a) the serving on the controller or processor concerned of an enforcement notice, requiring it to do
one or more than one of the following:

(i) comply with the data subject’s request to exercise his or her rights pursuant to a relevant
enactment;

(ii) where the enforcement notice is given to the controller, communicate a personal data breach
to the data subject;

(iii) rectify or erase personal data or restrict processing pursuant to Article 16, 17 or 18, and, in
respect of that action, to comply with Article 19 and, where applicable, Article 17(2);

F12[(aa) the issuing of a reprimand to the controller or processor concerned;]

(b) the takingof suchotheraction in respectof thecomplaint as theCommissionconsiders appropriate.

(7) The Commission—

(a) where it makes a decision referred to in subsection (4)(a)(ii), shall exercise the corrective power
concerned, and
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(b) where it makes a decision referred to in subsection (4)(b)(ii), shall take the action concerned.

Commission to adopt decision in certain circumstances

114.Where—

(a) a complaint is lodged with the Commission, or a complaint is lodged with another supervisory
authority and theCommission is the supervisory authority in respectof the complainant concerned,

(b) another supervisory authority is the lead supervisory authority in respect of the complaint, and

(c) a decision is made, in accordance with Article 60, to dismiss or reject the complaint or, where
Article 60(9) applies, part of the complaint,

the Commission shall adopt the decision referred to in paragraph (c) in respect of the complaint or,
as the case may be, part of the complaint.

Exercise by Commission of corrective power

115. (1) For the purposes of exercising a corrective power under section 111, 112 or 113, the Commission
may do either or both of the following:

(a) subject to Chapter 6, decide to impose an administrative fine on the controller or processor
concerned;

(b) exercise any other corrective power specified in Article 58(2).

(2) Without prejudice to the generality of subsection (1)(b), the Commission may, for the purposes of
exercising a power referred to in that provision, serve on the controller or processor concerned an
enforcement notice requiring it to take such steps as the Commission considers necessary for those
purposes.

Notification of decision of Commission under Chapter 2

116. (1) The Commission shall—

(a) as soon as practicable after it makes a decision under section 111 or 112, give the controller or
processor concerned a notice in writing setting out—

(i) the decision and the reasons for it, and

(ii) where applicable, the corrective power that the Commission has decided to exercise in respect
of the controller or processor,

and

(b) in the case of a decision under section 112, and as soon as practicable after the giving of the notice
under paragraph (a), give the complainant concerned a notice in writing setting out—

(i) the decision and the reasons for it, and

(ii) where applicable, the corrective power that the Commission has decided to exercise in respect
of the controller or processor.

(2) Subject to subsection (4), the Commission shall—

[2018.]Data Protection Act 2018[No. 7.]PART 6 S. 113

96



(a) as soon as practicable after it adopts a decision under section 113(2)(b), give the controller or
processor concerned a notice in writing setting out—

(i) the decision and the reasons for it, and

(ii) where applicable, the corrective power that the Commission has decided to exercise or, as the
case may be, the action that it has decided to take, in respect of the controller or processor,

and

(b) in the case of a complaint lodged with the Commission, and as soon as practicable after the giving
of the notice under paragraph (a), give the complainant concerned a notice inwriting setting out—

(i) the decision and the reasons for it, and

(ii) where applicable, the corrective power that the Commission has decided to exercise or, as the
case may be, the action that it has decided to take, in respect of the controller or processor.

(3) The Commission shall, as soon as practicable after it adopts a decision under section 114, give—

(a) the complainant concerned, and

(b) the controller or processor concerned,

a notice in writing informing them of the rejection or dismissal of the complaint or, as the case may
be, the part of the complaint.

(4) Where the Commission is the lead supervisory authority in relation to a complaint to which Article
60(9) applies, the Commission shall, as soon as practicable after it adopts its decision under Article
60(9)—

(a) give the controller or processor concerned, at its main establishment or single establishment, a
notice in writing setting out—

(i) the decision and the reasons for it, and

(ii) where applicable, the corrective power that the Commission has decided to exercise or, as the
case may be, the action that it has decided to take in respect of the controller or processor,

and

(b) give the complainant concerned a notice in writing setting out—

(i) the decision and the reasons for it, and

(ii) where applicable, the corrective power that the Commission has decided to exercise or, as the
case may be, the action that it has decided to take in respect of the controller or processor.

Judicial remedy for infringement of relevant enactment

117. (1) Subject to subsection (9), and without prejudice to any other remedy available to him or her,
including his or her right to lodge a complaint, a data subject may, where he or she considers that his
or her rights under a relevant enactment have been infringed as a result of the processing of his or
her personal data in a manner that fails to comply with a relevant enactment, bring an action (in this
section referred to as a “data protection action”) against the controller or processor concerned.

(2) A data protection action shall be deemed, for the purposes of every enactment and rule of law, to be
an action founded on tort.
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F13[(3) The District Court shall, subject to subsections 5A and 6A, and the Circuit Court shall, subject to
subsections (5) and (6), concurrently with the High Court, have jurisdiction to hear and determine
data protection actions.]

(4) The court hearing a data protection action shall have the power to grant to the plaintiff one or more
than one of the following reliefs:

(a) relief by way of injunction or declaration; or

(b) compensation for damage suffered by the plaintiff as a result of the infringement of a relevant
enactment.

(5) The compensation recoverable in a data protection action in the Circuit Court shall not exceed the
amount standing prescribed, for the time being by law, as the limit of that court’s jurisdiction in tort.

F14[(5A) The compensation recoverable in a data protection action in the District Court shall not exceed
the amount standing prescribed, for the time being by law, as the limit of that court’s jurisdiction in
tort.]

(6) The jurisdiction conferred on the Circuit Court by this section may be exercised by the judge of any
circuit in which—

(a) the controller or processor against whom the data protection action is taken has an establishment,
or

(b) the data subject has his or her habitual residence.

F14[(6A) The jurisdiction conferred on the District Court by this section may be exercised by the judge
of any district in which—

(a) the controller or processor against whom the data protection action is taken has an establishment,
or

(b) the data subject has his or her habitual residence.]

(7) A data protection action may be brought on behalf of a data subject by a not-for-profit body, organ-
isation or association to which Article 80(1) applies that has been mandated by the data subject to
do so.

(8) The court hearing a data protection action brought by a not-for-profit body, organisation or association
under subsection (7) shall have the power to grant to the data subject on whose behalf the action is
being brought one or more of the following reliefs:

(a) relief by way of injunction or declaration; or

(b) compensation for damage suffered by the plaintiff as a result of the infringement of the relevant
enactment.

(9) A data subject may not bring a data protection action against a controller or processor that is a public
authority of another Member State acting in the exercise of its public powers.

(10) In this section—

“damage” includes material and non-material damage;

“injunction” means—

(a) an interim injunction,
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(b) an interlocutory injunction, or

(c) an injunction of indefinite duration.

F15[Judicial remedy for infringement of certain appropriate safeguards on transfers of personal data
outside European Union

F16[117A. (1) This section applies to a transfer of personal data by a controller or processor to a third
country or an international organisation pursuant to Article 46 where the transfer is subject to
appropriate safeguards provided for in the rules or clauses (in this section referred to as "relevant
instruments") set out in subsection (5).

(2) Without prejudice to any other remedy available to him or her, including his or her right to bring an
action under section 117 or to lodge a complaint, a data subject whose personal data is included in a
transfer referred to in subsection (1)may, where the transfer is subject to appropriate safeguards set
out in a relevant instrument, enforce—

(a) any rights (whether described as third party beneficiary rights or otherwise) conferred on data
subjects by, or any clausesor rules expressed tobe for thebenefit of data subjects in, the instrument
concerned, and

(b) where that transfer is subject to any additional safeguards conferring rights on data subjects, those
rights.

(3) An action to enforce any rights conferred on data subjects or any clauses or rules expressed to be for
the benefit of data subjects referred to in subsection (2)—

(a) may be taken against—

(i) a party to the transfer referred to in subsection (1), or

(ii) a sub-processor of a party referred to in subparagraph (i) in so far as that sub-processor is
processing personal data referred to in that subsection,

and

(b) shall be deemed to be an action founded on contract.

(4) Subsections (3) to (10) of section 117 shall apply to an action taken by a data subject under this section
subject to the following modifications:

(a) a reference in those subsections to a data protection action shall be taken to be a reference to an
action under this section;

(b) a reference in subsections (5) and (5A) to the limit of that court’s jurisdiction in tort shall be taken
to be a reference to the limit of that court’s jurisdiction in contract;

(c) a reference in subsections (4)(b) and (8)(b) to compensation for damage suffered by the plaintiff
as a result of the infringement of a relevant enactment shall be taken to be a reference to
compensation for damage suffered by the plaintiff as a result of the infringement of the relevant
instrument.

(5) The relevant instruments are:

(a) binding corporate rules approved in accordance with Article 47;
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(b) standard data protection clauses adopted by the Commission in accordance with the examination
procedure referred to in Article 93(2);

(c) standard data protection clauses adopted by a supervisory authority and approved by the
Commission pursuant to the examination procedure referred to in Article 93(2);

(d) contractual clauses authorised by a supervisory authority pursuant to Article 46(3)(a);

(e) standard contractual clauses which are the subject of a decision adopted by the Commission in
accordance with Article 26(4) of Directive 95/46/EC of the European Parliament and of the Council
of 24 October 19953 on the protection of individuals with regard to the processing of personal data
and on the free movement of such data.]]

CHAPTER 3

Enforcement of Directive

Interpretation (Chapter 3)

118. In this Chapter—

“competent supervisory authority” shall be construed in accordance with the Directive;

“complainant” means a data subject who or, as the casemay be, a bodymandated in accordance with
section 120 that, lodges a complaint;

“complaint” means a complaint lodged in accordance with section 119;

“controller” and “processor” have the meanings they have in Part 5;

“corrective power” means a power conferred on the Commission by section 127;

“inquiry” means an inquiry referred to in section 123;

“infringement” means an infringement of a relevant provision.

Data subject may lodge complaint with Commission

119. (1) Without prejudice to any other remedy available to him or her, and subject to section 120, a data
subject who considers that processing of his or her personal data infringes a relevant provision, or
provisions adopted by another Member State giving effect to a right to the data subject under the
Directive, may lodge a complaint with the Commission.

(2) (a) Without prejudice to the right of a data subject under subsection (1), the Commission may specify
the form of a complaint lodged under that subsection.

(b)When specifying a formunderparagraph (a), the Commission shall, without excluding othermeans
of communication, ensure that the form is capable of being completed electronically.

(3) The Commission, where it is not the competent supervisory authority in respect of a complaint lodged
with it under subsection (1), shall—

(a) without undue delay, transmit the complaint to the competent supervisory authority, and

(b) inform the data subject of the transmission of the complaint.

3 OJ No. L 281, 23.11.1995, p. 31
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(4) Where a complaint is transmitted to the Commission in accordance with the law of a Member State
giving effect to Article 52(2) of the Directive, the complaint shall, for the purposes of this Part, be
deemed to be a complaint lodged, on the date on which the complaint is received by the Commission,
with the Commission in accordance with subsection (1).

Representation of data subjects

120. (1) A data subject may mandate a body, organisation or association to which subsection (2) applies
to do either or both of the following on his or her behalf:

(a) lodge a complaint under section 119;

(b) exercise the rights referred to in section 128 and section 150.

(2) This subsection applies to a body, organisation or association—

(a) that provides its services on a not-for-profit basis,

(b) that has been properly constituted in accordance with the law of the State or another Member
State,

(c) whose objectives, as specified in the documents establishing the body, organisation or association
concerned, are in the public interest, and

(d) that is activewith regard to the protection of data subject rights and freedoms, including protection
of their personal data.

(3) Where the Commission or a court, in performing its functions under this Act, has reasonable doubts
as to whether a particular body, organisation or association is one to which subsection (2) applies, it
may request the provision by the body, organisation or association concerned of such additional
information as is necessary in order to confirm that it is such a body, organisation or association.

Complaints under Chapter 3: General

121. (1)Where a complaint is lodged, or deemed to be lodged,with the Commission under section 119(1),
and section 119(3) does not apply to the complaint, the Commission shall as soon as practicable give
the complainant concerned a notice—

(a) acknowledging the lodging of the complaint or, as the case may be, its receipt by the Commission
referred to in section 119(4), and

(b) informing the complainant of the complainant’s rights under section 128.

(2) Where subsection (1) applies, the Commission shall—

(a) handle the complaint in accordance with this Part, and

(b) inform the complainant within 3 months from the date on which the complaint is lodged, of the
progress or outcome of the complaint.

(3) For the purposes of subsection (2)(b), the Commission shall be taken to have informed a complainant
of the outcome of the complaint concerned where it gives the complainant a notice under section
122(5) or, as the case may be, section 126.
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Commission to handle complaint under Chapter 3

122. (1) For the purposes of section 121(2)(a), the Commission shall examine the complaint and shall, in
accordance with this section, take such action in respect of it as the Commission, having regard to the
nature and circumstances of the complaint, considers appropriate.

(2) The Commission, where it considers that there is a reasonable likelihood of the parties concerned
reaching, within a reasonable time, an amicable resolution of the subject matter of the complaint,
may take such steps as it considers appropriate to arrange or facilitate such an amicable resolution.

(3) Where the parties concerned reach an amicable resolution of the subject matter of the complaint,
the complaint shall, from the date on which the amicable resolution is reached, be deemed to have
been withdrawn by the complainant concerned.

(4)Where the Commission considers that an amicable resolution cannot be reached by the parties within
a reasonable time, it shall proceed to take one or more than one of the following actions:

(a) rejection of the complaint;

(b) dismissal of the complaint;

(c) provision to the complainant of advice in relation to the subject matter of the complaint;

(d) serving on the controller or processor concerned of an enforcement notice, requiring it to do one
or more than one of the following:

(i) comply with the data subject’s request to exercise his or her rights under a relevant provision;

(ii) bring processing into compliance with a relevant provision, in a specified manner and within a
specified period;

(iii) where the enforcement notice is given to the controller, communicate a personal data breach
to data subjects;

F17[(da) where it considers the processing of personal data the subject of the complaint infringes a
relevant enactment, the issuing to the controller or processor concerned of a reprimand;]

(e) causing of such inquiry as the Commission thinks fit to be conducted in respect of the complaint;

(f) taking of such other action in respect of the complaint as the Commission considers appropriate.

(5) The Commission shall, as soon as practicable after taking an action referred to in subsection (4) (other
than paragraph (e) of that subsection), give the complainant a notice in writing informing the
complainant of the action taken.

Commission may conduct inquiry into suspected infringements of relevant provision

123. (1) The Commission, whether for the purpose of section 122(4)(e) or of its own volition, may, in
order to ascertainwhether an infringement has occurred or is occurring, cause such inquiry as it thinks
fit to be conducted for that purpose.

(2) The Commission may, for the purposes of subsection (1), where it considers it appropriate to do so,
in particular do either or both of the following:

(a) cause any of its powers under Chapter 4 (other than sections 134 and 135) to be exercised;

(b) cause an investigation under Chapter 5 to be carried out.
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Decision of Commission in respect of inquiry under Chapter 3 conducted of own volition

124. (1)Where an inquiry has been conducted of the Commission’s own volition, the Commission, having
considered the information obtained in the inquiry, shall—

(a) if satisfied that an infringement by the controller or processor to which the inquiry relates has
occurred or is occurring, make a decision to that effect, or

(b) if not so satisfied, make a decision to that effect.

(2)Where theCommissionmakesadecisionunder subsection (1)(a), it shall, in addition,makeadecision—

(a) as to whether a corrective power should be exercised in respect of the controller or processor
concerned, and

(b) where it decides to so exercise a corrective power, the corrective power that is to be exercised.

(3) The Commission, where it makes a decision referred to in subsection (2)(b), shall exercise the
corrective power concerned.

Decision of Commission where inquiry conducted in respect of complaint under Chapter 3

125. (1)Whereaninquiryhasbeenconductedinrespectofacomplaint, theCommission,havingconsidered
the information obtained in the inquiry, may—

(a) if satisfied that an infringement by the controller or processor to which the complaint relates has
occurred or is occurring, make a decision to that effect, or

(b) if not so satisfied, make a decision to dismiss the complaint.

(2)Where theCommissionmakesadecisionunder subsection (1)(a), it shall, in addition,makeadecision—

(a) as to whether a corrective power should be exercised in respect of the controller or processor
concerned, and

(b) where it decides to so exercise a corrective power, the corrective power that is to be exercised.

(3) The Commission, where it makes a decision referred to in subsection (2)(b), shall exercise the
corrective power concerned.

Notification of decision of Commission under Chapter 3

126. The Commission shall—

(a) as soon as practicable after the decision under section 124 or 125 is made by it, give the controller
or processor concerned a notice in writing setting out—

(i) the decision and the reasons for it, and

(ii) where applicable, the corrective power that the Commission has exercised in respect of the
controller or processor,

and

(b) in the case of a decision under section 125, give, as soon as practicable after the notice under
paragraph (a) is given, the complainant a notice in writing setting out—

(i) the decision and the reasons for it, and
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(ii) where applicable, the corrective power that the Commission has exercised in respect of the
controller or processor.

Corrective powers of Commission (Chapter 3)

127. (1) The Commission may, for the purposes of sections 124(3) and 125(3), do one or more than one
of the following:

(a) issue a warning to the controller or processor that intended data processing is likely to infringe a
relevant provision;

(b) issueareprimandtothecontrollerorprocessorwheredataprocessingbythecontrollerorprocessor
has infringed a relevant provision;

(c) order the controller or processor to comply with a data subject’s request to exercise his or her
rights under a relevant provision;

(d) order the controller or processor to bring processing into compliance with a relevant provision, in
a specified manner and within a specified period;

(e) order the controller to communicate a personal data breach to data subjects;

(f) impose a temporary or definitive limitation, including a ban on processing;

(g) impose a restriction on processing by the controller or processor;

(h) order the suspension of data transfers to a recipient in a third country or to an international
organisation.

(2) Without prejudice to the generality of sections 124(2)(b) and 125(2)(b), the Commission may, for the
purposes of exercising a power specified in subsection (1), serve on the controller or processor
concernedanenforcementnotice requiring it to takesuchstepsas theCommissionconsidersnecessary
for those purposes.

Judicial remedy for infringement of relevant provision

128. (1) Subject to subsection (8), and without prejudice to any other remedy available to him or her,
including his or her right under section 119 to lodge a complaint, a data subject may, where he or she
considers that his or her rights under a relevant provision have been infringed as a result of the
processing of his or her personal data in a manner that fails to comply with a relevant provision, bring
an action (in this section referred to as a “data protection action”) against the controller or processor
concerned.

(2) A data protection action shall be deemed, for the purposes of every enactment and rule of law, to be
an action founded on tort.

(3) The Circuit Court shall, subject to subsections (5) and (6), concurrently with the High Court, have
jurisdiction to hear and determine data protection actions.

(4) The court hearing a data protection action shall have the power to grant to the plaintiff one or more
than one of the following reliefs:

(a) relief by way of injunction or declaration; or

(b) compensation for damage suffered by the plaintiff as a result of the infringement of a relevant
provision.
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(5) The compensation recoverable in a data protection action in the Circuit Court shall not exceed the
amount standing prescribed, for the time being by law, as the limit of that court’s jurisdiction in tort.

(6) The jurisdiction conferred on the Circuit Court by this section may be exercised by the judge of any
circuit in which—

(a) the controller or processor against whom the data protection action is taken has an establishment,
or

(b) the data subject has his or her habitual residence.

(7) The court hearing a data protection action that has beenbrought, in accordancewith section 120(1)(b),
on behalf of a data subject by a body, organisation or association towhich subsection (2)of that section
applies shall have the power to grant to the data subject on whose behalf the action is being brought
one or more of the following reliefs:

(a) relief by way of injunction or declaration; or

(b) compensation for damage suffered by the plaintiff as a result of the infringement of the relevant
enactment.

(8) A data subject may not bring a data protection action against a controller or processor that is a public
authority of another Member State acting in the exercise of its public powers.

(9) In this section—

“damage” includes material and non-material damage;

“injunction” means—

(a) an interim injunction,

(b) an interlocutory injunction, or

(c) an injunction of indefinite duration.

CHAPTER 4

Inspection, Audit and Enforcement

Authorised officers

129. (1) The Commission may appoint such and so many members of its staff, and such and so many
other suitably qualified persons, as it considers appropriate to be authorised officers for the purposes
of this Act.

(2) A person appointed under subsection (1) shall, on his or her appointment, be furnished by the
Commission with a certificate of his or her appointment and, when exercising a power conferred by
this Act shall, on request by any person thereby affected, produce such certificate together with a
form of personal identification to that person for inspection.

(3) A person who, immediately before the commencement of this section, was an authorised officer
under section 24 of the Act of 1988 shall—

(a) for the unexpired period of his or her term of appointment under that section, and
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(b) subject to the same terms and conditions as applied to that appointment,

be deemed to be an authorised officer appointed under subsection (1), and accordingly paragraph
(a) of subsection (4) shall apply in respect of that authorised officer.

(4) An appointment shall cease—

(a) if the Commission revokes, in writing, the appointment,

(b) in the case of a person who at the time of his or her appointment was a member of staff of the
Commission, upon the person ceasing to be such a member of staff, or

(c) in the case of an appointment for a fixed period, upon the expiry of that period.

(5) In this section, “suitably qualified person” means a person other than a member of staff of the
Commission who, in the opinion of the Commission, has the expertise and experience necessary to
perform the functions conferred on an authorised officer by this Act.

Powers of authorised officers

130. (1) For the purposes of this Act, a relevant enactment or a relevant provision, an authorised officer
may—

(a) subject to subsection (6), enter, at any reasonable time, any place—

(i) where any activity connected with the processing of personal data takes place,

(ii) where the authorised officer has reasonable grounds for believing any activity connected with
the processing of personal data takes place, or

(iii) at which the authorised officer has reasonable grounds for believing documents, records,
statements or other information relating to the processing of personal data is being kept,

(b) search and inspect the place and any documents, records, statements or other information found
there,

(c) require any person at the place, being a controller or processor, or an employee or agent of either
of them, to produce to him or her any documents or records relating to the processing of personal
data which are in that person’s power or control and, in the case of information in a non-legible
form, to reproduce it in a legible form, and to give to the authorised officer such information as
he or she may reasonably require in relation to any entries in such documents or records,

(d) secure for later inspection—

(i) anydocumentsor records soprovidedor foundandanydata equipment, includingany computer,
in which those records may be held, or

(ii) any such place, or part thereof, in which—

(I) documents, records, statements or data equipment are kept, or

(II) there are reasonable grounds for believing that such documents, records, statements or
data equipment are kept,

for such period as the authorised officer may reasonably consider necessary for the purposes of
the performance of his or her functions or the functions of the Commission under this Act, a
relevant enactment or a relevant provision,
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(e) inspect and take extracts from or make copies of any such documents or records (including, in the
case of information in a non-legible form, a copy of or extract from such information in a
permanent legible form),

(f) remove and retain such documents or records for such period as the authorised officer reasonably
considers necessary for the purposes of the performance of his or her functions or the functions
of the Commission under this Act, a relevant enactment or a relevant provision, or require any
person referred to in paragraph (c) to retain and maintain such documents or records for such
period of time, as the authorised officer reasonably considers necessary for those purposes,

(g) if a person who is required under paragraph (c) to provide a particular record is unable to provide
it, require the person to state, to the best of that person’s knowledge and belief, where the record
is located or from whom it may be obtained, and

(h) require any person referred to in paragraph (c) to give to the authorised officer any information
relating to the processing of personal data that the officermay reasonably require for the purposes
of the performance of his or her functions or the functions of the Commission under this Act, a
relevant enactment or a relevant provision and to afford the officer all reasonable assistance in
relation thereto.

(2) An authorised officer may, in the performance of his or her functions under this Act, a relevant
enactment or a relevant provision—

(a) operate any data equipment, including any computer, or cause any such data equipment or
computer to be operated by a person accompanying the authorised officer, and

(b) require any person who appears to the authorised officer to be in a position to facilitate access to
the documents or records stored in any data equipment or computer or which can be accessed by
the use of that data equipment or computer to give the authorised officer all reasonable assistance
in relation to the operation of the data equipment or computer or access to the records stored in
it, including by—

(i) providing the documents or records to the authorised officer in a form in which they can be
taken and in which they are, or can be made, legible and comprehensible,

(ii) giving to the authorised officer any password necessary to make the documents or records
concerned legible and comprehensible, or

(iii) otherwise enabling the authorised officer to examine the documents or records in a form in
which they are legible and comprehensible.

(3)Whenperforminga functionunder thisAct, a relevant enactmentor a relevantprovision, anauthorised
officer may, subject to any warrant under section 131, be accompanied by such and so many other
authorised officers or members of the Garda Síochána as he or she considers appropriate.

(4) An authorised officer may require a person to provide him or her with his or her name and address
where the authorised officer has reasonable grounds for requiring such information for the purpose
of applying for a warrant under section 131.

(5) Where an authorised officer in the performance of his or her functions or the functions of the
Commission under this Act, a relevant enactment or a relevant provision is prevented from entering
any place, he or she maymake an application under section 131 for a warrant to authorise such entry.

(6) An authorised officer shall not enter a dwelling, other than—

(a) with the consent of the occupier, or
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(b) in accordance with a warrant under section 131.

(7) A person shall be guilty of an offence if he or she—

(a) obstructs, impedes or assaults an authorised officer in the performance of his or her functions
under this Act, a relevant enactment or a relevant provision,

(b) fails or refuses to comply with a requirement of an authorised officer under this section,

(c) alters, suppresses or destroys any documents, records, statements or other information which the
person concernedhas been required by an authorised officer to produce, ormay reasonably expect
to be so required to produce,

(d) in purported compliance with a requirement under this section, gives to an authorised officer
information, documents or records which the person knows to be false or misleading in a material
respect,

(e) falsely represents himself or herself to be an authorised officer, or

(f) procures or attempts to procure any action referred to in paragraphs (a) to (e).

(8) A person guilty of an offence under subsection (7) shall be liable—

(a) on summary conviction, to a class A fine or imprisonment for a term not exceeding 12 months or
both, or

(b) on conviction on indictment, to a fine not exceeding €250,000 or imprisonment for a term not
exceeding 5 years or both.

(9) A statement or admission made by a person pursuant to a requirement under subsection (1) or (2)
shall not be admissible in evidence in proceedings for an offence (other than an offence under para-
graph (b) of subsection (7)) brought against the person.

(10) In this section and section 131, “place” includes—

(a) a dwelling or a part thereof,

(b) a building or a part thereof,

(c) any other premises or part thereof, and

(d) a vehicle, vessel, aircraft or any other means of transport.

Search warrants

131. (1) If a judge of the District Court is satisfied on the sworn information of an authorised officer that
there are reasonable grounds for suspecting that information required by an authorised officer for
the purpose of performing his or her functions under this Part is held at any place, the judgemay issue
a warrant authorising him or her, accompanied if the officer considers it necessary by such other
person or amember of the Garda Síochána, at any time or times from the date of issue of the warrant,
on production, if so required, of the warrant, to enter, if need be by reasonable force, the place and
exercise all or any of the powers conferred on an authorised officer under section 130.

(2) The period of validity of a warrant shall be 28 days from its date of issue, but that period of validity
may be extended in accordance with subsections (3) and (4).
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(3)Theauthorisedofficermay,duringtheperiodofvalidityofawarrant (includingsuchperiodaspreviously
extended under subsection (4)), apply to a judge of the District Court for an order extending the period
of validity of the warrant and such an application shall be grounded upon information on oath laid by
the authorised officer stating, by reference to the purpose or purposes for which the warrant was
issued, the reasons why the authorised officer considers the extension to be necessary.

(4) If, on the making of an application under subsection (3), the judge of the District Court is satisfied that
there are reasonable grounds for believing, having regard to that information so laid, that further
time is needed so that the purpose or purposes for which the warrant was issued can be fulfilled, the
judge may make an order extending the period of validity of the warrant by such period as, in the
opinion of the judge, is appropriate and just; and where such an order is made, the judge shall cause
the warrant to be suitably endorsed to indicate its extended period of validity.

(5) Nothing in subsections (1) to (4) prevents a judge of the District Court from issuing, on the making of
a new application under subsection (1), a further search warrant under this section in relation to the
same place.

Information notice

132. (1) The Commission or an authorised officer may, by notice in writing (referred to in this Act as an
“informationnotice”) servedonacontroller orprocessor, require the controller orprocessor to furnish,
in writing, within such period as may be specified in the notice and, if applicable, in the format or
manner specified in the notice, such information in relation to matters specified in the notice as is
necessary or expedient for the performance by the Commission of its, or by the authorised officer of
his or her, functions under this Part.

(2) Subject to subsection (3)—

(a) an information notice shall include a statement informing the controller or processor concerned
of his entitlement under section 150(1) to appeal against the requirement specified in the notice,

(b) the period, referred to in subsection (1), specified in an information notice shall not be less than
28 days from the date on which the notice is served, and

(c) if an appeal is brought under section 150(1) against a requirement specified in an information
notice, the requirement need not be complied with and subsection (6) shall not apply in relation
to the requirement, pending the determination or withdrawal of the appeal.

(3) Where the Commission or authorised officer—

(a) by reason of special circumstances, is of the opinion that a requirement specified in an information
notice should be complied with urgently, and

(b) includes a statement to that effect in the information notice,

subsection (2) shall not apply in relation to the notice, but the notice—

(i) shall include a statement of the effect of subsections (3) and (4) of section 150, and

(ii) shall not require compliancewith the requirement before the end of the period of 7 days beginning
on the date on which the notice is served.

(4) (a) Nothing in this section shall be taken to compel a controller or processor, in complying with an
information notice, to furnish information that would be exempt from production in proceedings
in a court on the ground of legal professional privilege.
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(b) A document furnished in compliancewith an information notice shall not be admissible in evidence
in proceedings for an offence (other than an offence under this section) brought against any person
who furnishes or concurs in the furnishing of the document.

(5) The controller or processor concerned shall inform the Commission of any documents, records,
statements or other information withheld by it under subsection (4)(a).

(6) A controller or processor that without reasonable excuse fails to comply with a requirement specified
in an information notice or that, in purported compliance with such a requirement, gives to the
Commission or an authorised officer information which the controller or processor knows to be false
or misleading in a material respect, shall be guilty of an offence and shall be liable—

(a) on summary conviction, to a class A fine or imprisonment for a term not exceeding 12 months or
both, or

(b) on conviction on indictment, to a fine not exceeding €250,000 or imprisonment for a term not
exceeding 5 years or both.

(7) (a) An information notice may be cancelled—

(i) where it has been issued by the Commission, by the Commission, and

(ii) where it has been issued by an authorised officer, by the Commission or that authorised officer.

(b) A person who cancels an information notice under paragraph (a) shall notify in writing the
controller or processor on which the notice was served.

Enforcement notice

133. (1) In this Part, “enforcement notice”means a notice in writing served in accordancewith subsection
(2), subsection (3) or section 109(5)(d), 115(2), 122(4)(d) or 127(2), on a controller or processor,
requiring the controller or processor to take such steps as are specified in the notice, within such time
as may be so specified.

(2) Notwithstanding anything contained in Chapter 2, the Commission or an authorised officer, where of
the opinion that a controller or processor has contravened or is contravening a relevant enactment,
may serve on the controller or processor an enforcement notice requiring the controller or processor
to take one or more than one of the steps specified in section 109(5)(d).

(3) Notwithstanding anything contained in Chapter 3, the Commission or an authorised officer, where of
the opinion that a controller or processor has contravened or is contravening a relevant provision,
may serve on the controller or processor an enforcement notice requiring the controller or processor
to take one or more than one of the steps specified in section 122(4)(d).

(4) An enforcement notice shall include a statement informing the controller or processor concerned of
its entitlement under section 150(1) to appeal against a requirement specified in the notice.

(5)Where an enforcement notice is servedunder section 109(5)(d),122(4)(d), subsection (2)or subsection
(3)—

(a) the notice shall specify the relevant enactment or relevant provision, as applicable, that in the
opinionof theCommissionor,whereapplicable,authorisedofficer,hasbeenor isbeingcontravened
and the reasons for having formed that opinion, and

(b) subject to subsection (6)—
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(i) the period, referred to in subsection (1), specified in an enforcement notice shall be not less
than 28 days from the date on which the notice is served, and

(ii) if an appeal is brought under section 150(1) against a requirement specified in the notice, the
requirement need not be complied with and, pending the determination or withdrawal of the
appeal, subsections (9) and (10) shall not apply in relation to the requirement.

(6) Where the Commission or authorised officer—

(a) by reasonof special circumstances, is of the opinion that a requirement specified in an enforcement
notice referred to in subsection (5) should be complied with urgently, and

(b) includes a statement to that effect in the enforcement notice,

subsection (5)(b) shall not apply in relation to the notice, but the notice—

(i) shall include a statement of the effect of subsections (3) and (4) of section 150, and

(ii) shall not require compliancewith the requirement before the end of the period of 7 days beginning
on the date on which the notice is served.

(7) (a) Subject to paragraph (b), a controller or processor, having complied with an enforcement notice,
shall, as soon as may be and in any event not more than 28 days after such compliance, notify the
following of the steps taken to comply with the enforcement notice:

(i) the Commission or the authorised officer concerned;

(ii) any data subject concerned.

(b) Where the compliance with an enforcement notice has involved the rectification or erasure of
personal data or the restriction of processing, the controller and processor shall, in complying with
paragraph (a), in addition—

(i) notify any recipient to whom the data have been disclosed, or

(ii)where compliancewith subparagraph (i)proves impossibleor involves adisproportionateeffort,
and where the data subject so requests, notify the data subject of the recipients or the
categories of recipients.

(8) (a) An enforcement notice may be cancelled—

(i) where it has been issued by the Commission, by the Commission, and

(ii) where it has been issued by an authorised officer, by the Commission or that authorised officer.

(b) A person who cancels an enforcement notice under paragraph (a) shall notify in writing the
controller or processor on which the notice was served.

(9) (a) The Commissionmay, subject to Chapter 6, decide to impose an administrative fine on a controller
or processor that, without reasonable excuse, fails to comply with a requirement specified in an
enforcement notice served on the controller or processor under section 109(5)(d), 115(2) or
subsection (2).

(b) The Commission, as soon as practicable after making its decision under paragraph (a), shall give
the controller or processor concerned a notice in writing informing it of the decision.

(10) A controller or processor that, without reasonable excuse, fails to comply with—
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(a) a requirement specified in an enforcement notice, or

(b) subsection (7),

shall be guilty of an offence and shall be liable—

(i) on summary conviction, to a class A fine or imprisonment for a term not exceeding 12 months or
both, or

(ii) on conviction on indictment, to a fine not exceeding €250,000 or imprisonment for a term not
exceeding 5 years or both.

Circumstances in which application may be made to the High Court for suspension or restriction of
processing of data

134. (1) Without prejudice to Articles 58(2) and 66 of the Data Protection Regulation and subsection (4),
the Commission, where it considers that there is an urgent need to act in order to protect the rights
and freedoms of data subjects under a relevant enactment, until steps or further steps are taken
under the relevant enactment, may, on notice to the controller or processor concerned, make an
application in a summary manner to the High Court for an order under subsection (2).

(2) The High Court may determine an application under subsection (1) by—

(a) making any order that it considers appropriate, including an order suspending, restricting or
prohibiting—

(i) the processing by the controller or processor of the personal data concerned, or

(ii) the transfer by the controller or processor of such data to a recipient in a third country or to
an international organisation,

for such period, or until the occurrence of such event, as is specified in the order, and

(b) giving to the Commission any other direction that the High Court considers appropriate.

(3) The Commission shall, on complying with a direction of the High Court under subsection (2)(b), give
notice in writing to the controller or processor concerned of the Commission’s compliance with the
direction.

(4) Where the Commission considers that the immediate suspension, restriction or prohibition of the
processing of personal data or the transfer of such data to a recipient in a third country or to an
international organisation is necessary in order to protect the rights and freedoms of data subjects
under a relevant enactment, it may apply in a summary manner exparte to the High Court for an
interim order under subsection (6).

(5) An application under subsection (4) shall be grounded on an affidavit sworn by or on behalf of the
Commission.

(6) (a) The High Court may, on an application under subsection (4), where, having regard to the circum-
stances of the case, the Court considers it necessary to do so for the protection of the rights and
freedoms of data subjects, make an interim order suspending, restricting or prohibiting—

(i) the processing by the controller or processor of the personal data concerned, or

(ii) the transfer by the controller or processor of such data to a recipient in a third country or to
an international organisation.
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(b) Without prejudice to subsection (7), where an interim order is made under this subsection, the
Commission shall, as soon as is practicable, serve a copy of the order and of the affidavit referred
to in subsection (5) on the controller or processor concerned.

(c) An interim order under this subsection shall have effect for such period, not exceeding 7 working
days, as is specified in the order, and shall cease to have effect on the determination by the High
Court of an application under subsection (1).

(7) (a) An interim order under subsection (6) shall take effect on notification of its making being given to
the controller or processor.

(b) Oral communication to the controller or processor by or on behalf of the Commission of the fact
that an interim order has been made, together with production of a copy of such order, shall,
without prejudice to any other form of notification, be taken to be sufficient notification to the
controller or processor concerned of the making of the order.

(8) The Commission shall communicate the details of an order made by the High Court under this section
to the—

(a) European Commission,

(b) European Data Protection Board, and

(c) other supervisory authorities concerned.

Power to require report

135. (1) The Commission may, for the purposes of proper and effective monitoring of the application of
a relevant enactment, and having regard to the matters set out in subsection (3), by notice in writing
given to a controller or processor, require the controller or processor to provide to the Commission,
in accordance with such notice, a report on any matter specified in the notice about which the
Commission has required or could require the provision of information, or the production of any
statement, record or document under any provision of a relevant enactment.

(2) A notice under subsection (1) shall be in writing and shall state—

(a) the date on which the notice is given,

(b) the period within which the controller or processor shall nominate a person to the Commission
for approval under subsection (4),

(c) the purpose, scope and form of the report,

(d) the matters required to be reported on,

(e) the timetable for completion of the report,

(f) whether the report is to include recommendations in relation to the improved compliance by the
controller or processor with a relevant enactment,

(g) where appropriate, the methodology to be used in preparation of the report, and

(h) such other matters relating to the report as the Commission considers appropriate.

(3) Before giving a notice under this section, the Commission, taking account of the purpose for which
the report is required, shall have regard to at least the following matters—

[2018.]Data Protection Act 2018[No. 7.]PART 6 S. 134

113



(a) whether any other powers that may be exercised by the Commission may be more appropriate in
the circumstances concerned,

(b) the relevant knowledge and expertise available to the controller or processor, and

(c) the level of resources available to the controller or processor and the likely benefit to the controller
or processor of providing the report.

(4) A report required to be provided to the Commission under this section shall be prepared by a person
(referred to as the “reviewer”)—

(a) nominated by the controller or processor, within such period as is specified in the notice given
under subsection (1), and approved by the Commission, or

(b) nominated by the Commission, where—

(i) no person is nominated by the controller or processor within the period specified in the notice
under subsection (1), or

(ii) the Commission is not satisfied with the person so nominated.

(5) When considering whether to approve a nomination under subsection (4)(a) or make a nomination
under subsection (4)(b), the Commission shall have regard to the circumstances giving rise to the
requirement for a report and whether the person it proposes to so approve or nominate as reviewer
appears to have—

(a) the competence and expertise necessary to prepare the report,

(b) the ability to complete the report within the period specified by the Commission in the notice
given under subsection (1),

(c) any relevant specialised knowledge, including specialised knowledge of the data processing activ-
ities carried on by the controller or processor and the matters to be reported on,

(d) any potential conflict of interest in reviewing the matters to be reported on,

(e) sufficient detachment, having regard to any existing professional or commercial relationship, to
give an objective opinion, and

(f) any previous experience in preparing reports under this section or reports of a similar nature.

(6) Where the Commission approves a nomination under subsection (4)(a) or makes a nomination under
subsection (4)(b), it shall notify the controller or processor, in writing, accordingly.

(7) Where the nomination of a reviewer is approved or made by the Commission under subsection (4),
the controller or processor shall enter into a contract with the reviewer.

(8) It shall be a term of the contract referred to in subsection (7)—

(a) that the reviewer is required to prepare for the controller or processor a report in accordance with
the notice given under subsection (1),

(b) that the reviewer is required and permitted to provide to the Commission the following where the
Commission so requests:

(i) periodic updates on progress and issues arising;

(ii) interim reports; and
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(iii) copies of any draft reports given to the controller or processor,

and

(c) that the contract is governed by the law of the State.

(9) If the Commission considers it appropriate, it may request the controller or processor to provide the
Commission with a copy of the draft contract before it is made and the Commission may require such
modifications to the draft contract as it considers appropriate.

(10) The costs of and incidental to the preparation of a report under this section shall be borne by the
controller or processor.

(11) A controller or processor shall give all such assistance to a reviewer as he or she may reasonably
require for the purposes of the preparation of a report under this section.

(12) A reviewer shall, where requested by the Commission, in such form and within such period as the
Commission may specify, provide an explanation of all or any part of a report under this section or
the recommendations, if any, made in the report, or of such other matters relating to the report as
the Commission considers appropriate.

(13) The Commission shall not be bound by the content of a report under this section and such a report
shall not be taken to be a decision or opinion of the Commission for any purpose.

(14) The Commission shall not be liable for any acts or omissions of a reviewer or controller or processor
relating to a report under this section.

(15) A person who—

(a) obstructs or impedes a reviewer in the preparation of a report under this section,

(b) in relation to the preparation of a report under this section, gives information to a reviewer that
the person knows to be false or misleading in a material respect, or

(c) is a reviewer and in relation to the preparation of a report under this section gives information to
the Commission which the reviewer knows to be false or misleading in a material respect,

shall be guilty of an offence and shall be liable—

(i) on summary conviction, to a class A fine or imprisonment for a term not exceeding 12 months or
both, or

(ii) on conviction on indictment, to a fine not exceeding €250,000 or imprisonment for a term not
exceeding 5 years or both.

Data Protection Audit

136. (1) Where Part 5 applies to a controller or processor, the Commission may carry out or cause to be
carried out such examination in the form of an audit as it considers appropriate in order to determine
whether the practices and procedures of the controller or processor are in compliance with that Part
and regulations made under it.

(2) The Commission may, for the purposes of an audit under subsection (1) or a data protection audit,
require the controller or processor concerned to produce any documents, records, statements or
other information within that person’s possession or control, or within that person’s procurement,
that are relevant to or required for the conduct of the audit.
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(3) Before commencing an audit under subsection (1), or a data protection audit, the Commission shall
give the controller or processor concerned notice of its proposal to conduct such an audit, which
notice shall—

(a) specify the matters to which the proposed audit will relate, and

(b) specify the date, which shall be not earlier than 7 days from the date on which the notice is given
on which the audit will be commenced.

(4) In this section, “data protection audit” means a data protection audit conducted for the purpose of
Article 58(1)(b) of the Data Protection Regulation.

CHAPTER 5

Investigations

Investigations

137. (1) The Commissionmay, for the purposes of an inquiry referred to in section 110(1) or 123(1), cause
such investigation as it thinks fit to be carried out.

(2) The Commission may, for the purposes of subsection (1), direct one or more authorised officers—

(a) to carry out the investigation, and

(b) to submit to the Commission an investigation report following the completion of the investigation.

(3) The Commission may define the scope and terms of the investigation to be carried out, whether as
respects the matters or the period to which it is to extend or otherwise, and may, in particular, limit
the investigation to matters connected with particular circumstances.

(4) Where more than one authorised officer has been directed to carry out an investigation, the investig-
ation report shall beprepared jointlyby theauthorisedofficers sodirectedand this sectionand sections
138 to 140 shall, with all necessary modifications, be construed accordingly.

(5) As soon as is practicable after being appointed to carry out an investigation, the authorised officer
shall—

(a) give the controller or processor concerned notice in writing—

(i) where the examination concerned is being carried out in respect of a complaint within the
meaning of Chapter 2 or 3, setting out the particulars of the complaint concerned, or

(ii) where the examination is being carried out of the Commission’s own volition, setting out the
matters to which the investigation relates,

and

(b) afford to the controller or processor an opportunity to respond to the notice under paragraph (a)
within 7 days from the date on which the notice was given (or such further period not exceeding
28 days as the authorised officer allows).
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Conduct of investigation under section 137

138. (1) An authorised officer who has been directed under section 137(2) to carry out an investigation
may, for the purposes of the investigation—

(a) require a person, being a controller or processor, or an employee or agent of such controller or
processor, who, in the authorised officer’s opinion—

(i) possesses information that is relevant to the investigation, or

(ii) has any record or document within the person’s possession or control or within the person’s
procurement that are relevant to the investigation,

to provide that record or document, as the case may be, to the authorised officer, and

(b) where the authorised officer thinks fit, require that person to attend before him or her for the
purpose of so providing that information, record or document, as the case may be,

and the person shall comply with the requirement.

(2) A requirement under subsection (1) shall specify—

(a) a period within which, or a date and time on which, the person the subject of the requirement is
to comply with the requirement, and

(b) as the authorised officer concerned thinks fit—

(i) the place at which the person shall attend to give the information concerned or to which the
person shall deliver the record or document concerned, or

(ii) the place to which the person shall send the information, record or document concerned.

(3) A person required to attend before an authorised officer under subsection (2)—

(a) is also required to answer fully and truthfully any question put by the authorised officer, and

(b) if so required by the authorised officer, shall answer any such question under oath.

(4)Where it appears to an authorised officer that a person has failed or is failing to comply or fully comply
with a requirement under subsection (2) or (3), the authorised officer may, on notice to the person
and with the consent of the Commission, apply in a summary manner to the Circuit Court for an order
under subsection (5).

(5) The Circuit Court, on hearing an application under subsection (4), where satisfied that the person
concerned has failed or is failing to comply or fully comply with the requirement concerned, may—

(a) make an order requiring the person, within such period as the Court may specify, to comply or
fully comply, as the case may be, with the requirement, or

(b) substitute a different requirement for the requirement concerned.

(6) The administration of an oath referred to in subsection (3)(b) by an authorised officer is hereby
authorised.

(7) A person the subject of a requirement under subsection (1) or (3) shall be entitled to the same
immunities and privileges in respect of compliance with such requirement as if the person were a
witness before the High Court.
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(8) Any statement or admission made by a person pursuant to a requirement under subsection (1) or (3)
shall not be admissible in evidence in proceedings for an offence (other than an offence under
subsection (12)) brought against the person, and this shall be explained to the person in ordinary
language by the authorised officer concerned.

(9) Nothing in this section shall be taken to compel the production by any person of statements, records
or other documents or other information which would be exempt from production in proceedings in
a court on the ground of legal professional privilege.

(10) For the purposes of an investigation, an authorised officer may, if he or she thinks it proper to do
so, of his or her own volition conduct an oral hearing.

(11) Schedule 3 shall have effect for the purposes of an oral hearing referred to in subsection (10).

(12) Subject to subsection (9), a person who—

(a) withholds, destroys, conceals or refuses to provide any information or statements, records or other
documents required for the purposes of an investigation,

(b) fails or refuses to comply with any requirement of an authorised officer under this section,

(c) in purported compliance with a requirement under this section, gives to an authorised officer
information, documents or records which the person knows to be false or misleading in a material
respect, or

(d) otherwise obstructs or hinders an authorised officer in the performance of functions under this
Act,

shall be guilty of an offence and shall be liable—

(i) on summary conviction, to a class A fine or imprisonment for a term not exceeding 12 months or
both, or

(ii) on conviction on indictment, to a fine not exceeding €250,000 or imprisonment for a term not
exceeding 5 years or both.

(13) In this section, a reference to a document or record includes a reference to copies of such document
or record.

(14) The powers conferred under this section on an authorised officer to whom subsection (1) applies
are in addition to the powers conferred on such an authorised officer under Chapter 4.

Investigation report

139. (1) Where an authorised officer has completed an investigation, he or she shall, as soon as is prac-
ticable after having considered, in so far as they are relevant to the investigation—

(a) any information, records or other documents provided to him or her,

(b) any statement or admission made by any person,

(c) any submissions made, and

(d) any evidence presented (whether at an oral hearing or otherwise),

prepare a draft, in writing, of the investigation report (“draft investigation report”) and give, or cause
to be given, to the controller or processor to which the investigation relates—
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(i) a copy of the draft investigation report, and

(ii) a notice in writing stating that the controller or processor concerned may, not later than 28 days
from the date on which the notice was served on it (or such further period not exceeding 28 days
as the authorised officer allows), make submissions in writing to the authorised officer on the
content of the draft investigation report.

(2) An authorised officer shall—

(a) as soon as is practicable after the expiration of the period referred to in subsection (1)(ii), and

(b) having—

(i) considered the submissions (if any) made in accordance with subsection (1)(ii), and

(ii) made any revisions to the draft investigation report which, in the opinion of the authorised
officer, are warranted following such consideration,

prepare the investigation report and submit it to the Commission with any such submissions annexed
to it.

(3) An investigation report and a draft investigation report under this section shall be in writing and shall
state—

(a) whether the authorised officer—

(i) is satisfied that an infringement of a relevant provision or, as the case may be, a relevant
enactment by the controller or processor to which the investigation relates has occurred or is
occurring, or

(ii) is not so satisfied,

(b) where paragraph (a)(i) applies, the grounds on which the authorised officer is so satisfied, and

(c) where paragraph (a)(ii) applies—

(i) the basis on which the authorised officer is not so satisfied, and

(ii) the authorised officer’s opinion, in view of such basis, on whether or not a further investigation
of the controller or processor is warranted and, if warranted, the authorised officer’s opinion
on the principal matters to which the further investigation should relate.

(4) Where an investigation report or a draft investigation report contains a statement referred to in
subsection (3)(a)(i), theauthorisedofficer shall notmakeany recommendation, or express anyopinion,
in such report as to the corrective power under Chapter 2 or 3, as applicable, that he or she considers
ought to be exercised in respect of the controller or processor in respect of such infringement in the
event that the Commission is also satisfied that an infringement has occurred or is occurring.

Commission to consider investigation report

140. (1) TheCommission, on receipt under section139(2)of an investigation report, shall, for thepurposes
of the inquiry concerned, consider the report and any submissions annexed to it.

(2) Where the Commission, in considering the documents referred to in subsection (1), forms the view
that further information is required for the purpose of enabling it to make a decision under section
111, 112, 124 or 125, or a draft decision under section 113, as the case may be, it may, as it considers
appropriate, do one or more than one of the following:
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(a) conduct an oral hearing;

(b) give the controller or processor to which the investigation concerned relates—

(i) a copy of the investigation report, and

(ii) a notice in writing stating that the controller or processor concerned may, within 21 days from
the date on which the notice was served on it (or such further period not exceeding 21 days as
the Commission allows), make submissions in writing to the Commission in relation to such
matters as the Commission may specify in the notice;

or

(c) direct an authorised officer to conduct such further investigation into such matters as the
Commission considers necessary having regard to the investigation report and submissions (if any)
annexed to it.

(3) Schedule 3 shall, with any necessary modification, have effect for the purposes of an oral hearing
referred to in subsection (2)(a).

(4) Sections 138 and 139 and this section shall apply to a further investigation conducted in compliance
with a direction under subsection (2)(c), as if the reference to an authorised officer in those sections
was a reference to an authorised officer directed under subsection (2)(c) to conduct the further
investigation.

CHAPTER 6

Administrative Fines

Power of Commission to decide to impose administrative fine: General

141. (1) The Commission, in considering—

(a) whether to make a decision to impose an administrative fine, and

(b) where applicable, the amount of such a fine,

shall act in accordance with this section and Article 83.

(2) Where a controller to whom section 111(2)(b), 112(2)(b) or 133(9) applies is a controller by virtue of
his or her being the subject of a designation under subsection (1) or (2) of section 3, a decision by the
Commission to impose an administrative fine in respect of the infringement or failure concerned shall
be a decision to impose an administrative fine on the appropriate authority that, or, as the case may
be, the Minister who, made the designation, and not on the controller.

(3) Where subsection (2) applies, a reference in sections 115(1)(a), 133(9)(b) and this Chapter to a
controller shall be construed as a reference to the appropriate authority or Minister concerned.

(4) Where the Commission decides to impose an administrative fine on a controller or processor that—

(a) is a public authority or a public body, but

(b) is not a public authority or a public body that acts as an undertaking within the meaning of the
Competition Act 2002,

the amount of the administrative fine concerned shall not exceed €1,000,000.
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(5) The Commission, as soon as practicable after—

(a) a decision to impose an administrative fine is confirmed under section 142(3)(a) or 143(2), or

(b) the court decides, under section 142(3)(b), to impose a different fine,

shall give thecontrollerorprocessor concernedanotice inwriting, requiring thecontrollerorprocessor
to pay the amount of the fine concerned to the Commission within the period of 28 days commencing
on the date of the notice.

(6) A controller or processor shall comply with a requirement referred to in subsection (5).

(7) All payments received by the Commission under this section shall be paid into or disposed of for the
benefit of the Exchequer in such manner as the Minister for Finance may direct.

(8) In this section and section 142, a reference to a decision to impose an administrative fine shall be
construed as a reference to a decision by the Commission, under section 111, 112, 113 or 133 (9), to
impose such a fine.

Appeal against administrative fine

142. (1) Without prejudice to section 150, a controller or processor that is the subject of a decision under
section 111, 112, 113 or 133(9) to impose an administrative fine may, within 28 days from the date
on which notice of the decision concerned was given to it under section 116 or, as the case may be,
section 133(9)(b) appeal to the court against the decision.

(2) The court, onhearing an appeal under subsection (1),may consider any evidence adducedor argument
made by the controller or processor concerned, whether or not already adduced or made to an
authorised officer or the Commission.

(3) Subject to subsections (4) and (5), the court may, on the hearing of an appeal under subsection (1)—

(a) confirm the decision the subject of the appeal,

(b) replace the decisionwith such other decision as the court considers just and appropriate, including
a decision to impose a different fine or no fine, or

(c) annul the decision.

(4) The court shall, for the purposes of subsection (3), act in accordance with Article 83.

(5) Where the decision the subject of the appeal is one to which section 141(4) applies, and the court
decides under subsection (3)(b) to impose a different fine, the amount of the fine imposed by the
court shall not exceed €1,000,000.

(6) In this section, “court” means—

(a) the Circuit Court, where the amount of the administrative fine the subject of the appeal does not
exceed €75,000, or

(b) in any other case, the High Court.

Circuit Court to confirm decision to impose administrative fine

143. (1) Where a controller or processor does not appeal in accordance with section 142(1) against a
decision by the Commission to impose an administrative fine on the controller or processor, the
Commission shall, as soon as is practicable after the expiration of the period referred to in that
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subsection, and on notice to the controller or processor concerned,make an application in a summary
manner to the Circuit Court for confirmation of the decision.

(2) The Circuit Court shall, on the hearing of an application under subsection (1), confirm the decision the
subject of the application unless the Court sees good reason not to do so.

CHAPTER 7

Offences

Unauthorised disclosure by processor

144. (1) Personal data processed by a processor shall not be disclosed by the processor or by an employee
or agent of the processor, without the prior authority of the controller on behalf of whom the data
are processed.

(2) A personwho knowingly or recklessly contravenes subsection (1) shall be guilty of an offence and shall
be liable—

(a) on summary conviction, to a class A fine or imprisonment for a term not exceeding 12 months or
both, or

(b) on conviction on indictment, to a fine not exceeding €50,000 or imprisonment for a term not
exceeding 5 years or both.

(3) Subsection (1) does not apply to a person who shows that the disclosing concerned was required or
authorised by or under any enactment, rule of law or order of a court.

Disclosure of personal data obtained without authority

145. (1) A person who, without the prior authority of the controller or processor—

(a) obtains personal data, and

(b) discloses the data or information to another person,

shall be guilty of an offence and shall be liable—

(i) on summary conviction, to a class A fine or imprisonment for a term not exceeding 12 months or
both, or

(ii) on conviction on indictment, to a fine not exceeding €50,000 or imprisonment for a term not
exceeding 5 years or both.

(2) Subsection (1) does not apply to a person who shows that the disclosing was required or authorised
by or under any enactment, rule of law or order of a court.

(3) A person who sells personal data that were disclosed to the person in contravention of subsection (1)
shall be guilty of an offence and shall be liable—

(a) on summary conviction, to a class A fine or imprisonment for a term not exceeding 12 months or
both, or

(b) on conviction on indictment, to a fine not exceeding €50,000 or imprisonment for a term not
exceeding 5 years or both.

[2018.]Data Protection Act 2018[No. 7.]PART 6 S. 143

122



(4) A person who offers to sell personal data obtained without the prior authority of the controller or
processor shall be guilty of an offence and shall be liable—

(a) on summary conviction, to a class A fine or imprisonment for a term not exceeding 12 months or
both, or

(b) on conviction on indictment, to a fine not exceeding €50,000 or imprisonment for a term not
exceeding 5 years or both.

Offences by directors, etc., of bodies corporate

146. Where an offence under this Act is committed by a body corporate and is proved to have been
committed with the consent or connivance of, or to be attributable to any neglect on the part of, a
person being a director, manager, secretary or other officer of the body corporate or a person who
was purporting to act in any such capacity, that person, as well as the body corporate, shall be guilty
of that offence and shall be liable to be proceeded against and punished as if he or she were guilty of
the first-mentioned offence.

Prosecution of summary offences by Commission

147. (1) Summary proceedings for an offence under this Act may be brought and prosecuted by the
Commission.

(2) Notwithstanding section 10(4) of the Petty Sessions (Ireland) Act 1851, summary proceedings for an
offence under this Act may be brought—

(a) at any timewithin 3 years from the date onwhich the offencewas alleged to have been committed,
or

(b) if, at the expiry of that period, the person against whom the proceedings are to be brought is
outside the State, within 6 months of the date on which he or she next enters the State,

whichever is the later, provided that no such proceedings shall be commenced later than 5 years from
the date on which the offence concerned was alleged to have been committed.

(3) Where a person is convicted of an offence under this Act, the court may, where it is satisfied that
there are good reasons for so doing, order the person to pay the costs and expenses, measured by
the court, incurred by the Commission in relation to the investigation, detection and prosecution of
the offence, including the expenses of and incidental to an examination of any information provided
to the Commission or an authorised officer.

(4) An order for costs and expenses under subsection (3) is in addition to and not instead of any fine or
other penalty the court may impose.

CHAPTER 8

Miscellaneous

General provisions relating to complaints

148. (1) Subject to subsection (2), sections108and121 shall cease toapplywhere thecomplaint concerned
is withdrawn, or deemed to have been withdrawn, by the data subject concerned, or on behalf of the
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data subject by a body mandated by the data subject in accordance with Article 80(1) of the Data
Protection Regulation or section 120, as the case may be.

(2) Where subsection (1) applies, nothing in that subsection shall be construed as preventing the
Commission,where it is satisfied that there is good and sufficient reason for so doing, fromproceeding
or, as the case may be, continuing to examine, in accordance with Chapter 2 or 3, as applicable, the
subject matter of the complaint.

(3)Where it has reasonabledoubts concerning the identityof a complainant, theCommissionmay request
from the complainant or, where applicable, the supervisory authority with which the complaint was
lodged, such additional information as is necessary to confirm such identity.

Publication of convictions, sanctions, etc.

149. (1) The Commission shall publish particulars of any—

(a) conviction of a person for a contravention of this Act,

(b) exercise by it of its power—

(i) to impose an administrative fine, or

(ii) to order the suspension of data transfers to a recipient in a third country or to an international
organisation, under Article 58(2)(j),

or

(c) order of the Court under section 134.

(2) The publication under subsection (1) of the particulars referred to in that subsection shall be in such
form and manner and in respect of such period as the Commission thinks fit.

(3) The Commission may publish particulars, in such form and manner and in respect of such period as
it thinks fit, of the exercise by it of its corrective powers under Article 58(2) (other than those referred
to in subsection (1)) or section 127.

(4) Subject to subsection (5), the Commission may, if it considers it in the public interest to do so, publish
particulars of any report under section 135, report by the Commission of any investigation or audit
carried out, or other function performed, by it under the Data Protection Regulation or this Act, or
any matter relating to or arising in the course of such an investigation, audit or performance.

(5) The Commission shall ensure that the publication under subsection (4) of information referred to in
that subsection is done in such a manner that commercially sensitive information relating to a person
is not disclosed.

(6) The publication by the Commission of particulars of any report or matters referred to in subsection
(3) or (4) and any other report of the Commission shall, for the purposes of the law of defamation, be
absolutely privileged.

(7) In this section, “commercially sensitive information” means—

(a) financial, commercial, scientific, technical or other information the disclosure of which could
reasonably be expected to result in amaterial financial loss or gain to the person towhom it relates,
or could prejudice the competitive position of that person in the conduct of his or her business or
otherwise in his or her occupation, or
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(b) information the disclosure of which could prejudice the conduct or outcome of contractual or
other negotiations of the person to whom it relates.

Right to effective judicial remedy (Part 6)

150. (1) A controller or processor onwhich an information notice or enforcement notice or a notice under
section 135(1) is servedmay,within 28 days from the date onwhich the notice is served, appeal against
a requirement specified in the notice.

(2) The court, on hearing an appeal under subsection (1), shall—

(a) annul the requirement concerned,

(b) substitute a different requirement for the requirement concerned, or

(c) dismiss the appeal.

(3) This subsection applies to an appeal brought under subsection (1)—

(a) against a requirement specified in an information notice to which section 132(3) applies, or an
enforcement notice to which section 133(6) applies, and

(b) that is brought within the period specified in the notice concerned.

(4) Notwithstanding any provision of this Act, the court, on hearing an appeal to which subsection (3)
applies, may on application to it in that behalf, determine that non-compliance by the controller or
processor concerned with a requirement specified in the notice, during the period ending with the
determination or withdrawal of the appeal or during such other period as the court may determine,
shall not constitute an offence.

(5) A data subject or other person affected by a legally binding decision of the Commission under Chapter
2 or 3 may, within 28 days from the date on which notice of the decision is received by him or her,
appeal against the decision.

(6) The court, on hearing an appeal under subsection (5), shall—

(a) annul the decision concerned,

(b) substitute its own determination for the decision, or

(c) dismiss the appeal.

(7) Where the Commission, being the competent supervisory authority in respect of a complaint within
the meaning of Chapter 2 or 3, does not comply with section 108(2) or, as the case may be, section
121(2), the complainant concerned may apply to the court for an order under subsection (8)(a).

(8) The court, on hearing an application under subsection (7), shall—

(a) order the Commission to comply with the provision concerned, or

(b) dismiss the application.

(9) The Circuit Court shall, concurrently with the High Court, have jurisdiction to hear and determine
proceedings under this section.

(10) The jurisdiction conferred on the Circuit Court by this section shall be exercised by the judge for the
time being assigned to the circuit where—
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(a) in the case of an appeal under subsection (1), the controller or processor is established,

(b) in the case of an appeal under subsection (5), the data subject or other person resides or is estab-
lished, or

(c) in the case of an application under subsection (7), the data subject resides,

or, at the option of the controller, processor, data subject or person concerned, by a judge of the
Circuit Court for the time being assigned to the Dublin circuit.

(11) A decision of the Circuit Court or High Court, as the case may be, under this section shall be final
save that an appeal shall lie to the High Court or Court of Appeal, as the case may be, on a point of
law.

(12) For the purposes of this section, a “legally binding decision” means a decision—

F18[(a) underparagraph (a), (b)or (da)of section109(5)orparagraph (a), (b)or (da)of section122(4),]

F18[(b) under section 111(1)(a), 112(1), 113(2)(b) or (6)(aa), 114, 124(1)(a) or 125(1), or]

(c) to exercise a corrective power under Chapter 2 or 3.

Privileged legal material

151. (1) Where a controller or processor, when requested under this Part to produce information, or
provide access to it, refuses to do so on the grounds that the information contains privileged legal
material, the Commission or an authorised officer may, at any time within 28 days or such longer
period as the High Court may allow of the date of such refusal, apply to the High Court for a determ-
ination as to whether the information, or any part of the information, is privileged legal material
where—

(a) in relation to the information concerned—

(i) theCommissionor authorisedofficerhas reasonable grounds forbelieving that it is notprivileged
legal material, or

(ii) due to the manner or extent to which such information is presented together with any other
information, it is impossible or impractical to extract only such information,

and

(b) the Commission or authorised officer has reasonable grounds to suspect that the information
contains evidence relating to an infringement of a relevant enactment or a relevant provision.

(2) A controller or processor referred to in subsection (1) who refuses to produce information or provide
access to it on the grounds that the information contains privileged legal material shall preserve the
information and keep it in a safe and secure place and manner pending the determination of an
application under subsection (1) and shall, if the information is so determined not to be privileged
legal material, produce it in accordance with such order as the High Court considers appropriate.

(3) A person shall be considered to have complied with the requirement under subsection (2) to preserve
information where the person has complied with such requirements as may be imposed by an
authorised officer under paragraph (d) of section 130(1).

(4) Where an application is made by the Commission or an authorised officer under subsection (1), the
High Court may give such interim or interlocutory directions as it considers appropriate including,
without prejudice to the generality of the foregoing, directions as to the appointment of a person

[2018.]Data Protection Act 2018[No. 7.]PART 6 S. 150

126



withsuitable legalqualificationspossessing the levelofexperienceand independence fromany interest
falling to be determined between the parties concerned, that the Court considers to be appropriate
for the purpose of—

(a) examining the information, and

(b) preparing a report for the Court with a view to assisting or facilitating the Court in the making of
its determination as to whether the information is privileged legal material.

(5) An application under subsection (1) shall be by motion and may, if so directed, be heard otherwise
than in public.

Presumptions

152. (1) The presumptions specified in this section shall apply in any proceedings under the Data
Protection Regulation or this Act.

(2)Where adocument purports to havebeen createdby aperson it shall be presumed, unless the contrary
is shown, that the document was created by that person and that any statement or record contained
in it, unless the document expressly attributes its making to some other person, was made by that
person.

(3) Where a document purports to have been created by a person and addressed and sent to a second
person, it shall be presumed, unless the contrary is shown, that the document or record was created
and sent by the first person and received by the second person, and that any statement or record
contained in it—

(a) unless the document or record expressly attributes its making to some other person, was made
by the first person, and

(b) came to the notice of the second person.

(4) Where a document or record is retrieved from an electronic storage and retrieval system, it shall be
presumed, unless the contrary is shown, that the author of the document is the personwho ordinarily
uses that electronic storage and retrieval system in the course of his or her business.

(5) Where an authorised officer who, in the exercise of his or her powers, has removed one or more
documents or records from any premises or place, gives evidence in any proceedings that, to the best
of his or her knowledge and belief, the material is the property of any person, then the material shall
be presumed, unless the contrary is shown, to be the property of that person.

(6) Where, in accordance with subsection (5), material is presumed in proceedings to be the property of
a person and the authorised officer concerned gives evidence that, to the best of his or her knowledge
and belief, thematerial is material which relates to any trade, profession, or, as the casemay be, other
activity, carried on by that person, the material shall be presumed, unless the contrary is proved, to
be material which relates to that trade, profession, or, as the case may be, other activity, carried on
by that person.

(7) References in this section to a document or record are references to a document or record in written
or electronic form and, for this purpose “written” includes any form of notation or code whether by
hand or otherwise and regardless of the method by which, or medium in or on which, the document
or record concerned is recorded.
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Expert evidence

153. (1) In any proceedings under the Data Protection Regulation or this Act, the opinion of any witness
who appears to possess the appropriate qualifications or experience as respects the matter to which
his or her evidence relates shall, subject to subsection (2), be admissible in evidence as regards any
matter calling for expertise or special knowledge that is relevant to the proceedings and, in particular
and without prejudice to the generality of the foregoing, the following matters, namely—

(a) the effects that types of data processing such as profiling may have, or have had, on the protection
of personal data, and

(b) an explanation of any relevant practices or the application of such practice, where such an
explanation would assist the proceedings.

(2) Notwithstanding subsection (1), a court may, where in its opinion the interests of justice require it to
so direct in the proceedings concerned, direct that evidence of a general or specific kind referred to
in that subsection shall not be admissible in proceedings or shall be admissible in such proceedings
for specified purposes only.

Immunity from suit

154. Civil or criminal proceedings shall not lie in any court against the Commission, a Commissioner, an
authorised officer or a member of the staff of the Commission in respect of anything said or done in
good faith by the Commission, Commissioner, authorised officer or member of staff in the course of
theperformanceorpurportedperformanceofafunctionoftheCommission,Commissioner,authorised
officer or member of staff.

Jurisdiction of Circuit Court

155. An application under section 138(4), 142(1), 143(1) or paragraph 5 of Schedule 3 shall be made to
a judge of that Court for the circuit in which the person to whom the application relates ordinarily
resides or, if a controller or processor, has an establishment or, at the option of the person, by a judge
of the Circuit Court for the time being assigned to the Dublin circuit.

Hearing of proceedings

156. The whole or any part of any proceedings under this Part may, at the discretion of the court, be
heard otherwise than in public.

PART 7

MISCELLANEOUS PROVISIONS

Supervisory authority for courts acting in judicial capacity

157. (1) The judge (“assigned judge”) for the time being assigned for that purpose by the Chief Justice
shall be competent for supervision of data processing operations of the courts when acting in their
judicial capacity.

(2) The assigned judge shall, in particular—
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(a) promote awareness among judges of the provisions of the Data Protection Regulation, the
Directive and any enactment, rulemade under section 158(3) or other rule of law that gives further
effect to the Data Protection Regulation or effect to the Directive, and ensure compliance with
those provisions, and

(b) handle, and investigate to the extent appropriate, complaints in relation to data processing oper-
ations of the courts when acting in their judicial capacity.

Restrictionsonobligationsof controllers and rightsof data subjects for objectiveof safeguarding judicial
independence and court proceedings

158. (1) The rights and obligations provided for in—

(a) Articles 12 to 22 and Article 34, and Article 5 in so far as any of its provisions correspond to the
rights and obligations in Articles 12 to 22, and

(b) sections 87, 90, 91, 92 and 93, and section 71 in so far as it relates to those sections,

are restricted to the extent that the restrictions are necessary and proportionate to safeguard judicial
independence and court proceedings.

(2) Subsection (1) is without prejudice to any other enactment or rule of law which restricts the rights
and obligations referred to in that subsection.

(3) Without prejudice to the generality of subsection (1), a panel may make such rules as it considers
necessary for the purpose of ensuring the effective application of a restriction under that subsection.

(4) Rules made under subsection (3) may relate to such matters as the panel considers appropriate for
the purpose referred to in that subsection and, without prejudice to the generality of that subsection,
may—

(a) relate to one or more than one of the following:

(i) a class or classes of data subject;

(ii) a category or categories of personal data;

(iii) civil or criminal proceedings, or both;

(iv) a class or classes of civil or criminal proceedings, or both;

(v) the circumstances in which, or the conditions under which, a restriction under subsection (1)
shall apply,

(b) include, where relevant, specific provisions as to the matters referred to in Article 23(2), and

(c) make provision for such incidental, supplementary and consequential matters as appear to the
panel to be necessary or expedient for the purposes of the rule.

(5) Rules under subsection (3) shall be published in such manner (which may include publication on the
website of the Courts Service) as the panel considers appropriate.

(6) In this section, “panel” means a panel of three judges nominated by the Chief Justice for the purposes
of this section.
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Processing of personal data where court is controller

159. (1) The Superior Courts Rules Committee may make processing rules in respect of personal data
that are contained in a record of a superior court of record.

(2) The Circuit Court Rules Committee may make processing rules in respect of personal data that are
contained in a record of the Circuit Court.

(3) The District Court Rules Committee may make processing rules in respect of personal data that are
contained in a record of the District Court.

(4) The panel referred to in section 158(6)may make processing rules in respect of personal data—

(a) that are not personal data to which subsection (1), (2) or (3) applies, and

(b) in respect of which a court, when acting in its judicial capacity, is a controller.

(5) Processing rules made under this section shall be binding on a processor of personal data in respect
of which the rules are made.

(6) Processing rules made under subsection (4) shall be published in such manner (which may include
publication on the website of the Courts Service) as the panel referred to in that subsection considers
appropriate.

(7) Subject to subsection (8), a Committee referred to in subsection (1), (2) or (3)may make rules—

(a) authorising the disclosure, for the purpose of facilitating the fair and accurate reporting of the
proceedings, to a bona fidemember of the Press or broadcast media and at themember’s request,
of information contained in a record of proceedings before a court for which the Committee is the
rule-making authority, and

(b) prescribing any conditions subject to which such disclosure is to be made.

(8) Rules made under subsection (7)—

(a) shall not apply to proceedings required by law to be held otherwise than in public, and

(b) shall apply subject to any order made or direction given by a court in the proceedings concerned.

(9) In this section, “processing rules”, in relation to personal data, means rules made for the purposes of
Article 28(3) of the Data Protection Regulation and Article 22(3) of the Directive, governing the
processing by a processor of the personal data.

Publication of judgment or decision of court or court list

160. The processing of personal data shall be lawful where that processing—

(a) consists of the publication of—

(i) a judgment or decision of a court, or

(ii) a list or schedule of court proceedings or hearings in court proceedings,

or

(b) is necessary for the purposes of such publication.
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Rules of court for data protection actions

161. (1) It shall be the function of the courts in data protection actions to ensure that parties to such
actions comply with such rules of court as apply in relation to such actions so that the trial of data
protection actions within a reasonable period of their having been commenced is secured.

(2) Where rules of court prescribe a period of time for the service of a document, or the doing of any
other thing, in relation to a data protection action, the period within which that document may be
served or thing may be done, shall not be extended beyond the period so prescribed unless—

(a) the parties to the action agree to the period being extended, or

(b) the court considers that—

(i) in all the circumstances the extension of the period by such further period as it may direct is
necessary or expedient to enable the action to be properly prosecuted or defended, and

(ii) the interests of justice require the extension of the period by that further period.

(3) For the purposes of ensuring compliance by a party to a data protection action with rules of court, a
court may make such orders as to the payment of costs as it considers appropriate.

(4) Nothing in this section shall be construed as limiting or reducing the power of an authority, having
(for the time being) power to make rules regulating the practice and procedure of a court, to—

(a) make such rules in relation to data protection actions provided such rules do not derogate from,
and are not inconsistent with, any provision of the Data Protection Regulation or this Act, or

(b) make such rules in relation to proceedings or actions other than data protection actions.

(5) In this section, “data protection action” means a data protection action under section 117 or section
128.

(6) In subsections (1) and (2), a reference to the courts or the court includes a reference to the Master
of the High Court and a county registrar.

Legal privilege

162. The rights and obligations provided for in—

(a) Articles 12 to 22 and 34 of the Data Protection Regulation (as well as Article 5 in so far as its
provisions correspond to the rights and obligations provided for in Articles 12 to 22), and

(b) sections 87, 90, 91, 92 and 93 and section 71, insofar as it relates to those sections,

do not apply—

(i) to personal data processed for the purpose of seeking, receiving or giving legal advice,

(ii) to personal data in respect of which a claim of privilege could be made for the purpose of or in the
course of legal proceedings, including personal data consisting of communications between a client
and his or her legal advisers or between those advisers, or

(iii) where the exercise of such rights or performance of such obligations would constitute a contempt
of court.
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Application to High Court concerning adequate level of protection or appropriate safeguards

163. (1) The Commission, where it considers that a place to which personal data are to be transferred
does not ensure an adequate level of protection, may apply to the High Court for a determination as
to whether the level of protection ensured by the place is adequate.

(2) An application under subsection (1) may be made notwithstanding that the place concerned is the
subject of an implementing act pursuant to Article 45(3) of the Data Protection Regulation or, as the
case may be, Article 36(3) of the Directive.

(3) The Commission, where it considers that a standard data protection clause does not provide for
appropriate safeguards, may apply to the High Court for a determination as to whether the standard
data protection clause provides for appropriate safeguards.

(4) For the purposes of this section, the adequacy of the level of protection referred to in subsection (1)
shall be assessed in accordance with, as the case may be, Article 45(2) of the Regulation or Article
36(2) of the Directive.

(5) In this section—

“place” means a third country, a territory or one or more specified sectors within a third country, or
an international organisation;

“standard data protection clause” means a standard data protection clause to which point (c) or (d)
of Article 46(2) of the Data Protection Regulation applies.

Court may order destruction, erasure of data

164. (1) Where a person is convicted of an offence under this Act, the court may order any personal data
that appears to the court to be connected with the commission of the offence to be destroyed or
erased.

(2) The court shall not make an order under subsection (1) where it considers that a person other than
the person convicted of the offence concerned may be the owner of, or otherwise interested in, the
data concerned, unless such steps as are reasonably practicable have been taken for notifying that
person and giving him or her an opportunity to show cause why the order should not be made.

PART 8

AMENDMENTS OF OTHER ACTS OF OIREACHTAS

Reference to personal data in enactment

165. Subject to this Act, a reference in any enactment to personal data within the meaning of the Act of
1988 shall be construed as including a reference to personal data within the meaning of—

(a) the Data Protection Regulation, and

(b) Part 5.

Reference to processing in enactment

166. Subject to this Act, a reference in any enactment to processing within the meaning of the Act of
1988 shall be construed as including a reference to processing within the meaning of—
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(a) the Data Protection Regulation, and

(b) Part 5.

Amendment of Firearms Act 1925

167. The Firearms Act 1925 is amended by the insertion of the following section after section 27A:

“Provision of information by Commissioner to Minister for purposes of Act and Firearms
(Firearm Certificates For Non-Residents) Act 2000

27B. (1) The Minister may request the Commissioner to provide any information necessary for
the performance of the Minister’s functions under sections 9, 10, 11 and 17 and under
section 2 of the Firearms (Firearm Certificates For Non-Residents) Act 2000, and the
Commissioner shall, notwithstanding anything contained in any other enactment or rule of
law, but subject to the Data Protection Regulation and theData Protection Act 2018, comply
with that request.

(2) In this section, ‘DataProtectionRegulation’meansRegulation (EU)2016/679of theEuropean
Parliament and of the Council of 27 April 201611 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation).”.

Amendment of section 33AK of Central Bank Act 1942

168. Section 33AK(5) of the Central Bank Act 1942 is amended—

(a) in paragraph (az), by the substitution of “(S.I. No. 349 of 2016), or” for “(S.I. No. 349 of 2016).”,

(b) by the insertion of the following paragraph:

“(ba) to the Data Protection Commission that is required for the performance of that
Commission's functions under theData Protection Regulation or theData Protection Acts
1988 to 2018.”,

and

(c) by the insertion in subsection (10) of the following definition:

“ ‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 201612 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation);”.

Amendment of section 2 of Civil Service Regulation Act 1956

169. Section 2(2) of the Civil Service Regulation Act 1956 is amended—

(a) in paragraph (h), by the deletion of “and”,

(b) in paragraph (i), by the substitution of “Síochána, and” for “Síochána.”, and

(c) by the insertion of the following paragraph after paragraph (i):

11 OJ No. L 119, 4.5.2016, p.1
12 OJ No. L 119, 4.5.2016, p.1
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“(j) in relation to a member of staff of the Data Protection Commission, the Commissioner
for Data Protection or, where more than one Commissioner for Data Protection stands
appointed, the chairperson (within the meaning of the Data Protection Act 2018).”.

Amendment of section 24 of Misuse of Drugs Act 1977

170. Section 24 of the Misuse of Drugs Act 1977 is amended—

(a) in subsection (1)(c), by the substitution of “(including those containing any data that constitutes
personal data)” for “(including any data within the meaning of the Data Protection Acts 1988 and
2003)”,

(b) in subsection (2)(c), by the substitution of “(including those containing any data that constitutes
personal data)” for “(including any data within the meaning of the Data Protection Acts 1988 and
2003)”, and

(c) by the insertion of the following subsection after subsection (7):

“(8) In this section—

‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 201613 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation);

‘personal data’ means personal data within the meaning of—

(a) the Data Protection Regulation, or

(b) Part 5 of the Data Protection Act 2018.”.

Amendment of section 15A of Control of Clinical Trials Act 1987

171. Section 15A of the Control of Clinical Trials Act 1987 is amended—

(a) by the substitution of the following paragraph for paragraph (d):

“(d) inspect and copy or extract information from any data including data that constitutes
personal data within the meaning of—

(i) the Data Protection Regulation, or

(ii) Part 5 of the Data Protection Act 2018.”,

and

(b) the insertion of the following subsection after subsection (10):

“(11) In this section, ‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 201614 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such
data, and repealing Directive 95/46/EC (General Data Protection Regulation).”.

13 OJ No. L 119, 4.5.2016, p.1
14 OJ No. L 119, 4.5.2016, p.1
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Amendment of Data Protection Act 1988

172. (1) The Act of 1988 is amended—

(a) in section 24, by the substitution of the following subsection for subsection (1):

“(1) In this section ‘authorised officer’ has the same meaning that it has in section 2(1) of the
Data Protection Act 2018.”,

and

(b) in section 26—

(i) in subsection (1)—

(I) in paragraph (b), by the substitution of “notice, and” for “notice”, and

(II) by the deletion of paragraph (c),

and

(ii) in subsection (4)—

(I) in paragraph (a), by the substitution of “paragraph (a) or (b) of subsection (1) of this section”
for “paragraph (a), (b) or (c) of subsection (1) of this section”, and

(II) by the substitution of “with a requirement or prohibition specified in the notice” for “with
a requirement or prohibition specified in the notice, or, as the case may be, a contravention
by him of section 19 of this Act,”.

(2) THEAMENDMENTSEFFECTEDBYSUBSECTION(1)SHALLNOTAPPLYFORTHEPURPOSESOF subsections
(1)(b), (2) and (3) OF SECTION 8.

Amendment of Bankruptcy Act 1988

173. The Bankruptcy Act 1988 is amended by the insertion of the following section:

“Restriction of right of access to personal data in certain circumstances

140D. (1) Article 15 (Right of access) of the Data Protection Regulation is restricted to the extent
necessary and proportionate to safeguard the effective performance by theOfficial Assignee
of his or her functions under section 61, where the performance of those functions gives
rise to the processing of personal data to which the Data Protection Regulation applies.

(2) In this section, ‘DataProtectionRegulation’meansRegulation (EU)2016/679of theEuropean
Parliament and of the Council of 27 April 201615 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation).”.

Amendment of Firearms and Offensive Weapons Act 1990

174. The Firearms and Offensive Weapons Act 1990 is amended by the insertion of the following section
after section 16:

“Provision of information by Commissioner to Minister

15 OJ No. L 119, 4.5.2016, p.1
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16A. (1) The Minister may request the Commissioner of the Garda Síochána to provide any
information necessary for the performance of the Minister’s functions under sections 9C
and 9E and the Commissioner shall, notwithstanding anything contained in any other
enactment or rule of law, but subject to the Data Protection Regulation and the Data
Protection Act 2018, comply with that request.

(2) In this section ‘Data ProtectionRegulation’means Regulation (EU) 2016/679of the European
Parliament and of the Council of 27 April 201616 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation).”.

Amendment of section 13A of Electoral Act 1992

175. Section 13A of the Electoral Act 1992 is amended by the insertion of the following subsection after
subsection (3B):

“(3C) In addition to any other electoral purpose for which the information contained in the
register prepared under section 13, including a draft register or the supplement to the
register prepared under section 15 or an electors list published under section 16, being
information which is excluded from the edited register, may be used, that information may
be used—

(a) by a specified person (within themeaning of section 39 of the Data Protection Act 2018),
for the purpose of communicating with a data subject in accordance with section 39 of
that Act, or

(b) by an elected representative (within the meaning of section 40 of the Data Protection
Act 2018) for the purposes of section 40 of that Act.”.

Amendment of Comptroller and Auditor General (Amendment) Act 1993

176. The Comptroller and Auditor General (Amendment) Act 1993 is amended—

(a) in section 10, by the substitution of the following subsection for subsection (3):

“(3) In this section—

‘automated data’ means information that—

(a) is being processed by means of equipment operating automatically in response to
instructions given for that purpose, or

(b) is recorded with the intention that it should be processed by means of such equipment;

‘data’ means automated data and manual data;

‘data equipment’ means equipment for processing data;

‘datamaterial’ means any document or othermaterial used in connectionwith, or produced
by, data equipment;

‘manual data’ means information that is recorded as part of a relevant filing system or with
the intention that it should form part of a relevant filing system;

16 OJ No. L 119, 4.5.2016, p.1
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‘relevant filing system’ means any set of information relating to individuals to the extent
that, although the information is not processed by means of equipment operating automat-
ically in response to instructions given for that purpose, the set is structured, either by
reference to individuals or by reference to criteria relating to individuals, in such a way that
specific information relating to a particular individual is readily accessible;”,

and

(b) by the insertion of the following section after section 18B:

“Application of this Act to the Data Protection Commission

18C. This Act applies to the Data Protection Commission as if it were a Department.”.

Amendment of section 8 of Interception of Postal Packets and Telecommunications Messages (Regu-
lation) Act 1993

177. Section 8 of the Interception of Postal Packets and Telecommunications Messages (Regulation) Act
1993 is amended in subsection (1A) by the substitution of “the functions of the Data Protection
Commission under section 10 of the Data Protection Act 1988 and Part 6 of the Data Protection Act
2018” for “the functions of the Data Protection Commissioner under section 10 of the Data Protection
Act 1988”.

Amendment of section 24 of Statistics Act 1993

178. Section 24 of the Statistics Act 1993 is amended—

(a) by the substitution of the following subsection for subsection (2):

“(2) Without prejudice to the Data Protection Regulation and the Data Protection Act 2018,
persons and undertakings may provide information and records, or copies thereof, which
they may possess to the Director General or officers of statistics on invitation under the
provisions of this Act.”,

and

(b) by the insertion of the following subsection:

“(3) Inthissection, ‘DataProtectionRegulation’meansRegulation(EU)2016/679oftheEuropean
Parliament and of the Council of 27 April 201617 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation).”.

Amendment of section 57B of Irish Aviation Authority Act 1993

179. Section 57B(1) of the Irish Aviation Authority Act 1993 is amended by the substitution of the
following paragraph for paragraph (d):

“(d) inspect, copy or extract information from any material (including information in any
form) or thing found or produced to the authorised person.”.

Amendment of section 18F of Health Insurance Act 1994

180. Section 18F of the Health Insurance Act 1994 is amended—

17 OJ No. L 119, 4.5.2016, p.1
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(a) in subsection (2)(d), by the substitution of “data (including data that constitutes personal data)”
for “data (within the meaning of the Data Protection Acts 1988 and 2003)”, and

(b) in subsection (12), by the insertion of the following definitions:

“ ‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 201618 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation);

‘personal data’ means personal data within the meaning of—

(a) the Data Protection Regulation, or

(b) Part 5 of the Data Protection Act 2018.”.

Amendment of section 142 of Consumer Credit Act 1995

181. Section 142 of the Consumer Credit Act 1995 is amended—

(a) in subsection (2), by the substitution of the following paragraph for paragraph (b):

“(b) which relates to information that constitutes personal data towhich the Data Protection
Regulation applies.”,

(b) in subsection (4), by the substitution of the following paragraph for paragraph (b):

“(b) which relates to information that constitutes personal data towhich the Data Protection
Regulation applies.”,

and

(c) by the insertion of the following subsection after subsection (4):

“(5) Inthissection, ‘DataProtectionRegulation’meansRegulation(EU)2016/679oftheEuropean
Parliament and of the Council of 27 April 201619 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation).”.

Amendment of section 32B of Irish Medicines Board Act 1995

182. Section 32B of the Irish Medicines Board Act 1995 is amended—

(a) in subsection (3), by the substitution of the following paragraph for paragraph (l):

“(l) inspect and copy or extract information from any data, including data that constitutes
personal data within the meaning of—

(i) the Data Protection Regulation, or

(ii) Part 5 of the Data Protection Act 2018.”,

and

(b) by the insertion of the following subsection after subsection (11):

18 OJ No. L 119, 4.5.2016, p.1
19 OJ No. L 119, 4.5.2016, p.1
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“(12) In this section, ‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 201620 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such
data, and repealing Directive 95/46/EC (General Data Protection Regulation).”.

Amendment of section 77 of Central Bank Act 1997

183. Section 77 of the Central Bank Act 1997 is amended by the substitution of the following subsection
for subsection (12):

“(12) In this section—

‘automated data’ means information that—

(a) is being processed by means of equipment operating automatically in response to
instructions given for that purpose, or

(b) is recorded with the intention that it should be processed by means of such equipment;

‘data’ means automated data and manual data;

‘data equipment’ means equipment for processing data;

‘datamaterial’ means any document or othermaterial used in connectionwith, or produced
by data equipment;

‘manual data’ means information that is recorded as part of a relevant filing system or with
the intention that it should form part of a relevant filing system;

‘relevant filing system’ means any set of information relating to individuals to the extent
that, although the information is not processed by means of equipment operating automat-
ically in response to instructions given for that purpose, the set is structured, either by
reference to individuals or by reference to criteria relating to individuals, in such a way that
specific information relating to a particular individual is readily accessible.”.

Amendment of section 1 of Health (Provision of Information) Act 1997

184. The Health (Provision of Information) Act 1997 is amended by the substitution of the following
section for section 1:

“Requests for and provision of information

1. (1) The National Cancer Registry Board (established under the Health (Corporate Bodies) Act
1961) may request from any person personal data (including data concerning health and
genetic data within the meaning of the Data Protection Regulation) held by, or in the
possession of, that person for the purposes of the performance of that Board of its functions.

(2) Without prejudice to his or her obligations under the Data Protection Regulation and the
Act of 2018, the person to whom a request is made under subsection (1) shall provide the
personal data requested to the extent it is held by, or in the possession of, that person.

(3) The Health Service Executive may, for the purposes of compiling and maintaining a record
of the names, addresses, telephone numbers, e-mail addresses and dates of birth of persons
who, for public health reasons, may be invited to participate in any cancer screening
(including any breast, cervical or bowel cancer screening) programme operated by the

20 OJ No. L 119, 4.5.2016, p.1
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Executive, request from any person the names, addresses, telephone numbers, e-mail
addresses and dates of birth of persons held by, or in the possession of, that person.

(4) Without prejudice to his or her obligations under the Data Protection Regulation and the
Act of 2018, the person to whom a request is made under subsection (3) may provide that
information to the extent it is held by, or in the possession of, that person.

(5) In this section—

‘Act of 2018’ means the Data Protection Act 2018;

‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 201621 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation);

‘personal data’ means personal data within themeaning of the Data Protection Regulation.”.

Amendment of section 9M of Electricity Regulation Act 1999

185. Section 9M of the Electricity Regulation Act 1999 is amended—

(a) in subsection (4), by the substitution of “the Data Protection Regulation or the Data Protection Act
2018” for “the Data Protection Acts 1988 and 2003”, and

(b) by the insertion of the following subsection after subsection (10):

“(11) In this section, ‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 201622 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such
data, and repealing Directive 95/46/EC (General Data Protection Regulation).”.

Amendment of British-Irish Agreement Act 1999

186. Section 51 of the British-Irish Agreement Act 1999 is amended—

(a) in subsection (1) by—

(i) the substitution of the following definition for the definition of “Act of 1988”:

“ ‘Act of 1988’ means the Data Protection Act 1988, as amended by the Data Protection Act
2018;”,

and

(ii) the substitution of the following definition for the definition of “established”:

“ ‘established’, in relation to a data controller or a data processor, shall be construed in
accordance with section 1(3B)(b) of the Act of 1988;”,

and

(b) by the deletion of subsection (6).

21 OJ No. L 119, 4.5.2016, p.1
22 OJ No. L 119, 4.5.2016, p.1
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Amendment of section 7D of Comhairle Act 2000

187. Section 7D of the Comhairle Act 2000 is amended—

(a) in subsection (3), by the substitution of “Subject to the Data Protection Regulation and the Data
Protection Act 2018” for “Subject to the Data Protection Acts 1988 and 2003”, and

(b) by the substitution of the following subsection for subsection (8):

“(8) In this section—

‘application’, ‘assessment’ and ‘service statement’ have the meanings assigned to them
respectively by Part 2 of the Disability Act 2005;

‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament and
of the Council of 27 April 201623 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation).”.

Amendment of section 33 of Commission To Inquire Into Child Abuse Act 2000

188. The Commission To Inquire Into Child Abuse Act 2000 is amended by the substitution of the
following section for section 33:

“33. (1) Article 15 (Right of access) of the Data Protection Regulation is restricted, to the extent
necessary and proportionate to safeguard the effective performance by the Commission of
its functions or a Committee of its functions, in so far as it relates to personal data (within
the meaning of that Regulation) provided to the Commission or a Committee while the data
is in the custody of the Commission or a Committee, or in the case of such data provided to
the Confidential Committee, of a body to which it is transferred by the Commission upon
the dissolution of the Commission.

(2) In this section, ‘DataProtectionRegulation’meansRegulation (EU)2016/679of theEuropean
Parliament and of the Council of 27 April 201624 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation).”.

Amendment of section 2 of Merchant Shipping (Investigation of Marine Casualties) Act 2000

189. Section 2(1) of the Merchant Shipping (Investigation of Marine Casualties) Act 2000 is amended in
the definition of “record” by the deletion of the words “any form in which data (within the meaning
of the Data Protection Act 1988) are held,”.

Amendment of section 28 of Education (Welfare) Act 2000

190. Section 28 of the Education (Welfare) Act 2000 is amended—

(a) by the substitution of “controller” for “data controller” in each place it occurs, and

(b) in subsection (3), by the deletion of “ ‘data controller’ and ‘personal data’ have the meanings
assigned to them by the Data Protection Act 1988” and the insertion of the following:

“ ‘controller’ means a controller within the meaning of the Data Protection Regulation;

23 OJ No. L 119, 4.5.2016, p.1
24 OJ No. L 119, 4.5.2016, p.1
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‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 201625 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation);

‘personal data’ means personal data within the meaning of the Data Protection Regulation;”.

Amendment of section 38 of Planning and Development Act 2000

191. Section 38 of the Planning and Development Act 2000 is amended in subsection (2) by the deletion
of “and the Data Protection Acts 1988 and 2003”.

Amendment of section 14 of Dormant Accounts Act 2001

192. Section 14(5) of the Dormant Accounts Act 2001 is amended by the substitution of the following
paragraph for paragraph (b):

“(b) Nothing in paragraph (a) shall be construed as restricting the right of a person to inspect
the register, in relation to an account, where the person—

(i) proves to the satisfaction of an institution that he or she is, or may be, the account
holder,

(ii) proves to the satisfaction of an institution that he or she is authorised by the account
holder to so inspect, or

(iii) may act on behalf of the account holder in relation to that account pursuant to
regulations made under section 9.”.

Amendment of section 30 of Residential Institutions Redress Act 2002

193. The Residential Institutions Redress Act 2002 is amended by the substitution of the following section
for section 30:

“30. (1) Article 15 (Right of access) of the Data Protection Regulation is restricted, to the extent
necessary and proportionate to safeguard the effective performance by the Board of its
functions and the Review Committee of its functions, in so far as it relates to personal data
(within themeaningof that Regulation) provided to theBoardwhile thedata is in the custody
of the Board or the Review Committee.

(2) In this section, ‘DataProtectionRegulation’meansRegulation (EU)2016/679of theEuropean
Parliament and of the Council of 27 April 201626 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation).”.

Amendment of section 2 of Official Languages Act 2003

194. Section 2(1) of the Official Languages Act 2003 is amended—

(a) in the Irish text, in the definition of “taifead”, by the substitution of “aon fhoirm ina gcoimeádtar
sonraí (lena n-áirítear foirm mheaisín-inléite) nó rud” for “aon fhoirm ina gcoimeádtar sonraí (de

25 OJ No. L 119, 4.5.2016, p.1
26 OJ No. L 119, 4.5.2016, p.1
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réir bhrí an Achta umChosaint Sonraí 1988), aon fhoirm eile (lena n-áirítear foirmmheaisín-inléite)
nó rud eile” and

(b) in the English text, in the definition of “record”, by the substitution of “any form in which data are
held (including machine-readable form)” for “any form in which data (within the meaning of the
Data Protection Act 1988) are held, any other form (including machine-readable form)”.

Amendment of section 86 of Personal Injuries Assessment Board Act 2003

195. Section 86 of the Personal Injuries Assessment Board Act 2003 is amended—

(a) in subsection (1), by the substitution of “but only if the processing (within the meaning of the Data
Protection Regulation) of any particulars constituting personal data (within the meaning of that
Regulation) in the database is in accordance with the Data Protection Regulation and the Data
Protection Act 2018.” for “but only if the database is, for the time being, maintained in accordance
with the Data Protection Act 1988”, and

(b) by the insertion of the following subsection after subsection (4):

“(5) Inthissection, ‘DataProtectionRegulation’meansRegulation(EU)2016/679oftheEuropean
Parliament and of the Council of 27 April 201627 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation).”.

Amendment of section 12 of Unclaimed Life Assurance Policies Act 2003

196. Section 12(5) of the Unclaimed Life Assurance Policies Act 2003 is amended by the substitution of
the following paragraph for paragraph (b):

“(b) Nothing in paragraph (a) shall be construed as restricting the right of a person to inspect
the register in relation to a policy where the person—

(i) proves to the satisfaction of an insurance undertaking that he or she is, or may be, the
policy holder,

(ii) proves to the satisfaction of an insurance undertaking that he or she is authorised by
the policy holder to so inspect, or

(iii)may act on behalf of the policy holder in relation to that policy pursuant to regulations
made under section 7.”.

Amendment of section 66 of Civil Registration Act 2004

197. Section 66 of the Civil Registration Act 2004 is amended—

(a) in subsection (1), by the substitution of “Notwithstanding anything contained in any other enact-
ment, but subject to the Data Protection Regulation and the Data Protection Act 2018, an tArd-
Chláraitheoir may” for “Notwithstanding anything contained in the Data Protection Acts 1988 to
2003 or any other enactment, an tArd-Chláraitheoir may”, and

(b) by the substitution of the following subsection for subsection (2):

“(2) In this section—

27 OJ No. L 119, 4.5.2016, p.1
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‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 201628 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation);

‘information’ includes personal data;

‘personal data’ means personal data within the meaning of—

(a) the Data Protection Act 1988,

(b) the Data Protection Regulation, or

(c) Part 5 of the Data Protection Act 2018.”.

Amendment of section 39 of Commissions of Investigation Act 2004

198. Section 39 of the Commissions of Investigation Act 2004 is amended—

(a) by designating the section as subsection (1),

(b) in that designated subsection (1), by the substitution of “Article 15 (Right of access) of the Data
Protection Regulation is restricted, to the extent necessary and proportionate to safeguard the
effective operation of commissions and the future cooperation of witnesses, in so far as it relates
to personal data (within the meaning of that Regulation) provided to a commission” for “Section
4 of the Data Protection Act 1988 does not apply to personal data provided to a commission”, and

(c) by the insertion of the following subsection after subsection (1):

“(2) Inthissection, ‘DataProtectionRegulation’meansRegulation(EU)2016/679oftheEuropean
Parliament and of the Council of 27 April 201629 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation).”.

Amendment of section 55H of Health Act 2004

199. Section 55H of the Health Act 2004 is amended—

(a) in subsection (8), by the substitution of the following paragraph for paragraph (a):

“(a) submit a draft of the proposed procedures to the Data Protection Commission for its
opinion as to whether any provision of the procedures would, if given effect, be likely to
result in a contravention of the Data Protection Regulation or the Data Protection Act
2018, and”,

(b) in subsection (9), by the substitution of “the Data Protection Commission” for “the Data Protection
Commissioner”, and

(c) by the insertion of the following subsection after subsection (9):

“(10) In this section, ‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 201630 on the protection of natural

28 OJ No. L 119, 4.5.2016, p.1
29 OJ No. L 119, 4.5.2016, p.1
30 OJ No. L 119, 4.5.2016, p.1
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persons with regard to the processing of personal data and on the free movement of such
data, and repealing Directive 95/46/EC (General Data Protection Regulation).”.

Amendment of section 2 of Safety, Health and Welfare at Work Act 2005

200. Section 2(1) of the Safety, Health and Welfare at Work Act 2005 is amended—

(a) by the substitution of the following definition for the definition of “record”:

“ ‘record’ includes any memorandum, book, report, statement, register, plan, chart, map,
drawing,specification,diagram,pictorialorgraphicworkorotherdocument,anyphotograph,
film or recording (whether of sound or images or both), any form in which data (including
data that constitute personal data within the meaning of the Data Protection Regulation or
Part 5of theData Protection Act 2018) are held, any form (includingmachine-readable form)
or thing in which information is held or stored manually, mechanically or electronically, and
anything that is a part or copy, in any form, of any of, or any combination of, the foregoing;”,

and

(b) by the insertion of the following definition:

“ ‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 201631 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation);”.

Amendment of section 265 of Social Welfare Consolidation Act 2005

201. Section 265 of the Social Welfare Consolidation Act 2005 is amended—

(a) in subsection (1)—

(i) by the substitution of the following definitions for the definitions of “data controller” and
“personal data”:

“ ‘controller’ means a controller within the meaning of—

(a) the Data Protection Regulation, or

(b) Part 5 of the Act of 2018;

‘personal data’ means personal data within the meaning of—

(a) the Data Protection Regulation, or

(b) Part 5 of the Act of 2018;”,

and

(ii) by the insertion of the following definitions:

“ ‘Act of 2018’ means the Data Protection Act 2018;

‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 201632 on the protection of natural persons with regard to the

31 OJ No. L 119, 4.5.2016, p.1
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processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation);”,

and

(b) in subsection (2), by the substitution of “controller” for “data controller”.

Amendment of Disability Act 2005

202. The Disability Act 2005 is amended—

(a) in section 12, by the deletion of subsection (3),

(b) in section 13, by the deletion of subsection (4),

(c) in section 41—

(i) by the deletion of the definition of “the Acts”,

(ii) by the substitution of the following definition for the definition of “processing”:

“ ‘processing’ means processing within the meaning of the Data Protection Regulation;”,

and

(iii) by the insertion of the following definition:

“ ‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 201633 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation);”,

(d) in section 42—

(i) by the substitution, in subsection (1)(b), of “the Data Protection Regulation”, for “the Acts”,

(ii) by the deletion, in subsection (2)(a), of “save in accordance with the provisions of section 12A
of the Data Protection Act 1988 (as inserted by the Data Protection (Amendment) Act 2003”,

(iii) by the substitution of the following subsection for subsection (4):

“(4) A person who contravenes subsection (2) or (3) shall be guilty of an offence and shall be
liable—

(a) on summary conviction, to a class A fine, or

(b) on conviction on indictment, to a fine not exceeding €100,000.”,

and

(iv) by the insertion of the following subsections:

“(5) Where a person is convicted of an offence under subsection (4), the court may order any
personal data that appears to the court to be connected with the commission of the offence
to be destroyed or erased.

(6) The court shall not make an order under subsection (5) where it considers that a person
other than the person convicted of the offence concernedmay be the owner of, or otherwise
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interested in, the data concerned, unless such steps as are reasonably practicable have been
taken for notifying that person and giving him or her an opportunity to show cause why the
order should not be made.”,

(e) by the deletion of section 43, and

(f) in section 45, by the deletion of subsection (1).

Amendment of section 2 of Railway Safety Act 2005

203. Section 2(1) of the Railway Safety Act 2005 is amended in the definition of “record” by the deletion
of the words “in which data (within the meaning of the Data Protection Act 1988) are held, any other
form”.

Amendment of section 12 of Health (Repayment Scheme) Act 2006

204. Section 12(3) of the Health (Repayment Scheme) Act 2006 is amended by the substitution of “except
after consultation with the Data Protection Commission” for “except after consultation with the Data
Protection Commissioner within the meaning of the Data Protection Acts 1988 and 2003”.

Amendment of section 19 of Electoral (Amendment) Act 2006

205. Section 19 of the Electoral (Amendment) Act 2006 is amended by the substitution of “A registration
authoritymay,” for “Notwithstandinganything in theDataProtectionActs1988and2003,a registration
authority may,”.

Amendment of section 67 of Pharmacy Act 2007

206. Section 67 of the Pharmacy Act 2007 is amended—

(a) in subsection (3), by the substitution of the following paragraph for paragraph (l):

“(l) inspect and copy or extract information from any data, including data that constitutes
personal data within the meaning of—

(i) the Data Protection Regulation, or

(ii) Part 5 of the Data Protection Act 2018.”,

and

(b) by the insertion of the following subsection after subsection (12):

“(13) In this section, ‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 201634 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such
data, and repealing Directive 95/46/EC (General Data Protection Regulation).”.

Amendment of Passports Act 2008

207. The Passports Act 2008 is amended—

(a) in section 2, by—

34 OJ No. L 119, 4.5.2016, p.1
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(i) the deletion of the definitions of “Act of 1988”, “automated data” and “data”,

(ii) the insertion of the following definition:

“ ‘Act of 2018’ means the Data Protection Act 2018;”,

(iii) the substitution of the following definition for the definition of “biometric data”:

“ ‘biometric data’ means biometric data within the meaning of—

(a) the Data Protection Regulation, or

(b) Part 5 of the Act of 2018;”,

(iv) the insertion of the following definition:

“ ‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 201635 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation);”,

(v) the substitution of the following definition for the definition of “personal data”:

“ ‘personal data’ means personal data within the meaning of—

(a) the Data Protection Regulation, or

(b) Part 5 of the Act of 2018;”,

and

(vi) the substitution of the following definition for the definition of “processing”:

“ ‘processing’ means processing within the meaning of—

(a) the Data Protection Regulation, or

(b) Part 5 of the Act of 2018.”,

(b) in section 8, by the substitution in subsection (1) of “Subject to the Data Protection Regulation and
the Act of 2018” for “Subject to the Data Protection Acts 1988 and 2003”, and

(c) in section 21(1)(b), by the substitution of “personal data” for “data” in each place it occurs.

Amendment of Criminal Justice (Mutual Assistance) Act 2008

208. The Criminal Justice (Mutual Assistance) Act 2008 is amended—

(a) in section 76(1), by the insertion of the following definition:

“ ‘controller’ means a controller within the meaning of Part 5 of the Data Protection Act
2018;”,

(b) in section 79C(7), by the insertion of “or, as the case may be, controller” after “data controller” in
each place it occurs,

(c) in section 94, by—

35 OJ No. L 119, 4.5.2016, p.1
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(i) the substitution of the following subsections for subsections (5) and (6):

“(5) Article 7, in its application in relation to the use of personal data contained in evidence or
information obtained under the Treaty by a person in the State, is without prejudice to the
application of—

(a) subject to section 8 of the Act of 2018, section 7 (duty of care owed by data controllers
and data processors) of the Act of 1988 in respect of the use of such data (within the
meaning of the Act of 1988), and

(b) Part 5 of the Act of 2018, in respect of the use of such data (within the meaning of that
Part).

(6) (a) Subject to section 8 of the Act of 2018, the Data Protection Acts 1988 and 2003 apply in
relation to personal data referred to in subsection (5)(a), in respects other than those related
to their use.

(b) Part 5 of the Act of 2018 applies in relation to personal data referred to in subsection
(5)(b), in respects other than those related to their use.”,

and

(ii) the insertion of the following subsection:

“(8) In this section—

‘Act of 1988’ means the Data Protection Act 1988;

‘Act of 2018’ means the Data Protection Act 2018.”,

and

(d) in section 107, by—

(i) the substitution of the following subsections for subsections (2) and (3):

“(2) Subsection (1) is without prejudice to the application of—

(a) subject to section 8 of the Act of 2018, section 7 (duty of care owed by data controllers
and data processors) of the Act of 1988 in respect of the use of such data (within the
meaning of the Act of 1988), and

(b) Part 5 of the Act of 2018, in respect of the use of such data (within the meaning of that
Part).

(3) (a) Subject to section 8 of the Act of 2018, the Data Protection Acts 1988 and 2003 apply in
relation to personal data referred to in subsection (2)(a), in respects other than those related
to their use.

(b) Part 5 of the Act of 2018 applies in relation to personal data referred to in subsection
(5)(b), in respects other than those related to their use.”,

and

(ii) by the insertion of the following subsection after subsection (4):

“(5) In this section—

‘Act of 1988’ means the Data Protection Act 1988;
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‘Act of 2018’ means the Data Protection Act 2018.”.

Amendment of section 2 of Chemicals Act 2008

209. Section 2(1) of the Chemicals Act 2008 is amended by—

(a) the substitution of the following definition for the definition of “record”—

“ ‘record’ includes any memorandum, book, report, statement, register, plan, chart, map,
drawing,specification,diagram,pictorialorgraphicworkorotherdocument,anyphotograph,
film or recording (whether of sound or images or both), any form in which data (including
data that constitute personal data within the meaning of the Data Protection Regulation or
Part 5of theData Protection Act 2018) are held, any form (includingmachine-readable form)
or thing in which information is held or stored manually, mechanically or electronically, and
anything that is a part or copy, in any form, of any of, or any combination of, the foregoing;”,

and

(b) the insertion of the following definition:

“ ‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 201636 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation);”.

Amendment of Nursing Homes Support Scheme Act 2009

210. The Nursing Homes Support Scheme Act 2009 is amended—

(a) in section 26, by the deletion of subsection (12), and

(b) in section 45(1), by the substitution of “Subject to the Data Protection Regulation and the Data
Protection Act 2018” for “Notwithstanding any provision of the Data Protection Acts 1988 to 2003”.

Amendment of section 23 of Criminal Justice (Miscellaneous Provisions) Act 2009

211. Section 23of the Criminal Justice (Miscellaneous Provisions) Act 2009 is amendedby the substitution
of the following subsections for subsection (2):

“(2) The Data Protection Act 1988 shall, subject to any necessary modifications, apply and have
effect in relation to the processing (within the meaning of that Act) of personal data (within
the meaning of that Act) for the purposes of the operation of the Council Decision and the
Schengen Convention.

(3) The Data Protection Act 2018 shall, subject to any necessary modifications, apply and have
effect to the processing (within the meaning of Part 5 of that Act) of personal data (within
the meaning of that Part) for the purposes of the operation of the Council Decision and the
Schengen Convention.”.

Amendment of section 201 of National Asset Management Agency Act 2009

212. The National Asset Management Agency Act 2009 is amended by the substitution of the following
section for section 201:

36 OJ No. L 119, 4.5.2016, p.1
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“201. (1) For the avoidance of doubt, an obligation on a credit institution or any other person
under this Act to disclose information to NAMA, a NAMA group entity or the NTMA extends
to personal data within the meaning of the Data Protection Regulation.

(2) In this section, ‘DataProtectionRegulation’meansRegulation (EU)2016/679of theEuropean
Parliament and of the Council of 27 April 201637 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation).”.

Amendment of Criminal Justice (Money Laundering and Terrorist Financing) Act 2010

213. The Criminal Justice (Money Laundering and Terrorist Financing) Act 2010 is amended—

(a) in section 2(1), by the insertion of the following definitions:

“ ‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 201638 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation);

‘personal data’ means personal data within the meaning of—

(i) the Data Protection Act 1988,

(ii) the Data Protection Regulation, or

(iii) Part 5 of the Data Protection Act 2018;”,

(b) in section 52(2), by the deletion of “(within the meaning of the Data Protection Acts 1988 and
2003)”, and

(c) in section 88(2), by the deletion of “(within the meaning of the Data Protection Acts 1988 and
2003)”.

Amendment of section 12 of Communications (Retention of Data) Act 2011

214. Section 12 of the Communications (Retention of Data) Act 2011 is amended by the substitution of
the following subsections for subsection (4):

“(4) The designated judge may, if he or she considers it desirable to do so, communicate with
the Taoiseach or the Minister concerning disclosure requests and with the Data Protection
Commission in connection with its functions under the Data Protection Regulation and the
Data Protection Acts 1988 to 2018.

(5) In this section, ‘DataProtectionRegulation’meansRegulation (EU)2016/679of theEuropean
Parliament and of the Council of 27 April 201639 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation).”.

Amendment of section 17A of Ministers and Secretaries (Amendment) Act 2011

215. Section 17A of the Ministers and Secretaries (Amendment) Act 2011 is amended—
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(a) in subsection (2), by the substitution of “Data Protection Regulation” for “Data Protection Acts
1988 and 2003”, and

(b) by the insertion of the following subsection after subsection (3):

“(4) Inthissection, ‘DataProtectionRegulation’meansRegulation(EU)2016/679oftheEuropean
Parliament and of the Council of 27 April 201640 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation).”.

Amendment of section 28 of Student Support Act 2011

216. Section 28 of the Student Support Act 2011 is amended—

(a) by the substitution of “controller” for “data controller” in each place it occurs,

(b) in subsection (1), by the substitution of “Notwithstanding anything contained in any enactment
(other than the Act of 2018)” for “Notwithstanding anything contained in the Data Protection Acts
1988 and 2003 or any other enactment”, and

(c) in subsection (5), by—

(i) the substitution of the following definitions for the definition of “data controller”:

“ ‘Act of 2018’ means the Data Protection Act 2018;

‘controller’ means a controller within the meaning of—

(a) the Data Protection Regulation, or

(b) Part 5 of the Act of 2018;

‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 201641 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation);”,

(ii) the substitution of the following definition for the definition of “personal data”:

“ ‘personal data’ means personal data within the meaning of—

(a) the Data Protection Regulation, or

(b) Part 5 of the Act of 2018;”,

and

(iii) the substitution of the following definition for the definition of “processing”:

“ ‘processing’ means processing with the meaning of—

(a) the Data Protection Regulation, or

(b) Part 5 of the Act of 2018;”.

40 OJ No. L 119, 4.5.2016, p.1
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Amendment of Communications Regulation (Postal Services) Act 2011

217. The Communications Regulation (Postal Services) Act 2011 is amended—

(a) in section 65A(1), by—

(i) the deletion of the definition of “Act of 1988”,

(ii) the insertion of the following definition:

“ ‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 201642 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation);”,

(iii) the substitution of the following definition for the definition of “personal data”:

“ ‘personaldata’meanspersonaldatawithin themeaningof theDataProtectionRegulation;”,

and

(iv) the substitution of the following definition for the definition of “processing”:

“ ‘processing’ means processing within the meaning of the Data Protection Regulation;”,

(b) in section 66A(2), by the deletion of paragraph (a), and

(c) in section 66C—

(i) in subsection (1), by the substitution of “the Data Protection Regulation and theData Protection
Act 2018” for “the Data Protection Acts 1988 to 2003”, and

(ii) by the substitution of the following subsection for subsection (2):

“(2) Article 21 (Right to object) of the Data Protection Regulation shall not apply to processing
of personal data that is required for the purposes of carrying out legitimate postcode activ-
ity.”.

Amendment of Property Services (Regulation) Act 2011

218. The Property Services (Regulation) Act 2011 is amended—

(a) in section 2(1), by the insertion of the following definition after the definition of “connected
relative”:

“ ‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 201643 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation);”,

(b) in section 42, by the substitution of the following subsection for subsection (2):

“(2) The Commissioner of the Garda Síochána shall, notwithstanding anything contained in any
other enactment or rule of law, but subject to the Data Protection Regulation and the Data
Protection Act 2018, comply with a request under subsection (1).”,

42 OJ No. L 119, 4.5.2016, p.1
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and

(c) by the substitution of the following section for section 93:

“Restriction of right of access to personal data in certain circumstances

93. Article 15 (Right of access) of the Data Protection Regulation is restricted, to the extent
necessary and proportionate to enable the Authority to effectively perform its functions
under this Act in so far as the functions relate to carrying out an investigation, in so far as it
relates to personal data (within themeaning of that Regulation) processedby theAuthority.”.

Amendment of section 56 of Credit Union and Co-operation with Overseas Regulators Act 2012

219. Section 56 of the Credit Union and Co-operation with Overseas Regulators Act 2012 is amended—

(a) by the substitution of the following subsection for subsection (2):

“(2) A credit unionmaydisclose toReBopersonal datawithin themeaningof theData Protection
Regulation.”,

and

(b) by the insertion of the following subsection after subsection (3):

“(4) Inthissection, ‘DataProtectionRegulation’meansRegulation(EU)2016/679oftheEuropean
Parliament and of the Council of 27 April 201644 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation).”.

Amendment of Europol Act 2012

220. Section 1 of the Europol Act 2012 is amended by—

(a) the substitution of the following definition for the definition of “data”:

“ ‘data’ means automated data and manual data;”,

(b) the substitution of the following definition for the definition of “personal data”:

“ ‘personal data’ has the meaning it has in Part 5 of the Data Protection Act 2018;”,

(c) by the substitution of the following definition for the definition of “processing”:

“ ‘processing’, in relation to personal data, has the meaning it has in Part 5 of the Data
Protection Act 2018;”,

and

(d) the insertion of the following definitions:

“ ‘automated data’ means information that—

(a) is being processed by means of equipment operating automatically in response to
instructions given for that purpose, or

(b) is recorded with the intention that it should be processed by means of such equipment;
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‘manual data’ means information that is recorded as part of a relevant filing system, or with
the intention that it should form part of a relevant filing system;

‘relevant filing system’ means any set of information relating to individuals to the extent
that, although the information is not processed by means of equipment operating automat-
ically in response to instructions given for that purpose, the set is structured, either by
reference to individuals or by reference to criteria relating to individuals, in such a way that
specific information relating to a particular individual is readily accessible;”.

Amendment of Personal Insolvency Act 2012

221. The Personal Insolvency Act 2012 is amended—

(a) in section 2(1), by—

(i) the insertion of the following definition:

“ ‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 201645 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation);”,

and

(ii) the substitution of the following definition for the definition of “personal data”:

“ ‘personal data’ means personal data within the meaning of—

(a) the Data Protection Regulation, or

(b) Part 5 of the Data Protection Act 2018;”,

(b) by the deletion of section 21A, and

(c) by the substitution of the following section for section 186:

“Restriction of right of access to personal data in certain circumstances

186. Article 15 (Right of access) of the Data Protection Regulation, in so far as it relates to
personal data (within the meaning of that Regulation) processed by the following persons
or bodies, is restricted to the extent necessary and proportionate to enable the person or
body to effectively performhis, her or its functions under this Act, in so far as those functions
relate to the supervision of personal insolvency practitioners in accordance with section
176A or to carrying out an investigation under this Part:

(a) the Insolvency Service;

(b) an inspector appointed under section 176;

(c) an authorised officer appointed under section 176B;

(d) the Complaints Committee.”.

45 OJ No. L 119, 4.5.2016, p.1
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Amendment of section 2 of Animal Health and Welfare Act 2013

222. Section 2(1) of the Animal Health and Welfare Act 2013 is amended, in the definition of “record”,
by the deletion of “(within the meaning of the Data Protection Acts 1988 and 2003)”.

Amendment of section 8 of Health (Alteration of Criteria for Eligibility) Act 2013

223. Section 8 of the Health (Alteration of Criteria for Eligibility) Act 2013 is amended—

(a) in subsection (4), by the substitution of “Subject to compliancewith the Data Protection Regulation
and the Act of 2018 and subject to this section” for “Notwithstanding anything contained in the
Data Protection Acts 1988 and 2003, but subject to this section”,

(b) in subsection (7), by the substitution of “the Data Protection Commission” for “the Data Protection
Commissioner”,

(c) by the deletion of subsection (8),

(d) in subsection (9), by the substitution of “references in this section to personal data shall include
references to special categories of personal data (within the meaning of section 2 of the Act of
2018)” for “references in this section to personal data shall include references to sensitive personal
data”, and

(e) by the substitution of the following subsection for subsection (10):

“(10) In this section—

‘Act of 2018’ means the Data Protection Act 2018;

‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 201646 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation);

‘personal data’ means personal data within the meaning of the Data Protection Regulation.”.

Insertion of section 957A to Companies Act 2014

224. The Companies Act 2014 is amended by the insertion of the following section after section 957:

“Restriction of application of certain articles of Data Protection Regulation

957A. (1) Articles 14 (Information to be provided where personal data have not been obtained
from the data subject) and 15 (Right of access by the data subject) of the Data Protection
Regulation are restricted, to the extent necessary and proportionate to safeguard the
effective performance by the Director of his or her functions referred to in paragraph (b)
and(e)of section949(1),wheretheperformanceof thosefunctionsgiverise totheprocessing
of personal data to which the Data Protection Regulation applies.

(2) In this section, ‘DataProtectionRegulation’meansRegulation (EU)2016/679of theEuropean
Parliament and of the Council of 27 April 201647 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation).”.
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Amendment of Health Identifiers Act 2014

225. The Health Identifiers Act 2014 is amended—

(a) in section 2(1)—

(i) by the insertion of the following definition after the definition of “Act of 2013”:

“ ‘Act of 2018’ means the Data Protection Act 2018;”,

(ii) by the insertion of the following definition after the definition of “conditions”:

“ ‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 201648 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation);”,

(iii) by the substitution of the following definition for the definition of “personal data”:

“ ‘personal data’ means personal data within the meaning of—

(a) the Data Protection Regulation, or

(b) Part 5 of the Act of 2018;”,

(iv) by the substitution of the following definition for the definition of “processing”:

“ ‘processing’ means processing within the meaning of—

(a) the Data Protection Regulation, or

(b) Part 5 of the Act of 2018;”,

(v) inparagraph(g)(iii)of thedefinitionof“secondarypurpose”,by thesubstitutionof“inaccordance
with the Data Protection Regulation and the Act of 2018” for “in accordance with the Data
Protection Acts 1988 and 2003”,

and

(b) by the substitution of the following Part for Part 6:

“PART 6

Application of Data Protection Regulation

Application of Data Protection Regulation

27. Article 32 of the Data Protection Regulation shall apply to a deceased individual’s relevant
information (individual) as it applies to a living individual’s relevant information (individual).”.

Amendment of section 15 of Freedom of Information Act 2014

226. Section 15 of the Freedom of Information Act 2014 is amended—

(a) by the substitution of the following subsection for subsection (3):

(3) A record shall not be within subsection (2) by reason only of the fact that it contains
information constituting—
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(a) personal data within the meaning of the Data Protection Act 1988 to which that Act
applies,

(b) personal data within the meaning of the Data Protection Regulation to which that
Regulation and the Act of 2018 apply, or

(c) personal data within the meaning of Part 5 of the Act of 2018 to which that Act applies.

and

(b) by the insertion of the following subsection after subsection (4):

“(5) In this section—

‘Act of 2018’ means the Data Protection Act 2018;

‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 201649 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation).”.

Amendment of section 41 of Customs Act 2015

227. Section 41 of the Customs Act 2015 is amended by the deletion of subsections (4), (5) and (10).

Amendment of section 7 of Regulation of Lobbying Act 2015

228. Section 7 of the Regulation of Lobbying Act 2015 is amended—

(a) by the insertion of the following definition after the definition of “Commission”:

“ ‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 201650 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation);”,

and

(b) by the substitution of the following definition for the definition of “personal data”:

“ ‘personal data’ means personal data within the meaning of—

(a) the Data Protection Regulation, or

(b) Part 5 of the Data Protection Act 2018.”.

Amendment of Sport Ireland Act 2015

229. The Sport Ireland Act 2015 is amended—

(a) in section 40, by—

(i) the insertion of the following definition before the definition of “anti-doping organisation”:

“ ‘Act of 2018’ means the Data Protection Act 2018;”,

49 OJ No. L 119, 4.5.2016, p.1
50 OJ No. L 119, 4.5.2016, p.1
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(ii) the insertion of the following definition after the definition of “anti-doping rule violation”:

“ ‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 201651 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation);”,

(iii) the substitution of the following definition for the definition of “personal data”:

“ ‘personaldata’meanspersonaldatawithin themeaningof theDataProtectionRegulation;”,

and

(iv) the substitution of the following definition for the definition of “processing”:

“ ‘processing’ means processing within the meaning of the Data Protection Regulation;”,

(b) in section 42(4), by the substitution of “Subject to compliance with the Data Protection Regulation
and the Act of 2018, Sport Ireland shall” for “Sport Ireland shall”, and

(c) in section 43—

(i) in subsection (1), by the substitution of “Data Protection Regulation and the Act of 2018” for
“Data Protection Acts 1988 and 2003”, and

(ii) by the deletion of subsection (3).

Amendment of section 12 of Criminal Justice (Spent Convictions and Certain Disclosures) Act 2016

230. Section 12 of the Criminal Justice (Spent Convictions and Certain Disclosures) Act 2016 is amended—

(a) by designating the section as subsection (1),

(b) in that designated subsection (1), by the deletion of “(within the meaning of the Data Protection
Act 1988)”, and

(c) by the insertion of the following subsection after subsection (1):

“(2) In this section—

‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 201652 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation);

‘personal data’ means personal data within the meaning of—

(a) the Data Protection Act 1988,

(b) the Data Protection Regulation, or

(c) Part 5 of the Data Protection Act 2018.”.

Amendment of section 62 of Financial Services and Pensions Ombudsman Act 2017

231. Section 62 of the Financial Services and Pensions Ombudsman Act 2017 is amended—

51 OJ No. L 119, 4.5.2016, p.1
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(a) in subsection (2), by the substitution of the following paragraph for paragraph (b):

“(b) ensures compliance with the Data Protection Regulation and the Data Protection Act
2018.”,

and

(b) by the insertion of the following subsection after subsection (4):

“(5) Inthissection, ‘DataProtectionRegulation’meansRegulation(EU)2016/679oftheEuropean
Parliament and of the Council of 27 April 201653 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation).”.

Amendment of National Shared Services Office Act 2017

232. The National Shared Services Office Act 2017 is amended—

(a) in section 2, by the insertion of the following definition:

“ ‘Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 201654 on the protection of natural persons with regard to the
processing of personal data and on the freemovement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation).”,

(b) in section 9(2)(a)(iv), by the substitution of “processing (within themeaning of the Data Protection
Regulation) personal data (also within the meaning of that Regulation)” for “processing (within
the meaning of the Data Protection Act 1988) personal data (also within the meaning of that Act)”,
and

(c) in section 35—

(i) in subsection (1)—

(I) by the substitution of “Notwithstanding anything contained in any enactment, but subject
to the Data Protection Regulation and the Data Protection Act 2018” for “Notwithstanding
anything contained in the Data Protection Acts 1988 and 2003”, and

(II) by the substitution of “controller” for “data controller” in each place it occurs,

(ii) in subsection (3), by the substitution of “controller” for “data controller”, and

(iii) in subsection (4)—

(I) by the substitution of the following definition for the definition of “data controller”:

“ ‘controller’ has the same meaning as it has in the Data Protection Regulation;”,

and

(II) by the deletion of the definition of “data subject”.

53 OJ No. L 119, 4.5.2016, p.1
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SCHEDULE 1

STATUTORY INSTRUMENTS REVOKED

Section 7(3)

Extent of
Revocation

(4)

Short Title

(3)

S.I. No.
and Year

(2)

Item

(1)

The whole
Regulations

Data Protection (Fees)
Regulations 1988

S.I. No.
347 of
1988

1.

The whole
Regulations

Data Protection (Regis-
tration Period) Regula-
tions 1988

S.I. No.
350 of
1988

2.

The whole
Regulations

Data Protection (Regis-
tration) Regulations
1988

S.I. No.
351 of
1988

3.

The whole
Regulations

Data Protection
(Restrictionof section 4)
Regulations 1989

S.I. No.
81 of
1989

4.

The whole
Regulations

Data Protection Act
1988 (Section 5(1)(d))
(Specifications) Regula-
tions 1993

S.I. No.
95 of
1993

5.

The whole
Regulations

Data Protection Act
1988 (Section 16(1))
Regulations 2007

S.I. No.
657 of
2007

6.

The whole
Regulations

Data Protection (Fees)
Regulations 2007

S.I. No.
658 of
2007

7.

The whole
Regulations

Data Protection
(Processing of Genetic
Data) Regulations 2007

S.I. No.
687 of
2007

8.

The whole
Regulations

Data Protection Act
1988 (Section 5(1)(d))
(Specification) Regula-
tions 2009

S.I. No.
421 of
2009

9.

The whole
Regulations

DataProtection (Section
2B) Regulations 2016

S.I. No.
426 of
2016

10.
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SCHEDULE 2

DATA PROTECTION COMMISSION

Section 10

1. The Commission shall be a body corporate with perpetual succession and an official
seal and shall have power to sue, and may be sued, in its corporate name and shall,
with the consent of theMinister and theMinister for Public Expenditure and Reform
have the power to acquire, hold and dispose of land or an interest in land, and shall
have the power to acquire, hold and dispose of any other property.

2. The seal of the Commission shall be authenticated by the signatures of—

(a) a Commissioner, and

(b) a member of staff of the Commission authorised by the Commission for that
purpose.

3. Judicial notice shall be taken of the seal of the Commission and any document
purporting to be an instrument made by, and to be sealed with the seal of, the
Commission shall, unless the contrary is proved, be received in evidence and be
deemed to be such instrument without further proof.

4. Any contract or instrument which, if entered into or executed by an individual, would
not require to be under seal may be entered into or executed on behalf of the
Commission by any person generally or specially authorised by the Commission in
that behalf.

5. (1) Where a Commissioner is—

(a) nominated as a member of Seanad Éireann,

(b) elected as a member of either House of the Oireachtas or to be a member of
the European Parliament,

(c) regarded pursuant to Part XIII of the Second Schedule to the European
Parliament Elections Act 1997 as having been elected to that Parliament, or

(d) is elected or co-opted as a member of a local authority,

he or she shall thereupon cease to be a Commissioner.

(2) A person who is for the time being—

(a) entitled under the Standing Orders of either House of the Oireachtas to sit
therein,

(b) a member of the European Parliament, or

(c) entitled under the standing orders of a local authority to sit as a member
thereof,
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shall, while he or she is so entitled as mentioned in clause (a) or (c) or is such a
member as mentioned in clause (b), be disqualified for membership of the
Commission or for employment in any capacity by the Commission.

SCHEDULE 3

PROVISIONS APPLICABLE TO ORAL HEARING CONDUCTED BY AN AUTHORISED OFFICER UNDER

SECTION 138

Section 138(11)

Provisions Applicable to Oral Hearing Conducted by an Authorised Officer Under Section
138

1. The authorised officer conducting an oral hearing under section 138(11) for the
purposes of an investigation may take evidence on oath, and the administration of
such an oath by the authorised officer is hereby authorised.

2. The authorised officer may by notice in writing require a person to attend the oral
hearing at such time andplace as is specified in the notice to give evidence in respect
of any matter in issue in the investigation or to produce any documents, records,
statements or other information within his or her possession or control or within
his or her procurement.

3. Subject to paragraph 4, a person referred to in paragraph 2 may be examined and
cross-examined at the oral hearing.

4. A person referred to in paragraph 2 shall be entitled to the same immunities and
privileges inrespectofcompliancewithanyrequirementreferredto inthatparagraph
as if the person were a witness before the High Court.

5. Where a person referred to in paragraph 2 does not comply or fully comply with a
requirement referred to in that paragraph, the authorised officer may apply in a
summary manner to the Circuit Court, on notice to that person, for an order
requiring the person to comply or fully comply, as the case may be, with the
requirement within a period to be specified by the Court, and the Court may make
the order sought or such other order as it thinks fit or refuse to make any order.

6. The oral hearing shall be held otherwise than in public.
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Number 7 of 2018

DATA PROTECTION ACT 2018

REVISED

Updated to 4 February 2026

About this Revised Act

This Revised Act presents the text of the Act as it has been amended since enactment, and
preserves the format in which it was passed.

Related legislation

Data Protection Acts 1988 to 2018: this Act is one of a group of Acts included in this collective
citation (Data Protection Act 2018 (s. 1(2)). The Acts in the group are:

• Data Protection Act 1988 (25/1988)
• Data Protection Act 2003 (6/2003)
• Data Protection Act 2018 (7/2018)

Annotations

This Revised Act is not annotated and only shows textual amendments. An annotated version
of this revision is also available which shows textual and non-textual amendments and their
sources. It also shows editorial notes including statutory instruments made pursuant to the
Act and previous affecting provisions.

Material not updated in this revision

Whereother legislation is amendedby thisAct, thoseamendmentsmayhavebeen superseded
by other amendments in other legislation, or the amended legislationmay have been repealed
or revoked. This information is not represented in this revision butwill be reflected in a revision
of the amended legislation if one is available. A list of legislative changes to any Act, and to
statutory instruments from 1972, may be found linked from the page of the Act or statutory
instrument at
www.irishstatutebook.ie.
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